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Getting Started with Nuclias

Getting Started

This section is designed to provide new users with instructions on how to get started with the D-
Link Nuclias Cloud. This covers the basic requirements for using Nuclias, including how to create
an account and adding a new device using the provided Default Profile template that sets up
network functions with recommended settings.

Below you will find a list of topics to help you get started:

Creating an Account
Logging in to Nuclias Cloud

Adding Devices
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Creating an Account

Access to the D-Link Nuclias Cloud can be obtained by signing up for a free Nuclias account.

1. Go to www.nuclias.com and click Login.

-
D-Llnk For Home For Business For Service Providers Support Q@ D-Link Global

< nuchas

Simple, functional, essential

Network management solutions for small-to-medium-sized
businesses (SMBs).

e -

2. Click Create Account.
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http://www.nuclias.com/

< nuchas

by D-Linik

[] stayloggedin

Login

Forgot password Create account

3. Select aserver region and customer service country and click Next.

Server Region | Select which server region to store your data on.

Select a country for local support. If your country is not listed, choose the

Countr
Y country closest to your area.

4. Fill out the required information:

Email Enter your email address. This is also your username to log into the Nuclias
Portal interface and it must be unique.

Full Name Enter your full name

Password Enter your account password.

Confirm )
Confirm your password.

Password

Nuclias Cloud Documentation - en Page 3 of 482



Organization Enter your organization name. This will automatically create an organization
Name with this name.

Select a country. This will automatically create a Site using this country and

Countr . . . .
Y operating the legit channels for your wireless devices.
Timezone Select a time zone.
Enter your address. This will automatically create a Site using this address
Address Y Y &

that be managed on the Map in the Nuclias portal.

5. Click I have read and agree to the Terms and Privacy to continue.
6. Click Create Account.

7. You will receive an email containing a verification link. Once verified, you can now log into
the Nuclias Portal interface using your account email address and password.
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Log In and Out of Nuclias Cloud

D-Li“k_ ] e gyt Pt ipegry Pempmney L gment o e

< nuchas

Simple, functiona Mtiz

Log In

1. Inyour web browser, go to www.nuclias.com and click Login.

2. Enter your registration email address and password.

3. Click Log In.

Log Out

1. Inthe Nuclias Cloud portal, click the username in the top-right corner.
2. Click Log out.

Log in to Connect Portal

You can directly log in to Nuclias Connect portal from the Nuclias Cloud portal using the Single
Sign On function (SS0).

1. Inthe Nuclias Cloud portal, click the username in the top-right corner.
2. Click Log in Connect Portal.
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CONFIGLUEL ROPORTS SETTINGS HELP _
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Adding Devices

In order to be able to manage the network, devices need be added to the organization and assigned
to Sites. There are multiple ways of adding devices to an organization.

F——— & # E Rt g

B O e oL =n Fa 0@

Adding a Single Device

For first time users, simply go to Settings > Add device to add your device with a default profile
and site information for quick setup.

You may also go to Settings > Inventory (only available to users with the access privilege to all
sites) to add devices or to bulk import devices that can be registered later with selected license
terms or assign devices to a Site and Profile.

Alternatively, with all the Site and Profile set, devices can be added directly to your Organization
or Site by device category. Devices are assigned to a specific Site and Profile to automatically apply
the configurations once connected to Nuclias Cloud.

To add a device:

1. Navigate to Configure > Access Point/Switch/Gateway>Devices.
2. Click Add device.
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Add device Tiete frare: | Last 24 houwrs - ] T
MAC address PublicIP Local IP Connectivity Prof -3 Device LID
] 1 . AP ASSESOCATILD 10322193 19218810100  DBEA-1510P IR o TESTQAHQCADS
2 . APOO3 ALSESOBDTEOD 1032371 19216810023 DRA-1Z10P I 5 reonized TESTORMOCADT
] 3 . AP %% ABABAMAAICED 10323206 1921881051  DRA-2Z520P IR 5o TESTOAHQUADS
] 4 L] AP & ASSATFBSSFFE 1032352 192.140.1040  DBA-2620P NI cteoniing TESTOAMGCADS
] s AP ITU 2CAF235E EO92 10325232 192148 1043 DEA-15100 I o cochoniced TESTOAMOCADD

Fill out the required information.

Enter the device’s UID found on the label
printed on the device.

Device UID
The UID may be listed in the format XXXX-
XOXXX-XXXX or XXX

Device Name [Optional] Enter a name for the device.

Site Select a Site to assign this device to.
Select a Profile for this device to apply that
Profile's configuration settings. Click on the

. drop-down menu to display a list of available
Profile

profiles for your model (the system will
automatically detect the device model if the
UID is entered correctly) .

[Optional] Enter the license key. Click on the
drop-down menu to display a list of available

licenses for this device type.
License Key o

Note: Every new device will be issued a one
year complimentary license key. You may add
more license keys to extend the period of use.
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Once expired, an additional license must be
purchased to continue using this device.

Click Save when you are done.

Adding Devices to the Inventory

Devices can be bulk imported and added to Inventory to be assigned to a Site later.

1. Navigate to Settings > Inventory and select the Devices tab. Then click Add device to add
devices to the inventory by entering the UID. Or click Bulk import to import multiple
devices.

Delets Assign license Q - ¥

| : MAC address Device UID Serial number Model name Device name St Activation date Expiration date
[ SC:19:8F1B7C:38 2GFGSRIZAGH? SYSILI4000008 DEA-1210P SCA9EFIBTC:I8 DCsfe C-Cafe Aztive 202108/23 2024/08/22
O 2 O0AD:24:36:84:80 NEWBZCAP224C SIFE1I9000213 DBA-2820P BCODD 28200 DiinkHQ  D-link HQ-DBA 28209 Expired

0 s GC1SEF1BTCAL 2UTOVKEUFTOF SYBI114000009 DBA-1210P DEA-1210P-1 DiinkHQ  D-LinkHQ Expired

(m O0AD:24:36:82.80 IYZCOWNZTIC S3FE1I9000207 DBA-2820P DEA-2820P-1 DiinkHQ  D-link HQ-DBA 28209 Expired

] s F42CEBEFDD17 AMTXITHV2B34 TM41101000007 DBEA-2720P F4BCEBEFDDIT D-LinkHQ DEA-2720P Expired

& . EASZFCEGDF6C DEMOSWSWO001 DEMOSWSWO001 DES2000-10MP  23E9.0E 365808 DCsfe DES-2000 Active 2022/02/25 2027/02/24
[m . AAFOFESSEDSS CEMOSWSWO003 DEMOSWSWEI03 DES2000-10MP  2680.1CDACEIE DAinkHQ  DES-2000 Active 2022/02/25 2027/02/24
O s . EES7.57.33A7:61 DEMOARAROODS DEMOARAPIO04 DBA-1210P DEMOARAFO00S DeCafe DEA-12108-test Active 2022/06/09 2023406109
(] . C2AB2EFOBABL DEMOAPAPDODS DEMOAPAPOO0S DBA-2820P DEMOADADOODS Dsfe D-Link Q- DEA-2830P Active 2022/06/09 2023/06/09
0O 1 e 2208:59-85.1F-81 DEMOAPAPDODS DEMOAPAPDOOS DBAX2830P DEMOAPAPO0DS DCsfe DEAX2830P Active 202210609 2023/06/08

2. [Optional] Download the reference sample template to bulk import devices to the
Inventory.

Add device to inventory

() Add device

@ Bulk import

Upload a CSV-formatted file with device UID you wish to add to inventory.

Browse

You can download sample template file here

Cancel Save

3. Click Browse.
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4. Locate the CSV-formatted file containing the UIDs of the devices as shown in the following
example:

pID

FFFFEEEE000]
FFFFEEEE000Z
FFFFEEEEOQ03

5. Click Save.

Bulk Assigning Devices with Configuration

Devices can be bulk imported to the Inventory with basic configuration and registration
information.

Navigate to Settings > Bulk import devices.

[Optional] Download the reference sample template.

Click Browse.

Locate the CSV file containing the UIDs and other required information such as Site and
Time Zone (you can also enter Profile assignment and License keys for device registration)

as shown in the following example:

Ao

Device name Profile License-1 License-2 License-3
FFFFEEEEQODD1 |DBS Taipei AsiafTaipei
FFFFEEEEQDO2 |DBA Hsinchu |Asia/Taipei
FFFFEEEEQOQ3 |DBG Hsinchu |Asia/Taipei
5. Click Upload.
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Portal

Portal - Overview

Below you will find a list of topics to help you learn how to use and navigate the Nuclias Cloud
Portal.

Introduction

Interface Overview

Dashboard

Monitor

Configure

Reports

Settings

Help
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Introduction

This manual is organized according the menu layout of the Nuclias Cloud Portal interface.

Audience

This online reference manual is intended for network administrators and other IT professionals
responsible for managing network devices using the Nuclias Portal. This online manual is written in
away that assumes that you already have a basic knowledge of modern networking principles.

Conventions

Indicates a button, a toolbar icon, menu, or
menu item. For example: Open the File menu
and choose Cancel. Used for emphasis.

May also indicate system messages or
Boldface Font prompts appearing on screen. For example:
You have mail.

Bold font is also used to represent file names,
program names, and commands. For example:
Use the Copy command.

Indicates a window name. Names of keys on
Initial capital letter the keyboard have initial capitals. For
example: Click Enter.

Indicates the menu structure. Device > Port >
Port Properties means the Port Properties
menu option under the Port menu option that
is located under Device.

Menu Name > Menu Option
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Terms and Concepts

The following section provides a brief introduction and description of the terms and concepts used
in this product.

Managed Service Provider (MSP): A Managed Service Provider (MSP) or Systems Integrator (Sl) is
an instance that sells the Nuclias Cloud service to client organizations. A Managed Service
Provider can provision multiple organizations and can manage all organizations under it. A MSP
cannot manage another MSP or its affiliated organizations. Structurally, an MSP operates one level
higher than an organization.

Organization (Org.): An organization is a business entity that subscribes to the D-Link Nuclias
Cloud through a Service Provider (SP) or Managed Service Provider (MSP) to provide wireless
access to its branches. An organization may manage itself or can request the Service Provider or
MSP to manage the organization. An organization cannot manage other organizations on the same
level. Within the Nuclias structure, organizations are considered clients. Examples of organizations
include, branch offices, restaurants, and small to medium sized offices.

Site Tag: A Site Tag is a label for structurally organizing and visualizing an organization. Site Tags
act as branches, with each Site Tag being able to carry one or more Sites. For example, an
organization with activities in multiple geographical areas can use Site Tags to easily identify and
manage regional branches.

Site: A Site is alabel representing a physical location. Sites are used to group devices together for
easier management. Sites can also be associated with a Site Tag, in which case the Site will branch
of from the Site Tag. Examples of Sites include cities, branch offices, and work floors, depending on
the size and scope of the organization.

Profile: Profiles are a set of general configuration settings that can be applied to all devices
associated with the Profile so all devices are configured identically as a group. Profiles can be set
up to cater to specific purposes and can be applied across different Sites and Site Tags. Examples of
Profiles include customer Wi-Fi with limited access, a secure office network, and public Wi-Fi with
captive portal login.

Privileges: Privileges determines to what extent a user can actively manage, ranging from full
access to viewing only. Some elements of the Portal interface may be locked depending on the
selected privilege. Refer to the overview below for a list of all available privileges.

An administrator has full access to all elements of the Portal interface and has full

Admin I
management capabilities.
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An editor shares similar rights as an administrator, but cannot add or delete

Editor . L.
devices, users, or organizations.

A monitor is limited to read-only access to configurations and analysis, and cannot

Monitor . . . L.
configure or edit devices, users, or organizations.

A viewer is restricted to read-only access to analysis only and cannot configure or
Viewer edit devices, users, or organizations. This is primarily for on-site managers who only
require organization statistics.
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Interface

Interface Overview

L8
2 B
. o
fu N
9
= - = @ = = -
= - = - = - - i - h— - L s
C
- )
Section Item Description
Provides access to the organization and site
A Global Toolbar selection menu as well as alerts, user account,
and language menu.
Provides access to the various device
B Management Toolbar management and information, report, and

inventory sections.

C Dashboard

Nuclias Cloud Documentation - en

The interactive dashboard to manage and
configure through the Nuclias Portal. The
options displayed in the dashboard depend on
the currently active management section.
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Global Toolbar

Site Menu

The Site menu is used to select a Site or Site Tag within the selected organization, and may only
contain selected sites, depending on the privilege of the account that you have logged in with. Site
Tags and Sites are an easy way of grouping devices within an organization and allow for multiple
devices to be configured more easily. For most configuration options, it is necessary to select a Site
to manage. Site Tags are marked by a tagicon, while Sites are marked by a single pinicon.

<nucljas &l ey L B @i @
cloud

Hsinchu
ng

‘‘‘‘‘ it i Gataway Switches Actess Points

z

DASHBOARD MONITOR CONFIGURE

00Q: 0

l/z — 2/3 : @.’10

Selecting a Site

By selecting a specific Site, you can view network activity and client information associated with
the devices of the Site and the Map for the selected Site. Certain management features such as
alerts and reports are also handled on the Site-level.

1. From the Global Toolbar, click the Site menu.

2. [Optional] Click a Site Tag to only show Sites associated with that Site Tag or click All to
show all Sites.

3. Click the Site name.

Note: Only information for that Site will be shown in the dashboard and management sections.

Account Menu

The account menu contains the User Profile and Logout options and can be reached by clicking the
user name you have logged in with.
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DASHBOARD ~ MONITOR  CONFIGURE  REPORTS  SETTINGS

@ Oniine @ orfine ® Varnings Dormant Gateviays

10 0 0 = 4. = 3. 7 3.

Editing a User Profile

The User Profile page is used to view the current user’s profile and access privilege information. It
can also be used to change the current user’s password and profile image.

User profile / My profile MY PROFILE
MY PROFILE
MNams !\_,_:
Email demognuclizs.com
Current passwaord @
Naw passward L
Confirm passward @
“You mayupload a prg, jpeg. jpg
Twa-factor authentication Diszble - image of up ta 1MB in size.
Automatic logaut time limit s mimutas
Login preferance Mo default login preference - Deleteimage

[[] 1would like to receive promational and

product updates from D-Link.

ACCESS PRIVILEGE

Acresslavel Organization

Role Editar

Site D-Link H, D-Link Europe, D-Cafe, 11111 -

1. From the Global Toolbar, click the Account menu.
2. Select User Profile.
3. Edit the user profile using one of the following actions:
a. Change user name
1. Click the username in the Name field.
2. Enter anew name and press Enter or click outside of the field.
b. Change password
1. Enter your current password in the Current Password field.
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2. Enter anew password in the New Password field.
3. Enter the new password again in the Confirm Password field.
c. Edit profileimage
1. Click Upload image to add a profile image.
2. Inthe Upload Image window click Browse and navigate to the image you want
to use.
3. Click Upload.

To delete a profile image, click Delete image.
d. Email user information

Click the Email this page button to send your user information to your registered
email address.

e. Two-factor authentication

Select to disable or use an additional authentication method from the drop down
menu. If you select Google Authenticator, add your Nuclias account to your Google
Authenticator by scanning the QR code below.

f. Automatic logout time limit
Enter the time in minutes that this user will be logged out when inactive.
g. Login preference
Select none or use either Cloud Portal or Connect Portal as the default login portal.

4. Click Save.

Sending A User Profile Snapshot by Email
1. From the Global Toolbar, click the Account menu.

0

< } .
(= O \/ hzchen3é&+eumporgi@zmail.com = @ English =
- e -
2 Login Connect Portal

[ Logout

_ﬁ] Delete account

2. Select User Profile.
3. Click Email this page.
Note: This will immediately send a snapshot of the user profile page to the email address
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registered to this user account.

Deleting a User Account

1. From the Global Toolbar, click the Account menu.
2. Select User Profile.
3. Click Delete Account.

Fechentez332am: Moritor A Veribed

4. Enter your account password and click Save.
Note: Deleting an account will remove all data associated with this user. This is permanent
and cannot be undone.

Language Menu
Changing the Portal Language

The language menu allows you to change the display language of the Portal interface.

<nucl‘|§s‘ E— = = . NN Y .

1. From the dashboard, click the display language in the top-right.
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2. Select alanguage from the drop-down menu.
Note: Selecting another language will immediately change the portal display language into
the selected language.
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Management Toolbar

From the Management toolbar, you can access the various management features of the Nuclias
Cloud platform, including Profiles and device management, device and network reports,
organization and account management, firmware upgrade and alert settings, and the device and
license inventory.

The Dashboard offers you a real time overview of the status of the network,
including device utilization and performance statistics. The information on the
Dashboard | Dashboard can be summarized as a report for download via the Reports section.

Refer to the Dashboard section for more information.

The Monitor section grants access to detailed device related information,
including neighbor AP for wireless networks and associated client information,
bandwidth usage and availability of the entire network, and event logs as well as
the interactive map and floor plan tools.

Monitor

Refer to the Monitor section for more information.

The Configure section grants access to the main configuration section, including
Profiles and individual device settings as well as settings for system-wide
Configure | configuration such as Schedule policies and Splash pages.

Refer to the Configure section for more information.

The Reports section grants access to detailed reports for changes on the
platform, device activity, system alerts and a summary of registered devices with
Reports active licenses.

Refer to the Reports section for more information.

The Settings section grants access to organization and user management, the
device and license inventory, and firmware and certificate management as well
as other settings pertinent to the global operation of the Nuclias Cloud such as

Settings
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SAML and Syslog. It also provides menu for quick import of devices and device
registration.

Refer to the Settings section for more information.

The Help section offers you a platform to submit support tickets and provide

Help feedback.

Refer to the Help section for more information.
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Dashboard

The Dashboard page is the default window that is displayed after logging in to the

Nuclias Cloud Portal interface. It can also be reached by clicking the Dashboard tab in the tool bar.
It provides an overview of the devices belonging to the selected site, connected clients of the
devices, and device statistics for the selected site. You can also customize the dashboard by
selecting the widgets and rearranging them to suit your needs.

Customizing the Overview

Switches Access Pints

é ﬁrt- P 3‘] B gla

® Onine ® offine

10 0

o §
[

1. Navigate to the Dashboard page
2. Select a Site from the Site menu.
Note: Selecting a Site will only show device and utilization information for the selected

Site.
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3. The top widget shows the the online/total (devices) for each product category.

4. The Map widget shows the site information as well as the device status. Click asite on the
map to display such information.

e The Alert and Report next to the map provides links to the Alerts and Summary Report page
of the Reports menu.

QALERTS =2

q\ > O il

N ==
0

e Inthe Last 24 Hours Summary section, click the title of the reports to obtain the ranks in

different statistic category. For example, click Most clients per device to show the top
devices with the most clients in the past 24 hours.

X
Most clients per device

2023/05/10 14:44 - 2023/05/11 14:44

# Device name Connections

Previous | Mext | | 10 = |

e Click the layout icon

B at the top right to customize the statistic widgets to be
displayed. For example, deselect the Map widget to hide geolocation information of sites
and their devices. Click Move to arrange the widget blocks on the page. You can click
Reset to reset the display and then click Close to close the layout customization control.
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Map + alerts + reports

Last 24 hours summary
Arpcess points
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Monitor

Overview

From the Monitor menu, you can view detailed device monitoring reports and access the device
availability and bandwidth usage information as well as map and floor plan windows .

The Access Point section provides detailed logs for AP devices, connected

Access clients, and events.
Point
Refer to the Access Point section for more information.

The Switch section provides detailed logs for switch devices, connected clients,

Switch and events.

Refer to the Switch section for more information.

The Gateway section provides detailed logs for gateway devices, connected
e clients, and events.

Refer to the Gateway section for more information.

The Map section provides you with an interactive map that offers a
Ma geographical overview of the organization’s Sites.

Refer to the Map section for more information.

The Floor Plans section allows you to create, edit, manage, and delete floor
Floor Plans plans.

Refer to the Floor Plans section for more information.

Neighbor The Neighbor AP section provides information about APs in the neighborhood
AP to help detect rogue devices and solve signal issues.
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Refer to the Neighbor AP section for more information.

The Network section provides the availability of the devices and their client

Nk information, the bandwidth usage, and channel utilization.

Refer to the Network section for more information.
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Monitor - Access Point

Devices

From the Devices window, you can view the AP devices with detailed information such as IP
addresses, model name, firmware version, and license information .

o i Erag. 5 Dot e S et o o

5 1 0 ( = 2. "% 3 Q. :
g
Floer oam

Customizing the Device Monitor Overview

1. Navigate to Monitor > Access Point > Devices.

2. Select atime frame from the time frame drop-down menu to set the duration for
connectivity information.

# DeviceUID Profile

i e DEMOAPAPOOOS  86F634DSEABI 118163108246 1052941209  DBAX2530p [N  Synced DEMOAPAPOOOS  DBAX2830P Docate - DEMOAPAPOODS 205000 10
2 e DEMOAPAPOOOS  4AGSFCASZ202C 119163108246 11947418572 DBA2820P I ot synced DEMOAPAPOOOS  D-LinkHQDEA-2820p  D-Cafe - DEMOAPAPOODS 205002 10
3 ) DEMOAPAPOO04  26A2SAADBFFA 118163108246 22244209127 DEA-1210P N confizchanged  DEMOAPAPOO04  DBA-1210P-test D-Cafe - DEMOAPAPOOD4  2.08.000 10
4 6CA9BFIBICIE  6CAPBFABICIE 134142221 17217192235  DBA1210P I ot synced 2GFGSRXZAGH?  D-Cafe Dcafe - V61114000006 2.07.003 AL

Monitor / Access point / Devices Time frame: | Last 24 hours - Q @ ¥

# Device name MAC address PublicIP Local IP Model name Connectivity Syncstatus Davice UID Sitetag Serial number Firmware version

P DEMOAPAPOOOS  B6FS4DSEABL 118163108245 1052941209  DmAxzscor NN  Synced DEMOAPAPOOOS  DBAX2830P bcare - DEMOAPAPOODS 205000 10
P DEMOAPAPOODS  AAS3FCA3202C 118163408246 11947818572 DBA2s0p  [EESSNNNNNNNNN Notsynced  DEMOAPAPOOOS D-LnkHQ:DBA2820P D-Cafe - DEMOAPAPOCDS 205002 10
ER 118163108246 osaiziop (NSNS  Confichanged D bcare - DEMOAPAPOODS 208000 10
A 6Ci9SFIBICIE  6CiAvSFABTCI® 134142221 17217192255 saizior  [ESEEEEEEEEE notsnced  2GFGIUQAGHT  D-Cafe bcare - Sveil4000006 207003 At

4. Click the checkbox next to the parameters to display them in the overview.
Note: All checked parameters will automatically appear.
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Downloading Device Monitoring Logs

1. Navigate to Monitor > Access Point > Devices.
2. From the device list, click the Download icon in the top-right.

Monitor / Access point / Devices Time frame: | Last 24 hours ~ Q [0
MACaddress PublicIP 0 Model name Serfal number
1 e 118163108246 1052941209  DEAX2830P Synced DEMOAPAPOODS  DBAX2830P Decare - DEMOAPAPOODS  2.05.000 10
2 e DEMOAPAPOOOS ~ 4AGSFCAS20:2C 118163108246  119.17418572 DBA2820P Not synced DEMOAPAPO0OS  D-LinkHQ-DBA-2820P  D-Cafe - DEMOAPAPODDS  2.05.002 10
3 e SAAOEFFA 118163108246 ¥ DEA1210P Configchanged  DEMOAPAPOOO4  DBA-1210P-test DCafe - DEMOAPAPOOD4  2.08.000 10
4 SCA9SFIBICIE  6CA9BRABICIE 134142221 17217192235  DBA-1210P Not synced 2GFGSRXZAGHT  D-Cafe Dcare - V61114000006 2.07.003 AL
‘ 3

Clients

From the Clients window, you can consult a detailed overview of all currently connected clients
with additional information such as SSID, channel, and signal strength information.

Customizing the Client Monitor Overview

1. Navigate to Monitor > Access Point > Clients.
2. Select atime frame from the time frame drop-down menu.

Monitor / Access paint / Clients Trehame | Laoahows ) Q - ome Y

Status Client name MACaddress 1Pv4 address Connectedto Channel S Usage Firstseen Lastseen Manufacturer Captive portal UserID

1 = 65273LFETSF3 42180144200 DEMOAPAPODOZ  Nuclizs Office 120 2 - Obyte 2022/08/09 120444 2023/05/26 163435 None None
2 = 698C34FB74B3 2481805678 DEMOAPAPODOZ Nuclizs Office 120 72 - Obyte 2022/06/09 120444 2023/05/26 163435 None None
3 = GADASEFI7635 240119133 DEMOAPAPOROS  Nuclias Office 120 63 - Obyte 2022/06/09 120444 2023/05/26 163435 None None
. B713EFATTTS 33179474 DEMOAPAPODOZ Nuclizs Office 120 51 - Obyte 2022/06/091204:43  2023/05/26 163435 None None
s 2 SBEBSFCR7213  GBEBSFCF7213 2016166143 DEMOAPAPOOO6  Nudias Office 120 92 - Obyte 2022/06/09130404  2023/05/26 163416 None None
s = 6C74DEAITAAS 21913256235 DEMOAPAPO0OS 120 79 - Obyte 2023/05/091109:30  2023/03/26 163435 None None
7 2 6CECTEDE753 136268190 DEMOAPAPODOS  Nuclizs Office 120 os - Obyte 2022/06/09130408  2023/05/26 163416 None None
I DATTBDBIIAS  323686.143 DEMOAPAPOODS Nuclizs Office 120 34 = Obyte 2022/06/0913.0404  2023/05/26 163416 Nene Nene
s = 6DDFDIA47303 1611281828 DEMOAPAPODOS 120 75 - Obyte 2023/05/091109:30  2023/05/26 163435 None None
0 7 6E1171D17593 1676985138 DEMOAPAPODOS  Nuclizs Office 120 9 - Obyte 2022/06/09130408  2023/05/26 163416 None None

3. Select the criteria from the search drop-down menu to filter the list. You can also enter a
keyword to search for all fields.

Moritor / Access paint / Clients Time frame: | Last 24 hours - - Y

Status Client name MAC address 1Pv4 address Comnectedto Channel Usage st see Last seen Manufacturer Captive portal UserID

1 7 63273LFETSFI 42180144200 DEMOAPAPOOO4  Nudias Office 120 52 - Obyte 2022/08/09 120444 2023/05/26 163435 None None
2 = 698C3aFE TS 69:8C34FB7AB3 2481805678 DEMOAPAP00OS  Nudias Office 120 72 - Obyte 2022/06/09120444  2023/05/26 163435 None None
3 S GADASEF17633  GADAGEFL7633 240119153 DEMOAPAPODOS Nudias Office 120 o3 - Obyte 2022/08/09 120444 2023/05/26 163435 None None
4 6BTLIBFATTTI 33179474 DEMOAPAPODOS Nudias Office 120 1 = Obyte 2022/06/09120443  2023/05/2616:3435 None None
R SBEBGFCF7213 2016165143 DEMOAPAPOOOS  Nudlias Office 120 o2 - obyte 2022/06/09130408  2023/03/26 163416 None None
6 6CTADEATA3 21913256235 DEMOAPAPO0OS 120 79 - Obyte 2023/05/091109:30  2023/05/26 163435 None None
7 = 6CECTEDETSS3 136268190 DEMOAPAPODO6 Nudiias Office 120 os - Obyte 2022/06/09130408  2023/05/26 163416 None None
s = 6D:477BDBI713 523686143 DEMOAPAPODO6 Nudias Office 120 84 - Obyte 2022/06/09130408  2023/03/26 163416 None None
¢ g 6DDFD3#47505 1611261828 DEMOAPAPOD0S 120 75 - Obyte 2023/05/091109:30  2023/05/26 163435 None None
0 = 6E1171D17593 1676985138 DEMOAPAPODO6 Nudias Office 120 99 - Obyte 2022/06/09130408  2023/03/26 163416 None None
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Downloading Client Monitoring Logs

1. Navigate to Monitor > Access Point > Clients.

2. From the clients list, click the Download icon in the top-right.

Monitor / Access point / Clients

68:2731LFET5FS
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)

6D:4778:DB77:13

6D:DFD3:4475:03

8
)

6E:1171:D17593

Event Log

42180144200

2431805678
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2016166143

21913256235
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523688143
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DEMOAPAPODOS.
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DEMOARAPODOS

DEMOAPAPOD0S

DEMOAPAPO0OS

DEMOAPAPOOOS

DEMOAPAPODOS

DEMOAPAPODOS

DEMOAPAPODOS

2022/06/09 1204:48.

2022/06/091204:48.

2022/06/09 1204:48.

2022/06/091204:43

2022/06/09 130404

2023/05/0911:09:30

2022/06/09 13:04:08.

2022/06/09 130404

2023/05/091109:30

2022/06/09 130404

Time frame: | Last 24 hours

2023/05/26 163435

2023/05/26 163435

2023/05/26 163435

2023/05/26 16:34:35

2023/05/26 16:34:16.

2023/05/26 163435

2023/05/26 16:34:16.

2023/05/26 16:34:16.

2023/05/26 163435

2023/05/26 16:34:16.

From the Event Log window, you can consult a detailed log of events occurring on the network.
You can define event filter parameters, including event type and time period.

Filtering Event Log Parameters

1. Navigate to Monitor > Access Point > Event Log.

2. Inthe Start Date field, click the calendar icon to select a date and enter a time of day to

define the event log starting time.

3. Inthe End date field, click the calendar icon to select a date and enter a time of day to
define the event log ending time.

4. Click the Severity drop-down menu and select the severity levels to display. The severity
has 3 states: Critical- Indicates major configuration changes or offline/online status
changes, Warning - Indicates system reboot events following scheduled firmware upgrade,

Information- Indicates device clients association and disassociation events.
Click the Event type drop-down menu and select the event types to display.
Click the Device drop-down menu and select the desired device to filter the results.
Click Filter to display all events matching the defined parameters.
[Optional] Click Reset filters to reset all currently set parameters.

© No U

Downloading Event Logs

1. Navigate to Monitor > Access Point > Event Log.
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2. Fromthe event log list, click Download icon in the center.
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DASHBOARD MONITOR CONFIGURE REPORTS SETTINGS HELP

Moniter / Access point / Event log

startdate 2023/05/11 15:23:48 End date 2023/05/11 16:23:48
Severity | Al - Category/Eventtyps | Al - Device | Al -
# Time Access point Site MAC address Severity SSID Client Event type Event description
Nodata
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Monitor - Switch

Devices

From the Devices window, you can consult a detailed log of events occurring on the network. You
can also filter events using specific event filter parameters, including event type and time period.
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The Device Monitor
Customizing the Device Monitor Overview

1. Navigate to Monitor > Switch > Devices.
2. Select atime frame from the drop-down menu to set the duration for connectivity

information.

DESZ000 DeCste Long3s 10 Onie DEVOSWSWOD0L  DEMOSWSWO001  Acti
»
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4. Click the checkbox next to the parameters to display them in the overview.
Note: All checked parameters will automatically appear.

Downloading Device Monitoring Logs

1. Navigate to Monitor > Switch > Devices.
2. Fromthe device list, click the Download icon in the top-right.

Device Basic Settings
Changing the Device Site and Profile

Navigate to Monitor > Switch > Devices and select a device from the list.
Select the Basic tab at the top.

In the Site and Profile section, select a Site from the drop-down menu.

In the Site and Profile section, select a Profile from the drop-down menu.

Click Apply.

vk owbde

Changing the Device Connection Type to DHCP

. Navigate to Monitor > Switch > Devices and select a device from the list.
. Select the Basic tab at the top.
. Inthe IP Connection section, select a DHCP as the Type.
Note: Changing the connection type may disrupt the connection to the Nuclias Cloud.
4. When prompted to confirm, click Yes.
5. Select a VLAN ID from the drop-down menu to assign the switch to a VLAN.
Note: VLAN and Voice VLAN settings can be configured on the Profile's Settings page.

Refer to the Configuring Basic Switch Profile Settings section for more information.
6. Click Apply.

W N -

Changing the Device Connection to Static IP

1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Basic tab at the top.
3. Inthe IP Connection section, select Static IP as the Type.
Note: Changing the connection type may disrupt the connection to the Nuclias Cloud.
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4. When prompted to confirm, click Yes.
5. Specify the following information:

Local IP Enter a valid IP address.
Select a VLAN to be the management VLAN. This segments

Management VLAN management traffic. Make sure that at least one member port
belongs to the management VLAN to allow access to the
management functions of the switch.

Subnet Mask Enter the Subnet Mask.

Gateway Enter the default gateway address.

DNS #1 Enter a primary DNS address.

DNS #2 [Optional] Enter a secondary DNS server address.

DNS #3 [Optional] Enter a tertiary DNS server address.
[Optional] Enable or disable the use of DNS proxy. If enabled,

Proxy enter the proxy host's IP address or domain name and port
number (1-65535).

6. Click Apply.

The Performance Summary

Viewing and Customizing the Switch Performance Summary

1. Navigate to Monitor > Switch > Devices and select a device from the list.

N

Select the Summary tab at the top.

3. Inthe Connectivity and CPU Utilization sections, select a time frame from the drop-down
menu to show data for the specified time frame. Click the refresh icon to renew the data.
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4. [Optional] Click on a port on the interactive switch diagram to view port-specific

information
BASIC SUMMARY PORTS POWER CONSUMPTION TOOLS LICENSE
QVERVIEW Configure ports on the switch
® 1Gbps @ 10/100Mbps @ Disconnected Disabled @ Eror 4 PoE M Miror & Uplink
1 2 3 4 5 & 7 8

CONNECTIVITY

Last 24 hours - O
11:00 13:00 15:00 17:00 19:00 21:00 2300 01:00 03:00 05:00 07:00

5. [Optional] Click Configure ports on the switch to go to the switch port configuration
window. Refer to the Switch Ports section for more information.

BASIC SUMMARY PORTS POWER CONSUMPTION TOOLS LICENSE
OVERVIEW Configure ports on the switch
@ 1Gbps @ 10/100Mbps @ Disconnected Disabled @ Error 4 PoE M Miror £ Uplink
1 2 3 4 5 6 71 8
CONNECTIVITY
Last 24 hours - O
1200 14:00 1600 18:00 20:00 22:00 00:00 02:00 04:00 06:00 08:00

Ports Status

Viewing and Customizing the Switch Port Status Overview

1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Ports tab at the top.
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Click on a port on the interactive switch diagram to view specific information for that port.

4. Select atime frame from the drop-down menu to show data for the specified time frame.
Click the refresh icon to renew the data.

5. Inthe Current Configuration section, click Edit to configure the selected port’s settings.

Specify the following information:

Enter a name for the port. If multiple ports are selected, this name will be

Port Name .
applied to all ports.

Port State Choose to enable or disable the port.

Choose to enable or disable RSTP.

RSTP Note: RSTP cannot be used in conjunction with LBD.

Note: User must enable Profile>Settings>STP Configuration for this port
to enable RSTP

If RSTP is enabled, choose the guard type.

STP Guard Disabled: Do not use root guard enhancement.

Root guard: Root guard enhancement allows administrators to define the
position of the root bridge port in the network.
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Choose to enable or disable LBD.

LBD
Note: LBD cannot be used in conjunction with RSTP.
Port CoS Select a value for Cos value (0-7).
Choose the function type of the port.
Type Trunk: Sends and receives tagged data from different VLANs.
Access: Only sends and receives untagged data from the VLAN the port
belongs to.
Native VLAN Enter the ID of the native VLAN the port belongs to if the Trunk type is

selected.

Allowed VLANSs

Enter the IDs of the VLANSs that can route traffic through this port if the
Trunk type is selected. Enter All to allow all traffic from all VLANSs to pass
through this port.

Access VLAN

Enter the ID of the VLAN the port belongs to if the Access type is selected.

Access Policy

Select the Access Policy for this port if the Access type is selected. The
options include Disabled, MAC Whitelist, Port Security Delete-on-Time
Mode, and Port Security Permanent Mode.

MAC Whitelist: Allows only the specified MAC addresses in the Static
Whitelisted MACs.

Port Security Delete-on-Time Mode: All learned MAC addresses have a
limited lifetime and will be erased when the lifetime is reached.

Port Security Permanent Mode: Allows the MAC addresses learned
through this port. The number of allowed addresses is set by Dynamic
Whitelist Size Limit. When the number of Dynamic Whitelisted MACs
reaches this limit, new devices will be denied access to this port.
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Static Enter the MAC addresses that can access this port to restrict access to
Whitelisted this port to devices with specific MAC addresses. If entering multiple
MACs MAC addresses, enter only one address per line.
Dynamic Enter the maximum number of allowed MAC addresses that the device
Whitelist Size should learn dynamically for the Port Security Delete-on-time Mode or
Limit Port Security Permanent Mode.
Deram'lc Display the learned MAC addresses for the Port Security Delete-on-time
Whitelisted de and Port S ity P t Mod
MACs mode and Port Security Permanent Mode.
- Enter a descriptive tag for the port. Multiple tags can be entered. If
= multiple ports are selected, tags will be applied to all ports.
. Choose the maximum link speed of the port. Select Auto to allow the port
Link (RJ45) . . .
to auto-negotiate port speed with the partner port or device.
. Choose the maximum link speed of the port. Select Auto to allow the port
Link (SFP) . . .
to auto-negotiate port speed with the partner port or device.
Speed Enables/disables automatic speed downshift on the supported interface
Downshift when the designated maximum speed cannot be established.
Choose to enable or disable Power over Ethernet (PoE) functionality on
this port.
PoE
Note: The PoE setting will only apply to ports that support Power over
Ethernet.
. Enable or disable the automatic detection of the Powered Devices
PD Alive

status.

PD IP Address

Enter the IP address of the Powered Device.
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Choose a pre-configured schedule policy. Go to Configure > Schedule

Port Schedule
policies to access the configured schedules.

Traffic Enable or disable traffic segmentation on this port to further restrict
Segmentation traffic flow in your network. If enabled, select the forward ports.

Forward Ports Select the forward ports if traffic segmentation is enabled.

Enable or disable the flow control on the port to regulate the data

Flow Control transfer rate between two devices.

6. Click Apply.

7. Inthe Cable Test window of the Troubleshooting section, click Test to perform a cable test
on this port. This will scan the physical connection to the port for any problems.

8. Inthe Cycle Port window of the Troubleshooting section, click Test to perform a port cycle
test on this port. This will disable and re-enable the port.

9. Inthe Overview Packets section, select a time frame from the drop-down menu to display
data for different packet types (e.g. broadcast , CRC error, or collision) for the selected
time period.

Power Consumption
Viewing and Customizing the Switch Power Consumption Overview

1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Power Consumption tab in the top-right of the screen.

tor / Switch / Devicss / EARBOCE09380 ® exsBOCnsIEs

]
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Tools
Performing a Device Ping Test

1. Navigate to Monitor > Switch > Devices and select a device from the list.

2. Select the Tools tab in the top-right of the screen.

3. Inthe IP address/FQDN field in the Ping section, enter a valid IP address or FQDN.
4. Click Ping.

Performing a MAC Forwarding Table Test

1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Tools tab in the top-right of the screen.
3. Inthe MAC Forwarding Table section, click Run.

Performing a Cable Test

1. Navigate to Monitor > Switch > Devices and select a device from the list.

Select the Tools tab in the top-right of the screen.

3. Inthe Cable Test section, enter the port numbers to run the cable test. Separate multiple
port numbers with "," and use "-" for port range, for example, 1,5,7-10.
Note: The scan will only be performed on ports with a physical connection.

4. Click Test.

N

Performing a Port Cycle Test

1. Navigate to Monitor > Switch > Devices and select a device from the list.

Select the Tools tab in the top-right of the screen.

3. Inthe Cycle Port section, enter the port numbers to run the port cycle. Separate multiple
port numbers with "," and use "-" for port range, for example, 1,5,7-10.

4. Click Test.

N

Performing a Locate Device Test

1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Tools tab in the top-right of the screen.
3. Inthe Others section, click Start.
Note: The Start button will change to Stop once the test begins.
4. Click Stop to end the test.
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Manually Rebooting a Device

1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Tools tab in the top-right of the screen.
3. Inthe Others section, click Reboot.

Adding a License Key to a Device

Navigate to Monitor > Switch > Devices and select a device from the list.
Select the License tab in the top-right of the screen.

In the License Table section, click Add License.

Enter a valid license key.

Click Save.

ANE IR .

zzzzzzz

Deleting a License Key From a Device

1. Navigate to Monitor > Switch > Devices and select a device from the list.

Select the License tab in the top-right of the screen.

3. Inthe License Table section, from the license key list, click Delete under the Actions
column of the license key you wish to delete.

4. When prompted to confirm, click Yes.
Note: Deleting a license key from a device will reclassify it as unused in the license
management inventory until it is reassigned to another device.

N
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Clients

From the Clients window, you can consult a detailed overview of all currently connected devices
with additional information including connected ports, VLAN, and other information such as MAC

addresses and LLDP setting.

Customizing the Client Monitor Overview

1. Navigate to Monitor > Switch > Clients.
2. Select atime frame from the drop-down menu.
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4. Click the checkbox next to the parameters to display them in the overview.
Note: All checked parameters will automatically appear.

Downloading Client Monitoring Logs

1. Navigate to Monitor > Switch > Clients.
2. Fromthe device list, click the download icon in the top-right.
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Event Log

From the Event Logs window, you can consult a detailed log of events occurring on the network.
You can define event filter parameters, including event type and time period.

Filtering Event Log Parameters

1. Navigate to Monitor > Switch > Event Log.

2. Inthe Start Date field, click the calendar icon to select a date and enter a time of day to

define the event log starting time.

3. Inthe End date field, click the calendar icon to select a date and enter a time of day to

define the event log ending time.

4. Click the Severity drop-down menu and select the severity levels to display. The severity is
classified in 3 states: Critical- Indicates major configuration changes or offline/online
status changes, Warning - Indicates system reboot events following scheduled firmware
upgrade, Information- Indicates device clients association and disassociation events.

5. Click the Event type drop-down menu and select the event types to display.

6. Click the Device drop-down menu and select a device to filter the results.

Note: Select All to show event logs for all devices.
7. Click Filter to display all events matching the defined parameters.
8. [Optional] Click Reset filters to reset all currently set parameters.

Downloading Event Logs

1. Navigate to Monitor > Switch > Event Log.
2. Fromthe event log list, click Download.

Monitor / Switch / Eventlog

Startdate

severity | all

2023/05/26 17:02:45
2023/05/26 17:03:19
2023/05/26 17:00:48

2023/05/2617:00:45

PRSI N -

2023/05/26 17:00:48

6 2023/05/2617:00:45

~

2023/05/26 17:00:45

2023/05/2617:00:45

o

2023/05/26 17:00:30

Nuclias Cloud Documentation - en

2023/05/26

Switch

26:B0:1CDACE 1B

26:B0:1CDACE 1B

26:B0:1CDACE 1B

26:B0:1CDACE 1B

26:B0:1CDACE 1B

26:B0:1CDACE 1B

26:B0:1C.DACEAB

26:B0:1CDACE 1B

26:B0:1CDACE 1B

16:5707

D-LinkHQ
DrLinkHQ
D-LinkHQ
DrLinkHQ
D-LinkHQ
D-LinkHQ
D-LinkHQ

D-LinkHQ

D-LinkHQ

SACT-AESS6EES

SACT-AESS6EES

SACT-AESS6EES

SACT-AESS6EES

SACT-AESS6EES

SACT-AESS6EES

SACT-AESS6EES

SACT-AESS6EES

SACT-AESS6EES

End date

Catezory/Eventtype | Al

MAC address Severity

202300326

Eventtype
Firmuar

Profile configurations change

Reboot.

Reboot.

HQ
Device UID: DEMOSWSW0003

ccesstully.

Page 43 of 482



Devices

Devices

From the Devices window, you can consult a detailed log of events occurring on the network. You
can also filter events using specific event filter parameters, including event type and time period.
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The Device Monitor

Customizing the Device Monitor Overview
1. Navigate to Monitor > Switch > Devices.
2. Select atime frame from the drop-down menu to set the duration for connectivity

information.
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4. Click the checkbox next to the parameters to display them in the overview.
Note: All checked parameters will automatically appear.
Downloading Device Monitoring Logs
1. Navigate to Monitor > Switch > Devices.
2. From the device list, click the Download icon in the top-right.

18163108246 15216571226  DES2000-10MP 0w Synce DEs2000 D - ey 10 Onine. DEMOSWSWODOL  DEMOSWSWO00L  Act|

Device Basic Settings

Changing the Device Site and Profile
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Basic tab at the top.
3. Inthe Site and Profile section, select a Site from the drop-down menu.
4. Inthe Site and Profile section, select a Profile from the drop-down menu.
5. Click Apply.
Changing the Device Connection Type to DHCP
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Basic tab at the top.
3. Inthe IP Connection section, select a DHCP as the Type.
Note: Changing the connection type may disrupt the connection to the Nuclias Cloud.
4. When prompted to confirm, click Yes.
5. Select a VLAN ID from the drop-down menu to assign the switch to a VLAN.
Note: VLAN and Voice VLAN settings can be configured on the Profile's Settings page.
Refer to the Configuring Basic Switch Profile Settings section for more information.
6. Click Apply.
Changing the Device Connection to Static IP
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Basic tab at the top.
3. Inthe IP Connection section, select Static IP as the Type.
Note: Changing the connection type may disrupt the connection to the Nuclias Cloud.
4. When prompted to confirm, click Yes.
5. Specify the following information:

Local IP Enter a valid IP address.
Management VLAN Select a VLAN to be the management VLAN. This segments
management traffic. Make sure that at least one member port
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belongs to the management VLAN to allow access to the
management functions of the switch.

Subnet Mask Enter the Subnet Mask.

Gateway Enter the default gateway address.

DNS #1 Enter a primary DNS address.

DNS #2 [Optional] Enter a secondary DNS server address.
DNS #3 [Optional] Enter a tertiary DNS server address.

[Optional] Enable or disable the use of DNS proxy. If enabled,
Proxy enter the proxy host's IP address or domain name and port
number (1-65535).

6. Click Apply.

The Performance Summary

Viewing and Customizing the Switch Performance Summary
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Summary tab at the top.
3. Inthe Connectivity and CPU Utilization sections, select a time frame from the drop-down
menu to show data for the specified time frame. Click the refresh icon to renew the data.
4. [Optional] Click on a port on the interactive switch diagram to view port-specific
information.
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OVERVIEW Configure ports on the switch
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5. [Optional] Click Configure ports on the switch to go to the switch port configuration
window. Refer to the Switch Ports section for more information.

BASIC SUMMARY PORTS POWER CONSUMPTION TOOLS LICENSE
OVERVIEW Configure ports on the switch
@ 1Gbps @ 10/100Mbps @ Disconnected Dissbled @ Error 4 PoE M Miror 1 Uplink
1 2 3 4 5 & 71 8
CONNECTIVITY
Last 24 hours - O
1200 1400 16:00 1800 2000 22:00 00:00 02:00 0400 06:00 08:00

Ports Status

Viewing and Customizing the Switch Port Status Overview
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Ports tab at the top.
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Click on a port on the interactive switch diagram to view specific information for that port.

4. Select atime frame from the drop-down menu to show data for the specified time frame.
Click the refresh icon to renew the data.

5. Inthe Current Configuration section, click Edit to configure the selected port’s settings.

Specify the following information:

Enter a name for the port. If multiple ports are selected, this name will be

Port Name .
applied to all ports.

Port State Choose to enable or disable the port.

Choose to enable or disable RSTP.

RSTP Note: RSTP cannot be used in conjunction with LBD.

Note: User must enable Profile>Settings>STP Configuration for this port
to enable RSTP

If RSTP is enabled, choose the guard type.

STP Guard Disabled: Do not use root guard enhancement.

Root guard: Root guard enhancement allows administrators to define the
position of the root bridge port in the network.
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Choose to enable or disable LBD.

LBD
Note: LBD cannot be used in conjunction with RSTP.
Port CoS Select a value for Cos value (0-7).
Choose the function type of the port.
Type Trunk: Sends and receives tagged data from different VLANs.
Access: Only sends and receives untagged data from the VLAN the port
belongs to.
Native VLAN Enter the ID of the native VLAN the port belongs to if the Trunk type is

selected.

Allowed VLANSs

Enter the IDs of the VLANSs that can route traffic through this port if the
Trunk type is selected. Enter All to allow all traffic from all VLANSs to pass
through this port.

Access VLAN

Enter the ID of the VLAN the port belongs to if the Access type is selected.

Access Policy

Select the Access Policy for this port if the Access type is selected. The
options include Disabled, MAC Whitelist, Port Security Delete-on-Time
Mode, and Port Security Permanent Mode.

MAC Whitelist: Allows only the specified MAC addresses in the Static
Whitelisted MACs.

Port Security Delete-on-Time Mode: All learned MAC addresses have a
limited lifetime and will be erased when the lifetime is reached.

Port Security Permanent Mode: Allows the MAC addresses learned
through this port. The number of allowed addresses is set by Dynamic
Whitelist Size Limit. When the number of Dynamic Whitelisted MACs
reaches this limit, new devices will be denied access to this port.
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Static Enter the MAC addresses that can access this port to restrict access to
Whitelisted this port to devices with specific MAC addresses. If entering multiple
MACs MAC addresses, enter only one address per line.
Dynamic Enter the maximum number of allowed MAC addresses that the device
Whitelist Size should learn dynamically for the Port Security Delete-on-time Mode or
Limit Port Security Permanent Mode.
Deram'lc Display the learned MAC addresses for the Port Security Delete-on-time
Whitelisted de and Port S ity P t Mod
MACs mode and Port Security Permanent Mode.
- Enter a descriptive tag for the port. Multiple tags can be entered. If
= multiple ports are selected, tags will be applied to all ports.
. Choose the maximum link speed of the port. Select Auto to allow the port
Link (RJ45) . . .
to auto-negotiate port speed with the partner port or device.
. Choose the maximum link speed of the port. Select Auto to allow the port
Link (SFP) . . .
to auto-negotiate port speed with the partner port or device.
Speed Enables/disables automatic speed downshift on the supported interface
Downshift when the designated maximum speed cannot be established.
Choose to enable or disable Power over Ethernet (PoE) functionality on
this port.
PoE
Note: The PoE setting will only apply to ports that support Power over
Ethernet.
. Enable or disable the automatic detection of the Powered Devices
PD Alive

status.

PD IP Address

Enter the IP address of the Powered Device.
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Choose a pre-configured schedule policy. Go to Configure > Schedule

Port Schedule
policies to access the configured schedules.

Traffic Enable or disable traffic segmentation on this port to further restrict
Segmentation traffic flow in your network. If enabled, select the forward ports.

Forward Ports Select the forward ports if traffic segmentation is enabled.

Enable or disable the flow control on the port to regulate the data

Flow Control transfer rate between two devices.

6. Click Apply.

7. Inthe Cable Test window of the Troubleshooting section, click Test to perform a cable test
on this port. This will scan the physical connection to the port for any problems.

8. Inthe Cycle Port window of the Troubleshooting section, click Test to perform a port cycle
test on this port. This will disable and re-enable the port.

9. Inthe Overview Packets section, select a time frame from the drop-down menu to display
data for different packet types (e.g. broadcast , CRC error, or collision) for the selected
time period.

Power Consumption

Viewing and Customizing the Switch Power Consumption Overview
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Power Consumption tab in the top-right of the screen.
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Tools

Performing a Device Ping Test
1. Navigate to Monitor > Switch > Devices and select a device from the list.
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2. Select the Tools tab in the top-right of the screen.
3. Inthe IP address/FQDN field in the Ping section, enter a valid IP address or FQDN.
4. Click Ping.
Performing a MAC Forwarding Table Test
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Tools tab in the top-right of the screen.
3. Inthe MAC Forwarding Table section, click Run.
Performing a Cable Test
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Tools tab in the top-right of the screen.
3. Inthe Cable Test section, enter the port numbers to run the cable test. Separate multiple
port numbers with "," and use "-" for port range, for example, 1,5,7-10.
Note: The scan will only be performed on ports with a physical connection.
4. Click Test.
Performing a Port Cycle Test
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Tools tab in the top-right of the screen.
3. Inthe Cycle Port section, enter the port numbers to run the port cycle. Separate multiple
port numbers with "," and use "-" for port range, for example, 1,5,7-10.
4. Click Test.
Performing a Locate Device Test
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Tools tab in the top-right of the screen.
3. Inthe Others section, click Start.
Note: The Start button will change to Stop once the test begins.
4. Click Stop to end the test.
Manually Rebooting a Device
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Tools tab in the top-right of the screen.
3. Inthe Others section, click Reboot.
Adding a License Key to a Device
1. Navigate to Monitor > Switch > Devices and select a device from the list.
Select the License tab in the top-right of the screen.
In the License Table section, click Add License.
Enter avalid license key.
Click Save.
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Deleting a License Key From a Device

1.
2.
3.

Navigate to Monitor > Switch > Devices and select a device from the list.

Select the License tab in the top-right of the screen.

In the License Table section, from the license key list, click Delete under the Actions
column of the license key you wish to delete.

When prompted to confirm, click Yes.

Note: Deleting a license key from a device will reclassify it as unused in the license
management inventory until it is reassigned to another device.
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Clients

From the Clients window, you can consult a detailed overview of all currently connected devices
with additional information including connected ports, VLAN, and other information such as MAC
addresses and LLDP setting.

Customizing the Client Monitor Overview

1.
2.

Navigate to Monitor > Switch > Clients.
Select a time frame from the drop-down menu.

MAC address
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4. Click the checkbox next to the parameters to display them in the overview.

Note: All checked parameters will automatically appear.

Downloading Client Monitoring Logs

1.
2.

Navigate to Monitor > Switch > Clients.
From the device list, click the download icon in the top-right.

MAC address

AN ¢
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prs i

Event Log

From the Event Logs window, you can consult a detailed log of events occurring on the network.
You can define event filter parameters, including event type and time period.

Filtering Event Log Parameters

1.
2.

7.
8.

Navigate to Monitor > Switch > Event Log.

In the Start Date field, click the calendar icon to select a date and enter a time of day to
define the event log starting time.

In the End date field, click the calendar icon to select a date and enter a time of day to
define the event log ending time.

Click the Severity drop-down menu and select the severity levels to display. The severity is
classified in 3 states: Critical- Indicates major configuration changes or offline/online
status changes, Warning - Indicates system reboot events following scheduled firmware
upgrade, Information- Indicates device clients association and disassociation events.
Click the Event type drop-down menu and select the event types to display.

Click the Device drop-down menu and select a device to filter the results.

Note: Select All to show event logs for all devices.

Click Filter to display all events matching the defined parameters.

[Optional] Click Reset filters to reset all currently set parameters.

Downloading Event Logs

1.
2.

Navigate to Monitor > Switch > Event Log.
From the event log list, click Download.
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Clients

Devices

From the Devices window, you can consult a detailed log of events occurring on the network. You
can also filter events using specific event filter parameters, including event type and time period.
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The Device Monitor

Customizing the Device Monitor Overview
1. Navigate to Monitor > Switch > Devices.
2. Select atime frame from the drop-down menu to set the duration for connectivity

information.
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4. Click the checkbox next to the parameters to display them in the overview.
Note: All checked parameters will automatically appear.
Downloading Device Monitoring Logs
1. Navigate to Monitor > Switch > Devices.
2. From the device list, click the Download icon in the top-right.
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Device Basic Settings

Changing the Device Site and Profile
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Basic tab at the top.
3. Inthe Site and Profile section, select a Site from the drop-down menu.
4. Inthe Site and Profile section, select a Profile from the drop-down menu.
5. Click Apply.
Changing the Device Connection Type to DHCP
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Basic tab at the top.
3. Inthe IP Connection section, select a DHCP as the Type.
Note: Changing the connection type may disrupt the connection to the Nuclias Cloud.
4. When prompted to confirm, click Yes.
5. Select a VLAN ID from the drop-down menu to assign the switch to a VLAN.
Note: VLAN and Voice VLAN settings can be configured on the Profile's Settings page.
Refer to the Configuring Basic Switch Profile Settings section for more information.
6. Click Apply.
Changing the Device Connection to Static IP
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Basic tab at the top.
3. Inthe IP Connection section, select Static IP as the Type.
Note: Changing the connection type may disrupt the connection to the Nuclias Cloud.
4. When prompted to confirm, click Yes.
5. Specify the following information:

Local IP Enter a valid IP address.
Management VLAN Select a VLAN to be the management VLAN. This segments
management traffic. Make sure that at least one member port
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belongs to the management VLAN to allow access to the
management functions of the switch.

Subnet Mask Enter the Subnet Mask.

Gateway Enter the default gateway address.

DNS #1 Enter a primary DNS address.

DNS #2 [Optional] Enter a secondary DNS server address.
DNS #3 [Optional] Enter a tertiary DNS server address.

[Optional] Enable or disable the use of DNS proxy. If enabled,
Proxy enter the proxy host's IP address or domain name and port
number (1-65535).

6. Click Apply.

The Performance Summary

Viewing and Customizing the Switch Performance Summary
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Summary tab at the top.
3. Inthe Connectivity and CPU Utilization sections, select a time frame from the drop-down
menu to show data for the specified time frame. Click the refresh icon to renew the data.
4. [Optional] Click on a port on the interactive switch diagram to view port-specific
information.
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OVERVIEW Configure ports on the switch
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5. [Optional] Click Configure ports on the switch to go to the switch port configuration
window. Refer to the Switch Ports section for more information.

BASIC SUMMARY PORTS POWER CONSUMPTION TOOLS LICENSE
OVERVIEW Configure ports on the switch
@ 1Gbps @ 10/100Mbps @ Disconnected Dissbled @ Error 4 PoE M Miror 1 Uplink
1 2 3 4 5 & 71 8
CONNECTIVITY
Last 24 hours - O
1200 1400 16:00 1800 2000 22:00 00:00 02:00 0400 06:00 08:00

Ports Status

Viewing and Customizing the Switch Port Status Overview
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Ports tab at the top.
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Click on a port on the interactive switch diagram to view specific information for that port.

4. Select atime frame from the drop-down menu to show data for the specified time frame.
Click the refresh icon to renew the data.

5. Inthe Current Configuration section, click Edit to configure the selected port’s settings.

Specify the following information:

Enter a name for the port. If multiple ports are selected, this name will be

Port Name .
applied to all ports.

Port State Choose to enable or disable the port.

Choose to enable or disable RSTP.

RSTP Note: RSTP cannot be used in conjunction with LBD.

Note: User must enable Profile>Settings>STP Configuration for this port
to enable RSTP

If RSTP is enabled, choose the guard type.

STP Guard Disabled: Do not use root guard enhancement.

Root guard: Root guard enhancement allows administrators to define the
position of the root bridge port in the network.
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Choose to enable or disable LBD.

LBD
Note: LBD cannot be used in conjunction with RSTP.
Port CoS Select a value for Cos value (0-7).
Choose the function type of the port.
Type Trunk: Sends and receives tagged data from different VLANs.
Access: Only sends and receives untagged data from the VLAN the port
belongs to.
Native VLAN Enter the ID of the native VLAN the port belongs to if the Trunk type is

selected.

Allowed VLANSs

Enter the IDs of the VLANSs that can route traffic through this port if the
Trunk type is selected. Enter All to allow all traffic from all VLANSs to pass
through this port.

Access VLAN

Enter the ID of the VLAN the port belongs to if the Access type is selected.

Access Policy

Select the Access Policy for this port if the Access type is selected. The
options include Disabled, MAC Whitelist, Port Security Delete-on-Time
Mode, and Port Security Permanent Mode.

MAC Whitelist: Allows only the specified MAC addresses in the Static
Whitelisted MACs.

Port Security Delete-on-Time Mode: All learned MAC addresses have a
limited lifetime and will be erased when the lifetime is reached.

Port Security Permanent Mode: Allows the MAC addresses learned
through this port. The number of allowed addresses is set by Dynamic
Whitelist Size Limit. When the number of Dynamic Whitelisted MACs
reaches this limit, new devices will be denied access to this port.
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Static Enter the MAC addresses that can access this port to restrict access to
Whitelisted this port to devices with specific MAC addresses. If entering multiple
MACs MAC addresses, enter only one address per line.
Dynamic Enter the maximum number of allowed MAC addresses that the device
Whitelist Size should learn dynamically for the Port Security Delete-on-time Mode or
Limit Port Security Permanent Mode.
Deram'lc Display the learned MAC addresses for the Port Security Delete-on-time
Whitelisted de and Port S ity P t Mod
MACs mode and Port Security Permanent Mode.
- Enter a descriptive tag for the port. Multiple tags can be entered. If
= multiple ports are selected, tags will be applied to all ports.
. Choose the maximum link speed of the port. Select Auto to allow the port
Link (RJ45) . . .
to auto-negotiate port speed with the partner port or device.
. Choose the maximum link speed of the port. Select Auto to allow the port
Link (SFP) . . .
to auto-negotiate port speed with the partner port or device.
Speed Enables/disables automatic speed downshift on the supported interface
Downshift when the designated maximum speed cannot be established.
Choose to enable or disable Power over Ethernet (PoE) functionality on
this port.
PoE
Note: The PoE setting will only apply to ports that support Power over
Ethernet.
. Enable or disable the automatic detection of the Powered Devices
PD Alive

status.

PD IP Address

Enter the IP address of the Powered Device.
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Choose a pre-configured schedule policy. Go to Configure > Schedule

Port Schedule
policies to access the configured schedules.

Traffic Enable or disable traffic segmentation on this port to further restrict
Segmentation traffic flow in your network. If enabled, select the forward ports.

Forward Ports Select the forward ports if traffic segmentation is enabled.

Enable or disable the flow control on the port to regulate the data

Flow Control transfer rate between two devices.

6. Click Apply.

7. Inthe Cable Test window of the Troubleshooting section, click Test to perform a cable test
on this port. This will scan the physical connection to the port for any problems.

8. Inthe Cycle Port window of the Troubleshooting section, click Test to perform a port cycle
test on this port. This will disable and re-enable the port.

9. Inthe Overview Packets section, select a time frame from the drop-down menu to display
data for different packet types (e.g. broadcast , CRC error, or collision) for the selected
time period.

Power Consumption

Viewing and Customizing the Switch Power Consumption Overview
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Power Consumption tab in the top-right of the screen.
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Tools

Performing a Device Ping Test
1. Navigate to Monitor > Switch > Devices and select a device from the list.
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2. Select the Tools tab in the top-right of the screen.
3. Inthe IP address/FQDN field in the Ping section, enter a valid IP address or FQDN.
4. Click Ping.
Performing a MAC Forwarding Table Test
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Tools tab in the top-right of the screen.
3. Inthe MAC Forwarding Table section, click Run.
Performing a Cable Test
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Tools tab in the top-right of the screen.
3. Inthe Cable Test section, enter the port numbers to run the cable test. Separate multiple
port numbers with "," and use "-" for port range, for example, 1,5,7-10.
Note: The scan will only be performed on ports with a physical connection.
4. Click Test.
Performing a Port Cycle Test
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Tools tab in the top-right of the screen.
3. Inthe Cycle Port section, enter the port numbers to run the port cycle. Separate multiple
port numbers with "," and use "-" for port range, for example, 1,5,7-10.
4. Click Test.
Performing a Locate Device Test
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Tools tab in the top-right of the screen.
3. Inthe Others section, click Start.
Note: The Start button will change to Stop once the test begins.
4. Click Stop to end the test.
Manually Rebooting a Device
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Tools tab in the top-right of the screen.
3. Inthe Others section, click Reboot.
Adding a License Key to a Device
1. Navigate to Monitor > Switch > Devices and select a device from the list.
Select the License tab in the top-right of the screen.
In the License Table section, click Add License.
Enter avalid license key.
Click Save.
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Deleting a License Key From a Device

1.
2.
3.

Navigate to Monitor > Switch > Devices and select a device from the list.

Select the License tab in the top-right of the screen.

In the License Table section, from the license key list, click Delete under the Actions
column of the license key you wish to delete.

When prompted to confirm, click Yes.

Note: Deleting a license key from a device will reclassify it as unused in the license
management inventory until it is reassigned to another device.
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Clients

From the Clients window, you can consult a detailed overview of all currently connected devices
with additional information including connected ports, VLAN, and other information such as MAC
addresses and LLDP setting.

Customizing the Client Monitor Overview

1.
2.

Navigate to Monitor > Switch > Clients.
Select a time frame from the drop-down menu.
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4. Click the checkbox next to the parameters to display them in the overview.

Note: All checked parameters will automatically appear.

Downloading Client Monitoring Logs

1.
2.

Navigate to Monitor > Switch > Clients.
From the device list, click the download icon in the top-right.

MAC address

AN ¢
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Event Log

From the Event Logs window, you can consult a detailed log of events occurring on the network.
You can define event filter parameters, including event type and time period.

Filtering Event Log Parameters

1.
2.

7.
8.

Navigate to Monitor > Switch > Event Log.

In the Start Date field, click the calendar icon to select a date and enter a time of day to
define the event log starting time.

In the End date field, click the calendar icon to select a date and enter a time of day to
define the event log ending time.

Click the Severity drop-down menu and select the severity levels to display. The severity is
classified in 3 states: Critical- Indicates major configuration changes or offline/online
status changes, Warning - Indicates system reboot events following scheduled firmware
upgrade, Information- Indicates device clients association and disassociation events.
Click the Event type drop-down menu and select the event types to display.

Click the Device drop-down menu and select a device to filter the results.

Note: Select All to show event logs for all devices.

Click Filter to display all events matching the defined parameters.

[Optional] Click Reset filters to reset all currently set parameters.

Downloading Event Logs

1.
2.

Navigate to Monitor > Switch > Event Log.
From the event log list, click Download.
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Startdate
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critical

Information

Information

Warning

Information

Information

Information

Information

Information

Firmuare upgrade failed
Profile configurations change
Reboot.

Reboot.

Firmware upgraded
Firmware upgrade started
Firmware upgrade started

Reboot.

Device registration

Failed toupgrade firmware.
Error: Device response timeout

New eonfigurations has applied successtully.

Switch has rebooted.
Details: New firmware has updated

Requested to reboot Switch
Firmware has upgraded successfully.
Started to upgrade firmware.

Started to upgrade firmware.
Switch has rebaoted.

Detals: Manual reboot

Switch has registered.

Site: D-LinkHQ.

Device UID: DEMOSWSW0003
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Event Log

Devices

From the Devices window, you can consult a detailed log of events occurring on the network. You
can also filter events using specific event filter parameters, including event type and time period.
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The Device Monitor

Customizing the Device Monitor Overview
1. Navigate to Monitor > Switch > Devices.
2. Select atime frame from the drop-down menu to set the duration for connectivity

information.
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4. Click the checkbox next to the parameters to display them in the overview.
Note: All checked parameters will automatically appear.
Downloading Device Monitoring Logs
1. Navigate to Monitor > Switch > Devices.
2. From the device list, click the Download icon in the top-right.

18163108246 15216571226  DES2000-10MP 0w Synce DEs2000 D - ey 10 Onine. DEMOSWSWODOL  DEMOSWSWO00L  Act|

Device Basic Settings

Changing the Device Site and Profile
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Basic tab at the top.
3. Inthe Site and Profile section, select a Site from the drop-down menu.
4. Inthe Site and Profile section, select a Profile from the drop-down menu.
5. Click Apply.
Changing the Device Connection Type to DHCP
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Basic tab at the top.
3. Inthe IP Connection section, select a DHCP as the Type.
Note: Changing the connection type may disrupt the connection to the Nuclias Cloud.
4. When prompted to confirm, click Yes.
5. Select a VLAN ID from the drop-down menu to assign the switch to a VLAN.
Note: VLAN and Voice VLAN settings can be configured on the Profile's Settings page.
Refer to the Configuring Basic Switch Profile Settings section for more information.
6. Click Apply.
Changing the Device Connection to Static IP
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Basic tab at the top.
3. Inthe IP Connection section, select Static IP as the Type.
Note: Changing the connection type may disrupt the connection to the Nuclias Cloud.
4. When prompted to confirm, click Yes.
5. Specify the following information:

Local IP Enter a valid IP address.
Management VLAN Select a VLAN to be the management VLAN. This segments
management traffic. Make sure that at least one member port
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belongs to the management VLAN to allow access to the
management functions of the switch.

Subnet Mask Enter the Subnet Mask.

Gateway Enter the default gateway address.

DNS #1 Enter a primary DNS address.

DNS #2 [Optional] Enter a secondary DNS server address.
DNS #3 [Optional] Enter a tertiary DNS server address.

[Optional] Enable or disable the use of DNS proxy. If enabled,
Proxy enter the proxy host's IP address or domain name and port
number (1-65535).

6. Click Apply.

The Performance Summary

Viewing and Customizing the Switch Performance Summary
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Summary tab at the top.
3. Inthe Connectivity and CPU Utilization sections, select a time frame from the drop-down
menu to show data for the specified time frame. Click the refresh icon to renew the data.
4. [Optional] Click on a port on the interactive switch diagram to view port-specific
information.
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BASIC SUMMARY' PORTS POWER CONSUMPTION TOOLS LICENSE

OVERVIEW Configure ports on the switch

@ 1Gbps @ 10/100Mbps @ Disconnected Disabled @ Error 4 PoE MM Mirror 4 Uplink
1 2 3 4 5 6 7 8
CONNECTIVITY
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5. [Optional] Click Configure ports on the switch to go to the switch port configuration
window. Refer to the Switch Ports section for more information.

BASIC SUMMARY PORTS POWER CONSUMPTION TOOLS LICENSE
OVERVIEW Configure ports on the switch
@ 1Gbps @ 10/100Mbps @ Disconnected Dissbled @ Error 4 PoE M Miror 1 Uplink
1 2 3 4 5 & 71 8
CONNECTIVITY
Last 24 hours - O
1200 1400 16:00 1800 2000 22:00 00:00 02:00 0400 06:00 08:00

Ports Status

Viewing and Customizing the Switch Port Status Overview
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Ports tab at the top.
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Click on a port on the interactive switch diagram to view specific information for that port.

4. Select atime frame from the drop-down menu to show data for the specified time frame.
Click the refresh icon to renew the data.

5. Inthe Current Configuration section, click Edit to configure the selected port’s settings.

Specify the following information:

Enter a name for the port. If multiple ports are selected, this name will be

Port Name .
applied to all ports.

Port State Choose to enable or disable the port.

Choose to enable or disable RSTP.

RSTP Note: RSTP cannot be used in conjunction with LBD.

Note: User must enable Profile>Settings>STP Configuration for this port
to enable RSTP

If RSTP is enabled, choose the guard type.

STP Guard Disabled: Do not use root guard enhancement.

Root guard: Root guard enhancement allows administrators to define the
position of the root bridge port in the network.
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Choose to enable or disable LBD.

LBD
Note: LBD cannot be used in conjunction with RSTP.
Port CoS Select a value for Cos value (0-7).
Choose the function type of the port.
Type Trunk: Sends and receives tagged data from different VLANs.
Access: Only sends and receives untagged data from the VLAN the port
belongs to.
Native VLAN Enter the ID of the native VLAN the port belongs to if the Trunk type is

selected.

Allowed VLANSs

Enter the IDs of the VLANSs that can route traffic through this port if the
Trunk type is selected. Enter All to allow all traffic from all VLANSs to pass
through this port.

Access VLAN

Enter the ID of the VLAN the port belongs to if the Access type is selected.

Access Policy

Select the Access Policy for this port if the Access type is selected. The
options include Disabled, MAC Whitelist, Port Security Delete-on-Time
Mode, and Port Security Permanent Mode.

MAC Whitelist: Allows only the specified MAC addresses in the Static
Whitelisted MACs.

Port Security Delete-on-Time Mode: All learned MAC addresses have a
limited lifetime and will be erased when the lifetime is reached.

Port Security Permanent Mode: Allows the MAC addresses learned
through this port. The number of allowed addresses is set by Dynamic
Whitelist Size Limit. When the number of Dynamic Whitelisted MACs
reaches this limit, new devices will be denied access to this port.
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Static Enter the MAC addresses that can access this port to restrict access to
Whitelisted this port to devices with specific MAC addresses. If entering multiple
MACs MAC addresses, enter only one address per line.
Dynamic Enter the maximum number of allowed MAC addresses that the device
Whitelist Size should learn dynamically for the Port Security Delete-on-time Mode or
Limit Port Security Permanent Mode.
Deram'lc Display the learned MAC addresses for the Port Security Delete-on-time
Whitelisted de and Port S ity P t Mod
MACs mode and Port Security Permanent Mode.
- Enter a descriptive tag for the port. Multiple tags can be entered. If
= multiple ports are selected, tags will be applied to all ports.
. Choose the maximum link speed of the port. Select Auto to allow the port
Link (RJ45) . . .
to auto-negotiate port speed with the partner port or device.
. Choose the maximum link speed of the port. Select Auto to allow the port
Link (SFP) . . .
to auto-negotiate port speed with the partner port or device.
Speed Enables/disables automatic speed downshift on the supported interface
Downshift when the designated maximum speed cannot be established.
Choose to enable or disable Power over Ethernet (PoE) functionality on
this port.
PoE
Note: The PoE setting will only apply to ports that support Power over
Ethernet.
. Enable or disable the automatic detection of the Powered Devices
PD Alive

status.

PD IP Address

Enter the IP address of the Powered Device.
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Choose a pre-configured schedule policy. Go to Configure > Schedule

Port Schedule
policies to access the configured schedules.

Traffic Enable or disable traffic segmentation on this port to further restrict
Segmentation traffic flow in your network. If enabled, select the forward ports.

Forward Ports Select the forward ports if traffic segmentation is enabled.

Enable or disable the flow control on the port to regulate the data

Flow Control transfer rate between two devices.

6. Click Apply.

7. Inthe Cable Test window of the Troubleshooting section, click Test to perform a cable test
on this port. This will scan the physical connection to the port for any problems.

8. Inthe Cycle Port window of the Troubleshooting section, click Test to perform a port cycle
test on this port. This will disable and re-enable the port.

9. Inthe Overview Packets section, select a time frame from the drop-down menu to display
data for different packet types (e.g. broadcast , CRC error, or collision) for the selected
time period.

Power Consumption

Viewing and Customizing the Switch Power Consumption Overview
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Power Consumption tab in the top-right of the screen.

/ Suitch | Deces / EAABOCE05385 © emssocsosiss

[

Tools

Performing a Device Ping Test
1. Navigate to Monitor > Switch > Devices and select a device from the list.
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2. Select the Tools tab in the top-right of the screen.
3. Inthe IP address/FQDN field in the Ping section, enter a valid IP address or FQDN.
4. Click Ping.
Performing a MAC Forwarding Table Test
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Tools tab in the top-right of the screen.
3. Inthe MAC Forwarding Table section, click Run.
Performing a Cable Test
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Tools tab in the top-right of the screen.
3. Inthe Cable Test section, enter the port numbers to run the cable test. Separate multiple
port numbers with "," and use "-" for port range, for example, 1,5,7-10.
Note: The scan will only be performed on ports with a physical connection.
4. Click Test.
Performing a Port Cycle Test
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Tools tab in the top-right of the screen.
3. Inthe Cycle Port section, enter the port numbers to run the port cycle. Separate multiple
port numbers with "," and use "-" for port range, for example, 1,5,7-10.
4. Click Test.
Performing a Locate Device Test
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Tools tab in the top-right of the screen.
3. Inthe Others section, click Start.
Note: The Start button will change to Stop once the test begins.
4. Click Stop to end the test.
Manually Rebooting a Device
1. Navigate to Monitor > Switch > Devices and select a device from the list.
2. Select the Tools tab in the top-right of the screen.
3. Inthe Others section, click Reboot.
Adding a License Key to a Device
1. Navigate to Monitor > Switch > Devices and select a device from the list.
Select the License tab in the top-right of the screen.
In the License Table section, click Add License.
Enter avalid license key.
Click Save.
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Deleting a License Key From a Device

1.
2.
3.

Navigate to Monitor > Switch > Devices and select a device from the list.

Select the License tab in the top-right of the screen.

In the License Table section, from the license key list, click Delete under the Actions
column of the license key you wish to delete.

When prompted to confirm, click Yes.

Note: Deleting a license key from a device will reclassify it as unused in the license
management inventory until it is reassigned to another device.

Tester-DES2000

LICENSE INFORMATION

[ESe—
Ucersestartdate

Ueerserpiationdite

LICENSE TABLE
# sats  Key Action
BEGFTBEVNNPLISQIUZF @ oeere

Addlicerse

Clients

From the Clients window, you can consult a detailed overview of all currently connected devices
with additional information including connected ports, VLAN, and other information such as MAC
addresses and LLDP setting.

Customizing the Client Monitor Overview

1.
2.

Navigate to Monitor > Switch > Clients.
Select a time frame from the drop-down menu.
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4. Click the checkbox next to the parameters to display them in the overview.

Note: All checked parameters will automatically appear.

Downloading Client Monitoring Logs

1.
2.

Navigate to Monitor > Switch > Clients.
From the device list, click the download icon in the top-right.

MAC address

AN ¢
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Event Log

From the Event Logs window, you can consult a detailed log of events occurring on the network.
You can define event filter parameters, including event type and time period.

Filtering Event Log Parameters

1.
2.

7.
8.

Navigate to Monitor > Switch > Event Log.

In the Start Date field, click the calendar icon to select a date and enter a time of day to
define the event log starting time.

In the End date field, click the calendar icon to select a date and enter a time of day to
define the event log ending time.

Click the Severity drop-down menu and select the severity levels to display. The severity is
classified in 3 states: Critical- Indicates major configuration changes or offline/online
status changes, Warning - Indicates system reboot events following scheduled firmware
upgrade, Information- Indicates device clients association and disassociation events.
Click the Event type drop-down menu and select the event types to display.

Click the Device drop-down menu and select a device to filter the results.

Note: Select All to show event logs for all devices.

Click Filter to display all events matching the defined parameters.

[Optional] Click Reset filters to reset all currently set parameters.

Downloading Event Logs

1.
2.

Navigate to Monitor > Switch > Event Log.
From the event log list, click Download.
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Information
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Warning

Information

Information

Information

Information

Information

Firmuare upgrade failed
Profile configurations change
Reboot.

Reboot.

Firmware upgraded
Firmware upgrade started
Firmware upgrade started

Reboot.

Device registration

Failed toupgrade firmware.
Error: Device response timeout

New eonfigurations has applied successtully.

Switch has rebooted.
Details: New firmware has updated

Requested to reboot Switch
Firmware has upgraded successfully.
Started to upgrade firmware.

Started to upgrade firmware.
Switch has rebaoted.

Detals: Manual reboot

Switch has registered.

Site: D-LinkHQ.

Device UID: DEMOSWSW0003
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Monitor - Gateway

Devices

From the Devices window, you can consult a detailed log of events occurring on the network. You
can also filter events using specific event filter parameters, including event type and time period.
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The Device Monitor

Customizing the Device Monitor Overview

1. Navigate to Monitor > Gateway > Devices.
2. Select atime frame from the drop-down menu to set the duration for connectivity

information.
Monitor / Gateway / Devices Timeframe: | Last 24 hours - Q - sy ¥
Status Device name MAC address Management IP Default WAN IPv4 Default WAN IPvé Local IP address Model name ‘Connectivity

1 Y DEMOGWGCWO001 — CE:94:23:1E:9B:E7 - - - - DBG-2000 PN synced
2 ) DEMOGWGW0002 — 3E4&1EALZDOZ - - B - DBG-2000 P synced
3 ° DEMOGWGWO003 ~ B&FSAFD7:3572  118.163.108.246 - - - DBG-K1000 I configcha
4 ® DEMOGWGWO004 — 32EF6F64.24A0  118.163.108.246 = - - peG2000(61) NN  Confiz cha
. | 4

3. Click the filter parameter icon.
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Monitar / Gateway / Devices Timeframe: st 24 hours - Q - @ R

#  Status Device name MAC address Management IP Default WAN IPv4 Default WAN IPvé Local IP address Model name ‘Connectivity

1 ) DEMOGWGWO001 — CE:94:231E:9B:E7 - - - - DBG-2000 PN synced
2 * DEMOGWGCWO002 — 3E46:1E:ALZD02 - - - - DBG-2000 P synced
3 ) DEMOGWCWO003 B&FIAFD7:3572  118.163.108.246 - - - DEG-X1000 P configcha
4 ) DEMOGWEWO0004 — 32EF6F6424A0  118.163.108.246 - - - DEG-2000(E1) P configcha:

>

4. Click the checkbox next to the parameters to display them in the overview.
Note: All checked parameters will automatically appear.

Downloading Device Monitoring Logs

1. Navigate to Monitor > Gateway > Devices.
2. From the device list, click the Download icon in the top-right to export the table listing as a
CSVfile.

Monitor / Gateway / Devices Timeframe:  Last 24 hours - Q - Hi~
Status Device name MAC address Management IP Default WAN IPv4 Default WAN IPvé Local IP address Model name Connectivity
1 ° DEMOGWGWO001 — CE:9423:1E9B:87 - - - - DBG-2000 PN synced
2 Y DEMOGWGWO00? — 3E461E:A12D02 - = S - DBG-2000 P synced
3 ) DEMOGWCWO00Z B&FIAFDT3372 118163108246 - - - DEG-X1000 P configcha
4 Y DEMOGWGWO004 — 32EF6F64:24A0 118163108246 = S - DBG-2000(B1) D confizcha:

3

Device Basic Settings
Changing the Device Site and Profile

1. Navigate to Monitor >Gateway > Devices and select a device from the list.
2. Select the Basic tab at the top.

3. Inthe Site and Profile section, select a Site from the drop-down menu.

4. Inthe Site and Profile section, select a Profile from the drop-down menu.
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5. Click Save.

The Performance Summary
Viewing and Customizing the Gateway Performance Summary

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Summary tab. Click the tabs at the top to obtain additional information
described below:

Provides connection information for the device along with basic
port configuration and traffic statistics for each port. You can also
obtain Internet usage for both download and upload datain a
specified time frame.

Status

Provides reports of the number of connected clients in the selected
Statistics time frame. You can also obtain reports of WAN port usage and the
whole Internet usage as well as VPN usage.

Provides the utilization rate of each configured DHCP subnet. It

2AnlSlz also lists the DHCP leases history.

Provides VPN connection statistics. The page lists the active VPN
association or connections, the traffic details, and the tunnel

VPN Status state. You can view the status (connect or disconnect) of the
gateway’s VPN connections as a whole (by selecting Overview for
the Display VPN type) or view each VPN separately.
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Network Settings

Verifying and Changing the Default WAN Configuration

Navigate to Monitor > Gateway > Devices and select a device from the list.

2. Select the Network tab at the top.

Under WAN Mode Configuration, verify the WAN mode and the primary WAN port (or
Default WAN Configuration) settings. Note that the settings or configurations here
depend on the device model and firmware.

To change the Default WAN or WAN Mode Configuration:

1.

4.

Disable the option Use Profile configuration first at the top of the configuration page to
allow changes.

Select IPv4 and IPvé default WAN configuration. Or select a WAN mode from the
available options. For Primary WAN, designate a WAN port as the primary WAN. For
Auto-rollover using WAN, select both Primary and Secondary WAN ports as well as

the Health Check method. For DNS servers and Ping IP address methods, enter the
respective server IP address as the destination to check the connectivity. Also enter the
Retry interval (seconds) and Failover after (number of failed retries). For Load balancing,
select the method (either Round robin or Spillover mode).

For Round robin, configure the Health check method (or none) and enter the Retry
interval (seconds) and Failover after (number of failed retries). Hence, if a WAN interface
disconnects, only the alternate WAN ports will transfer traffic flows in a round robin
manner. For Spillover, enter the Load tolerance (%) and Max bandwidth (Mbps) as the
threshold value. Once the threshold is exceeded, new traffic flows will be allocated to the
alternate WAN interfaces. The precedence for selection is based on the configuration of
Primary, Secondary, and Tertiary WAN interface.

Click Apply.

Note: The WAN mode can be configured using Profiles. Refer to Profiles of Configure - Gateway
for more information on how to configure each section.

Using Dynamic DNS

AN

Navigate to Monitor > Gateway > Devices and select a device from the list.
Select the Network tab at the top.

Under Dynamic DNS, enable or disable the service.

> Click Apply.

To add a DDNS service:

Disable the option Use Profile configuration first at the top of the configuration page.

2. Click Add. Enter the following information:
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WAN Interface Select the WAN interface for configuration

Service Provider Select the DDNS service provider.
Username/Password Enter the DDNS account name and password.
Hostname Enter the registered hostname with the DDNS service.
Wildcard Enable or disable the wildcard option which will resolve

*.hostname to the same designated IP address.

Use Public IP Enable or disable the use of a public IP address.

Force Update Interval Enter the DDNS update interval (days).

3. Click Save to close the screen. Then click Apply.

Using IP Alias for the WAN

Note: The IP Alias function is only available on supported models.

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Network tab at the top.
3. Under IP Aliasing, click Add to bind one or multiple IP addresses to a WAN interface.

Enter the following information:

WAN Interface Select the WAN interface for configuration

Enter the IP address and subnet mask to bind to the

IP Address/Subnet Mask WAN interface.

4. Click Save to close the screen. Then click Apply.

Viewing and Customizing the Gateway Port Status Overview

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Summary tab at the top. The ports of the gateway device are displayed along
with their detailed information shown in the table below:

Port Number Numbering of the ports on the connector panel.
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Interface Name The name that identifies the port.

Port Status Displays the link state of the port.

MAC Address The MAC address of the port.

I;ﬁ‘:g{ij:ék The IP address and subnet mask assigned to the port
Gateway The gateway IP address if it has been assigned.

DHCP Mode Displays if DHCP service has been enabled on the device.
Sent Bytes The amount of data sent out of the port (bytes).

Received Bytes The amount of data received through the port (bytes).
Total Bytes The total amount of sent and received data volume (bytes).

To configure a port's basic settings:

Navigate to Monitor > Gateway > Devices and select a device from the list.
Select the Network tab at the top.

Disable Use Profile Configuration to allow modification.

Under Port Configuration, select a port and click EDIT under Actions. Specify the
following information for the selected LAN port:

AN S

Interface Type Select the connection type: LAN, WAN, or DMZ.
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Interface Name Enter a name to identify this interface.

Enable or disable bridging with another network. Configure the

Sl NEen S interface with more settings below if bridging is not enabled.

IP Address/ .

Subnet Mask Enter an IP address with subnet mask.

DHCP Mode Enable or disable DHCP service for IP address assignment.
Enter the following information if DHCP server is selected.
Domain name: Assign a domain name for DHCP service.
Starting IP address/Ending IP address: Enter the range of IP
addresses that can be assigned dynamically.

DHCP Server

Default gateway: Assign a default gateway for DHCP service.

DNS server: Configure DNS by specifying a static DNS server,
DNS setting from the ISP, or using DNS proxy. For static DNS,
enter the DNS servers or WIN server |P address.

Lease Time: Enter a time value of 1 to 10080 minutes.

Allow Ping from LAN Enable or disable ping command executed from this port.

Enter the remote DHCP server address if DHCP relay is

DHCP Relay celected

DNS Proxy Enable or disable DNS proxy.

For a WAN port (if the device supports this feature), configure the following:

Interface Type Select the connection type: LAN, WAN, or DMZ.
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Select the connection method: DHCP, Static IP, PPPoE, PPTP, or
L2TP. For Static IP, enter the IP address/Subnet mask, Gateway
IP address and Primary/Secondary DNS servers, and specify
whether to keep the original MAC address as well as the MTU
size. For PPPoE, select the Address mode: Dynamic IP or Static
IP. For static IP, enter the IP address/Subnet mask and PPPoE
connection Username and Password. Then specify the
Authentication type from one of the following: None, MS-
CHAPv2, MS-CHAP, CHAP, PAP, or Auto-negotiate. For
Dynamic IP, you don’t need to enter the IP address/subnet
information but configure all other settings as specified above.
For both addressing modes, enter the Service name (optional)
and select the Reconnect mode: Always on, or On demand (enter
the Maximum idle time to wait before terminating the
connection in minutes for this option). Then configure the DNS
servers and specify whether to keep the original MAC address as
well as the MTU size. For PPTP, if Static IP is selected, enter the
following IP address information: IP address/Subnet mask,
Gateway IP address, and Static DNS IP address. For both
Address modes, enter the PPTP server name and connection
Username and Password. For both modes, configure whether
MPPE (Microsoft Point-to-Point Encryption (MPPE) will be used
and the Reconnect mode: Always on or On demand (enter the
Maximum idle time to wait before terminating the connection in
minutes for this option). Then configure the DNS servers and
specify whether to keep the original MAC address as well as the
MTU size. For L2TP, if Static IP is selected, enter the following IP
address information: IP address/Subnet mask, Gateway IP
address, and Static DNS IP address. For both Address modes,
enter the L2TP server name and connection Username and
Password. For both modes, enter the Secret (optional) and
configure the Reconnect mode: Always on or On demand (enter
the Maximum idle time to wait before terminating the
connection in minutes for this option). Then configure the DNS
servers and specify whether to keep the original MAC address as
well as the MTU size.

Connection Type

Enable or disable the following passthroughs:

Advanced Settings Internet Protocol Security (IPsec) which is used for securing

packets exchange at the IP layer.
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Point-to-Point Tunneling Protocol (PPTP) which is used for
tunneling the Point-to-Point Protocol (PPP) communication in
an IP network.

Layer 2 Tunneling Protocol (L2TP) which is used for implementing
Point-to-Point sessions utilizing multipoint tunneling technique.

5. Click Save. Then click Apply to apply the settings to the affected device immediately.

Viewing and Configuring VLANSs

VLANSs allow you to divide the network to different segments. To obtain the current VLAN
settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Addressing. The VLANSs are displayed under the VLAN section with the
following information:

Name A name that helps identify this VLAN.

VLAN ID The assigned VLAN ID.

Untagged/Tagged Ports| The member ports for the untagged VLAN and tagged VLAN .

L;);sdkd ress/subnet The IP address/Subnet mask configured for the VLAN.
Captive Portal The associated Captive Portal page.
To configure a VLAN:

1. Disable the Use Profile configuration option.
2. Under VLAN, click Add to add a new VLAN.

3. Click Apply at the top left to apply the changes to the affected device immediately.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.
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Viewing and Configuring IP Management List

The IP Management list displays the IP assignment of the DHCP clients:

Host Name The host name of the client device.

Interface The associated interface with the IP assignment.

IP Address The assigned IP address of the host.

MAC Address The MAC address of the host.

IPV6 Suffix The assigned IPvé suffix, which is the the last 64 bits of an IPvé
address.
Indicates whether the IP assignment is enforced on the client

IP-MAC Binding device with the specified MAC address to prevent the use of

other static IP address on this client.

DHCP IP Reservation

Indicates whether this IP assignment is reserved for this client so
that it can get the same IP assighnment every time it sends a
DHCP IP request.

To configure IP management for DHCP clients:

1. Disable the Use Profile configuration option.
2. Under IP Management List, click Add to add a new IP assignment.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring Routing

Routing determines the path for packet delivery in a network. The routing capabilities vary
depending on the device model.

To view the configured routing policies:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Routing. The configured routing protocols are displayed:
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IPv4/1Pv6 Static Route

Name A name that helps identify this route.

Destination The destination subnetwork IP address.

Subnet Mask The subnt?t mas.k of the destination address. This is only available for
IPv4 configuration.

Gateway The IP address of the gateway or next hop.

Interface The associated interface for this route.

Metric The number of hub count.

Active Enable or disable this route configuration.

IPv4/IPvé Policy Route

Name

The name that helps identify the route.

Local Gateway

The port of the device that the route would use.

Protocol

The protocols associated with this route.

Source Network

Assingle IP address or a range of IP addresses that this route will
be applied to. “Any” means all source IP addresses.
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Assingle IP address or a range of IP addresses that this route will

Destination Network . p ) .
natl W be applied to. “Any” means all destination IP addresses.

The port number used for this type of traffic. ”Any” means all

Source Port . . .
source ports will be used for this service.

The port number used for this type of traffic. ”Any” means all

Destination Port SN : i i
estihation For destination ports will be used for this service.

Active Enable or disable this route configuration.

RIP Configuration

The interface by which Routing Information Protocol (RIP)

Interface information exchange will be performed.
Direction Indicates inbound, outbound, or traffic for both directions.
Version The version of the RIP
Authentication Indicates whether the authentication is enabled.
Active Enable or disable this route configuration
OSPFV2 Configuration
Interface The interface assigned to the area defined below.
NSSA Enable or disable the not-so-stubby area (NSSA) which can

import external route information.
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Area The assigned area ID.

The OSPF priority which is used for determining the OSPF

Priority designated router.
Hello Interval The time interval (seconds) between each hello packet.
The time (seconds) the device must wait before it declares a
Dead Interval neighbor OSPF router down when a hello packet has not been
received.
Cost The cost of the OSPF path.
Authentication Indicates the authentication method used

LAN Route Exchange Enable or disable the exchange of LAN routing table.

Active Enable or disable this OSPF route configuration.

To configure routing policy:

1. Disable the Use Profile configurationoption.
2. Under each routing protocol supported by the device model, click Add to add a new
routing policy.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring Services

Supported services can be configured individually depending on the features of the gateway.
To view and configure the supported services and network functions:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
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2. Select the Network > Services.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Managing Traffic

The Traffic Management provides control over certain types of traffic by setting limits on
bandwidth and sessions. Note that the availability of this function depends on the capability of the

gateway.

To view Traffic Shaping rules configured:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Traffic Management.

Under Traffic Shaping, the following is displayed:

Name

The policy name.

Policy Type

Whether the traffic policy is applied to inbound or outbound
traffic.

WAN Interface

The WAN port that this policy should be applied to.

Management Type The metric to define the policy: Rate or Priority. Configure the
following if Priority is selected: Low, Medium, or High. Higher
priority means the traffic will be allocated with more
bandwidth. If Rate is selected, enter the maximum bandwidth
and minimum bandwidth (kbps).

Priority/Bandwidth The priority or the bandwidth configured for the respective

Rate management type.

Service The type of traffic according to the protocol or application
service configured.

Traffic Selector Match | The criteria for the traffic to which the policy should be applied:

Type IP address, MAC address, or Interface.
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Schedule Policy The schedule policy that makes the policy effective during the
designated time frame. Go to Configure > Schedule policies for
scheduling information and configuration.

Viewing and Managing Session Limiting

To view Session Limiting rules configured:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Traffic Management.

Under Session Limiting, the following is displayed:

The policy name.

Name

Source Type The source address can be configured as a single IP address,
an IP address range, or an interface.

Maximum Sessions The maximum number of sessions allowed (1-999).

Schedule Policy The schedule policy that makes the policy effective during the
designated time frame. Go to Configure > Schedule policies for
scheduling information and configuration.

Viewing and Managing Custom Warning Pages

To view Custom Warning Page configured:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Traffic Management.

Under Custom Warning Page, the following is displayed:

The policy name.

Name

Source Type The configured warning page to be displayed to users when
the maximum limit of sessions has been reached . Go to
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Configure > Splash pages to view all the configured splash
pages.

Active Whether this rule is active or inactive.

To configure Traffic Management:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Traffic Management.
3. Disable the option Use Profile configuration.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring Captive Portal

The captive portal displays a splash page to wireless users who are required to agree to terms and
conditions to use Internet services.
To view Captive Portal configured:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Captive Portal.

The following information is displayed:

Name The profile name.
Captive Portal The authentication method for the users.
Splash Page The pre-configured splash page which a wireless user must visit

prior to using Internet services. The design of the page depends
on the use case.

Basic Login For basic login page, the associated authentication method: a
local authentication database or an authentication server
system.

3rd party Credentials The configured third-party credential to be used for login.
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SSID/VLANSs A pre-configured SSID/VLAN assigned to this captive portal
setting.

To configure Captive Portal:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Captive Portal.
3. Disable the option Use Profile configuration.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring High Availability

Virtual Router Redundancy Protocol (VRRP) can be utilized to implement fault tolerance and load
balancing on a network by designating primary and backup roles among the virtual routers. The
primary router is responsible for processing packets sent to a virtual IP address and the backup
router takes up the primary role when the primary becomes unavailable. This availability of this
feature depends on device model.

To view VRRP settings configured:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > High Availability. The following is displayed:

The unique identifier for the VRRP group.

VRRP ID

Interface The interface to which the VRRP configuration would be
applied.

IP Address The virtual IP address.

Node Type The designated role of the virtual router: Master or Backup.

Priority The Priority determines the order of selection for a primary
virtual router among the backup virtual routers (1-255). Higher
number means high priority.

To configure VRRP settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > High Availability.
3. Disable the option Use Profile configuration.
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Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring Wireless

You can create multiple SSIDs for your wireless network and configure each SSID with unique
settings to accommodate different wireless usage scenarios. You can also configure radio settings
such as operating mode and channels for different frequencies supported for the device model.
Note that this feature is only available for supported models.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Security Settings
Security features consist of firewall, intrusion prevention, and web content filtering as well as
application control.

Note: Changing the Routing mode from Network Address Translation (NAT) to Router (go to
Network > Addressing), the Security Firewall’s option of Use Profile configuration will be
disabled. Moreover, the rules configured for Port forwarding, Port triggering, and 1:1 NAT will
be erased.

Firewall

To view a gateway's firewall settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Firewall.

The following information is displayed:
IPV4/1Pv6 FIREWALL RULES

IPv4/Ipvé Firewall Rules allow or block certain types of traffic that need to be forwarded through
the device.

Priority The assigned priority number (1-998). Lower number means
higher priority.

Name The name of therule.

Policy Indicates whether it is a allow or deny rule.
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Protocol

The associated protocol for the rule: Any, TCP, UDP, TCP/UDP,
or ICMP.

Source Interface

The interface that the traffic is sent from.

Source

Asingle IP address or arange of IP addresses as the source
host. Any means traffic from all IP addresses.

Source Port

The source port number used for this type of traffic. Any means
all ports.

Destination

Asingle IP address or arange of IP addresses as the destination
host. Any means traffic destined to all IP addresses.

Destination Port

The destination port number used for this type of traffic. Any
means all ports.

Schedule

The associated Schedule Policy.

Active

Indicates whether this rule is enabled or disabled.

Note: The availability of IPvé Firewall Settings depends on the features of the device model.

Port Forwarding

Port Forwarding redirects traffic entering the WAN to another port on the LAN. This is useful
when a certain service is hosted on an interval server on the LAN.

To view Port Forwarding rules:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Firewall.

The following information is displayed:

Name

The name for the rule.

Mode

Indicates whether the rule is for traffic forwarding or port
translation.
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Interface The WAN interface to which this rule should be applied.

Protocol The associated protocol of this rule: TCP, UDP, or TCP/UDP.

Public Port The external port associated with this type of traffic or service
(1-65535). It can be a single port or a range of ports.

Local IP The IP address of the local server.

Local Port The local port used for this service if translation mode is

selected.

Allowed Remote IPs

The IP addresses of the remote hosts that this rule will be
applied to. Any means all remote hosts.

Active

Port Triggering

Indicates whether this rule is enabled or disabled.

Port Triggering dynamically opens public ports for inbound traffic after certain ports are triggered

by a service request.

To view Port Triggering rules:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Firewall.

The following information is displayed:

Name

The rule's name.

Protocol

The protocol to which the rule is applied: TCP, UDP, or TCP/
UDP.

Outgoing Trigger Port

The outgoing port used for this service.

Incoming Trigger Port

The incoming port used for this service.
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Active Indicates whether this rule is enabled or disabled.

1:1 NAT

One-to-one NAT allows a static mapping between an internal IP address and an external IP
address.

To configure 1:1 NAT rules:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Firewall.

The following information is displayed:

Name The rule name.

Interface The WAN interface that this rule should be applied to.

WAN IP The WAN IP address as the external IP address for
translation.

Local IP The local IP address as the interval IP address for
translation.

Protocol Indicates the associated protocol of this rule: TCP, UDP, or
TCP/UDP.

Port The port used for this traffic type.

Allowed remote IPs The |IP addresses of the remote hosts that this rule will be

applied to. Any means to allow all remote hosts.

To configure Firewall rules:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Firewall.
3. Disable the option Use Profile configuration.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.
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Viewing and Configuring IPS Settings

To view Intrusion detection and prevention settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security >IPS.
3. Disable the option Use Profile configuration.

If the device is equipped of intrusion detection functions, you can enable or disable the following

services:

Intrusion Detection Enable intrusion detection. And select the WAN and LAN
interfaces that the IPS and IDS should be implemented.

Intrusion Prevention | Enable intrusion prevention. And select the WAN and LAN
interfaces that the IPS and IDS should be implemented.

Stealth Mode This mode protects your device from Internet intrusion by not
responding to unauthorized requests.

Block TCP Flood Enable to block TCP flooding to WAN.

Bock UDP Flood Enable to block UDP flooding to LAN.

Filter Check Mode Enable the TCP filtering check mode.

Allow ICMP Traffic Enable to allow packets of Internet Control Message Protocol to
pass through.
DoS Attacks Denial-of-Service (DoS) attacks encompass SYN Flood, ICMP

Flood, and Echo storm. Configure the flood rate of each attack in
packets/second for detection.

4. Click Apply at the top left to apply the settings to the affected devices immediately.

Viewing and Configuring Web Content Filter

The Web Content Filter is used to prevent access to unwanted websites. It allows you to create
profiles that can take effective during the designated time frame and block websites belonging to a
certain category.

Web Content Filter List
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To view the Web Content Filter List:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security >Web Content Filter.

Under Web Content Filter List, the following is displayed:

Name The name for the filtering rule.

Policy State whether this is a allow or block policy.

Schedule The pre-configured scheduling.

Scope The specified hosts or the whole network that this rule will be

applied to.

Filtering Type

The type consists of a variety of categories, URLs, and custom
groups to restrict the access to defined websites.

Active

State whether the ruleis active.

Under Custom Warning Page, you can obtain the configured warning page that will display related
messages when a restricted webpage is being visited. The following is displayed:

Name Enter a name for this configuration.

Source Type The pre-defined warning page to be displayed.
State whether the rule is active.

Actions

Under Custom Group List, you can obtain the Custom group which will be used to define the

content filtering type above:

Group Name

The name for the custom group.

URLs

If URL filtering is used, it shows the name and keyword for the
website. This blocks access to websites based on a website's
domain name (e.g. google.com) and keywords with matching
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URLs. For example, keyword "ABC" will block "www.ABC.com"
and "xxx.ABC.com" and other URLs containing ABC.

Category Filtering If Category filtering is used, it shows the pre-defined categories
to block access to.

In Use State whether this rule has been activated.

To configure Firewall rules:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Web Content Filter.
3. Disable the option Use Profile configuration.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring Application Control

The Application Control is used to restrict certain communication of applications. It allows you to
create profiles that can take effective during the designated time frame and prevent traffic of
certain applications from being transferred.

Auto Upgrade

Enable automatic upgrade of application signature database and select the update schedule by
entering the upgrade frequency in minutes or setting a specified time of a designated weekday for
weekly updates.

To add an application control rule:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Application Control.
3. Under Application Control List, the following information is displayed:

Name The policy name.

Policy State whether this is a allow or block policy.

Schedule The pre-configured schedule. For configured scheduling
methods, go to Configure > Schedule policies.
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Scope The specified hosts or the whole network that this rule will be
applied to.

Application State whether the filtering rule is based on a single application,
or a single application from a pre-defined category, or a custom
group of selected applications.

Active State whether the application control policy is active or
inactive.

Under Custom Group List, you can obtain Custom Group defined which will be used to define the
application type above:

Group Name The name of the custom group.
Application List The selected applications for the custom group.
InUse State whether this rule has been activated.

To configure Application Control:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Application Control.
3. Disable the option Use Profile configuration.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

VPN Settings

A Virtual Private Network (VPN) builds an encrypted connection between endpoints over a public
network utilizing tunneling techniques. VPN can be configured only if your device supports this
feature.

Site to Site VPN

The site-to-site VPN is a technique that allows connectivity between the offices located at multiple
locations by setting up an IPsec tunnel over the Internet to access the intranet. In short, a site-to-
site VPN builds a secure path over an insecure path. The Nuclias cloud gateway allows users to
establish a VPN tunnel without manually entering the tunnel endpoint details and the local/remote
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networks. Instead, the Nuclias cloud gateway maintains these details and lets users select the
networks.

Configuring Quick VPN

Quick VPN is a Nuclias auto-provisioning site-to-site VPN technology that allows you to quickly
and easily build VPN tunnels between Nuclias gateway devices without tedious manual VPN
configuration. If it is disabled, set up VPN manually at Manual VPN Settings to establish VPN
connection with other partners.

To view or configure Quick VPN settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.

2. Select VPN > Site-to-site VPN.s

3. Select the topology: Hub-and-Spoke or Full Mesh. If Full Mesh is selected, the VPN
establishes the Gateway-to-Gateway IPsec tunnel with other devices registered in the
same or different sites of the same organization. To establish a tunnel with a particular
remote device, enable the Join member field in the Remote VPN participants table. Once
the tunnel configuration is pushed to the remote peers, traffic gets initiated by the user,
and a tunnel is established between the remote peers.

4. If Hub-and-Spoke is selected, specify the role to be either a hub or spoke. If Spoke is
selected, you can choose hubs to build VPN tunnels in the Exist hubs table. In addition, it
lists the Exist hub devices available with the option of Primary Hub. If you enable the
Primary Hub field, the selected hub will be the primary hub for the spoke and can
communicate to all the spoke devices linked to this hub. At a time, you can enable only one
primary hub. If Hub is selected, then VPN tunnels will be built among hubs and dependent
spokes.

5. If Hub mode is selected, enable or disable VPN connection with a remote peer. You may
also choose to designate a remote peer as a backup hub.

6. If Spoke mode is selected, you can choose to designate a remote peer as the primary hub.

7. Click Apply.

Quick VPN Settings

In the Local networks section, if you have multiple subnets, you can specify which one subnet
participates in the VPN, i.e., traffic from the enabled subnet will be encrypted by the IPsec VPN. All
local subnets must be unique within the VPN topology

Note: A list of Quick VPN connections will be displayed in the Summary > VPN Status page. Select
Quick VPN (Full Mesh and Hub-and-Spoke) as the Display VPN type.

Configuring Manual VPN
To view or configure Manual VPN settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select VPN > Site-to-site VPN. Enter the following:
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Connection Name

Enter a name for this VPN connection (1-64 characters).

IKE Profile

Select the IKE profile which contains security settings that
will be used for the VPN connection.

Local Network

The scope of the local network to which the VPN connection
will apply.

Local Network

Enter alocal IP address or subnetwork of the local network
to participate in the VPN. If Single IP is selected, enter the IP
address. If Subnet is selected, enter the IP address and
subnet mask (or prefix for IPvé). Select Any for the entire
local network.

Remote Network

Enter aremote IP address or subnetwork of the remote
network to participate in the VPN. If Single IP is selected,
enter the IP address. If Subnet is selected, enter the IP
address and subnet mask (or prefix for IPvé). Select Any for
the entire remote network.

Outgoing Interface

Select an interface to which the VPN connection will use.

Remote Gateway

Select FQDN or Static IP for configuring the remote gateway
address. Then enter the IP address or FQDN address.

Keep-alive Enable or disable keep-alive for VPN reconnection. If enabled,
enter the source and destination IP address as well as the
detection period in seconds (10-199) and retry after the
number of failures (3-99).

Idle Timeout Enter the maximum length of time that the VPN connection can

stay active when three is no traffic.

Dead Peer Detection

Enable detection for dead peers. If enabled, enter the detection
interval (10-999 seconds) and Retry after failure (3-99 times).

NetBIOS Broadcast

Enable or disable NetBIOS broadcast from one end to be
forwarded to the other end of the VPN connection.
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Outgoing Backup
Interface

Select an interface to which the VPN connection will use as a
backup if Dead Peer Detection is enabled.

Remote Backup
Gateway

Select FQDN or Static IP for configuring the remote gateway
address if Dead Peer Detection is enabled.

IKE Backup Profile

Profile Name

Select the IKE profile which contains security settings that
will be used for the backup VPN connection if Dead Peer
Detection is enabled.

To add an IKE profile,enter the following:

Enter a name for this IKE profile.

IKE Version

Select the IKE version: v1 or v2.

IKE phase-1 Settings

Exchange Mode

Select the exchange mode: Aggressive or Main.

Local Identifier Type

Select the identification method: Local WAN IP, FQDN, or
User-FQDN. And enter the identifier according to the selected
method.

Remote Identifier Type

Select the identification method: Remote WAN IP, FQDN, or
User-FQDN. And enter the identifier according to the selected
method.

DH Group Select a Diffie-Hellman (DH) Group for key exchange. These
groups vary in prime key lengths.
Encryption Algorithm Select encryption algorithm(s) for ESP packets encryption.

Authentication
Algorithm

Select authentication algorithm(s). And enter the SA lifetime in
seconds (300-604800).
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Authentication Method

Select the authentication method. Then enter the preshared
key or select a certificate depending on the method selected.
Go to Settings > Certificate Management for Certificate list.

Extended
Authentication

Enable this and select extended authentication method:
Authentication server, IPsec host, or Local authentication.
Depending on the method, select the corresponding RADIUS/
LDAP/POP3/Active Directory/NT Domain server or Local
Authentication profile or enter the username and password for
IPsec host. Refer to Configure > Authentication > Local
Authentication list and Authentication servers for
Authentication profiles and servers.

IKE phase-2 Settings

Protocol Selection

Select either ESP or AH. If Encapsulating Security Payload (ESP)
is selected, select the Encryption algorithm to encrypt or
decrypt ESP packets.

Authentication
Algorithm

Select the authentication algorithm for header packets
validation.

SA Lifetime (sec.)

Enter the SA lifetime (300-604800 seconds) for the active
duration of a VPN tunnel.

Perfect Forward

Enable or disable the Perfect Forward Secrecy. If enabled, the

Secrecy VPN communication is better protected with renewed
negotiation of key values in the exchange.
DH Group If the above PFS is enabled, select the DH group for key

3. Click Apply at the top.

establishment.

Note: A list of Quick VPN connections will be displayed in the Summary > VPN Status page. Select
Quick VPN (Manual) as the Display VPN type.

Client to Site VPN

An [Psec policy can be defined between this router and another gateway to create network-to-
network IPsec tunnels. To configure IPsec VPN Server settings:
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1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select VPN > Client-to-site VPN. Enter the following:

Connection Name

Enter a name for this configuration

IKE

Select a pre-configured IKE profile for this VPN configuration.

Local Network

Enter the IP address and subnet mask of the local network.
Select Any to not restrict to a single subnet.

Tunnel Mode

Select either full or split tunnel for the mode. Select Full tunnel
or Split tunnel. The Split mode will split DNS requests among
DNS servers. It allows you to create two zones for the same
domain, one to be used by the internal network, the other used
by the external network .For Split tunnel, enter the Split
Domain names.

DHCP Relay

Enable or disable DHCP relay. If enabled, enter the IP address of the
relay gateway. If disabled, enter the following IP address
information.

Starting IP Address/
Ending IP Address

Enter the range of the IP addresses for VPN connections.

Primary/Secondary
DNS

Enter the primary and optional secondary DNS servers.

Primary WINS Server/
Secondary WINS
Server

Enter the primary and optional secondary Windows Internet
Naming Service (WINS) servers.

Outgoing Interface

Select the WAN interface to which the IPsec VPN should
apply.

Split DNS

Enable or disable Split DNS if Split tunnel is selected. And
enter the domain names if enabled (3-253 characters).

NetBIOS Broadcast
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Profile Name

To add an IKE profile, enter the following:

Enter a name for this IKE profile.

IKE Version

Select the IKE version: v1 or v2.

IKE phase-1 Settings

Exchange Mode

Select the exchange mode: Aggressive or Main.

Local Identifier Type

Select the identification method: Local WAN IP, FQDN, or
User-FQDN. And enter the identifier according to the selected
method.

Remote Identifier Type

Select the identification method: Remote WAN IP, FQDN, or
User-FQDN. And enter the identifier according to the selected
method.

DH Group Select a Diffie-Hellman (DH) Group for key exchange. These
groups vary in prime key lengths.
Encryption Algorithm Select encryption algorithm(s) for ESP packets encryption.

Authentication
Algorithm

Select authentication algorithm(s). And enter the SA lifetime in
seconds (300-604800).

Authentication Method

Select the authentication method. Then enter the preshared
key or select a certificate depending on the method selected.
Go to Settings > Certificate Management for Certificate list

(refer to Certificate Management) .

Extended
Authentication

Enable this and select extended authentication method:
Authentication server, IPsec host, or Local authentication.
Depending on the method, select the corresponding RADIUS/
LDAP/POP3/Active Directory/NT Domain server or Local
Authentication profile or enter the username and password for
IPsec host. Refer to.Configure > Authentication > Local
Authentication list and Authentication servers for

Authentication profiles and servers.
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IKE phase-2 Settings

Protocol Selection Select either ESP or AH. If Encapsulating Security Payload (ESP)
is selected, select the Encryption algorithm to encrypt or
decrypt ESP packets.

Authentication Select the authentication algorithm for header packets

Algorithm validation.

SA Lifetime (sec.) Enter the SA lifetime (300-604800 seconds) for the active

duration of a VPN tunnel.

Perfect Forward Enable or disable the Perfect Forward Secrecy. If enabled, the
Secrecy VPN communication is better protected with renewed
negotiation of key values in the exchange.

DH Group If the above PFSis enabled, select the DH group for key
establishment.

3. Click Apply at the top.

PPTP/L2TP

A PPTP server is available on the router for LAN and WAN PPTP client users to access.
To configure PPTP/L2TP Server settings

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select VPN > PPTP/L2TP. Enter the following:

Name Enter a name for the configuration profile of the server (1-64
characters).

Server Type Select either PPTP or L2TP.

Routing Mode Select either NAT or Router.

Starting IP Address/ Enter the LAN IP address range to be assigned to the VPN
Ending IP Address clients.
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Authentication Server

Select the authentication server. Depending on the

method, select the corresponding RADIUS/LDAP/POP3/Active
Directory/NT Domain server or Local Authentication profile.
Go to Configure > Authentication > Local Authentication list
and Authentication Servers for Local authentication profiles
and authentication servers list.

Authentication

Select the authentication protocol(s): All, PAP, CHAP, MS-

Protocol CHAP, and MS-CHAPv2.

Encryption [PPTP only] Select the encryption method(s) for PPTP: For
PPTP, select All, MPPE 40 bit, MPPE 128 bit, or Stateful MPPE.
The Microsoft Point-to-Point (MPPE) encrypts data for PPTP
VPN.

Idle Timeout The length of time (seconds) to wait before terminating a VPN
session (300-1800).

NetBIOS [PPTP only] Enable or disable NetBIOS, which is used for name

resolution in Windows networking, if there is a WINS server set
up inyour LAN. If enabled, enter the Windows Internet Naming
Service (WINS) server IP address. This option is only available
for PPTP.

Enable Secret Key

[L2TP only] Enable or disable the secret key (or preshared key) with
8-63 characters which will be required for client VPN settings.

L2TP over IPsec

[L2TP only] Enable or disable L2TP over Internet Protocol
Security (IPsec), on which L2TP relies for secure packets
exchange.

IKE Version: Configure Internet Key Exchange (IKE) if L2TP Over IPsec is enabled.

IKE version

Select the IKE version for configuration.

IKE phase-1 settings

Exchange Mode

Select the exchange mode: Aggressive or Main.

Local Identifier Type

Select the identification method: Local WAN IP or FQDN. And
enter the identifier according to the selected method.
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Remote Identifier Type

Select the identification method: Remote WAN IP or FQDN.
And enter the identifier according to the selected method.

DH Group Select a Diffie-Hellman (DH) Group for key exchange. These
groups vary in prime key lengths.
Encryption Algorithm Select encryption algorithm(s) for ESP packets encryption.

Authentication
Algorithm

Select authentication algorithm(s). And enter the SA lifetime in
seconds (300-604800).

Authentication Method

Select the authentication method. Then enter the preshared
key or select a certificate depending on the method selected.
Go to Settings > Certificate Management for Certificate list.

Extended
Authentication

Enable this and select extended authentication method:
Authentication server, IPsec host, or Local authentication.
Depending on the method, select the corresponding RADIUS/
LDAP/POP3/Active Directory/NT Domain server or Local
Authentication profile or enter the username and password for
IPsec host. Refer to Configure > Authentication > Local
Authentication list and Authentication servers for Local
authentication profiles and authentication servers.

IKE phase-2 settings

Protocol Selection

Select either ESP or AH. If Encapsulating Security Payload (ESP)
is selected, select the Encryption algorithm to encrypt or
decrypt ESP packets.

Authentication
Algorithm

Select the authentication algorithm for header packets
validation.

SA Lifetime (sec.)

Enter the SA lifetime (300-604800 seconds) for the active
duration of a VPN tunnel.

Perfect Forward
Secrecy

Enable or disable the Perfect Forward Secrecy. If enabled, the
VPN communication is better protected with renewed
negotiation of key values in the exchange.
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DH Group

If the above PFSis enabled, select the DH group for key
establishment.

PPTP VPN Client can be configured on this router to access a remote network.

To configure a VPN client,enter the following:

Name Enter a name for the PPTP/L2TP configuration profile of the
client (1-64 characters).

Client Type Select either PPTP or L2TP.

VPN Server Enter the IP address or FQDN of the VPN server

Tunnel Type Select Full tunnel or Split tunnel. Split tunnel mode only sends

traffic to the private LAN with pre-specified client routes and
give the client access to specific private networks, thereby
allowing access control over specific LAN services.

Remote Network/
Netmask

Enter the remote network and netmask if split tunnel is
selected.

Username/Password Enter the username and password required for connection.

Encryption For L2TP server, enter the Secret key (8-63 characters) if
encryption is enabled. This value must match the preshared
key value entered on the VPN server.

MPPE Enable the Microsoft Point-to-Point Encryption (MPPE),
which encrypts data for VPN communication.

Idle Timeout For PPTP, enter the length of time (seconds) to wait before

terminating a session.

Reconnect Mode

For L2TP, select On demand or Always on. Enter the
Maximum idle time in seconds (300-1800) to wait before
dropping an idle connection.
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L2TP over IPsec Enable or disable L2TP over Internet Protocol Security
(IPsec), on which L2TP relies for secure packets exchange.

IKE Version: Configure Internet Key Exchange (IKE) if L2TP Over IPsec is enabled.

Select the IKE version for configuration.
IKE version

IKE phase-1 settings

Exchange Mode Select the exchange mode: Aggressive or Main.

Local Identifier Type Select the identification method: Local WAN IP or FQDN. And
enter the identifier according to the selected method.

Remote Identifier Type | Select the identification method: Remote WAN IP or FQDN.
And enter the identifier according to the selected method.

DH Group Select a Diffie-Hellman (DH) Group for key exchange. These
groups vary in prime key lengths.

Encryption Algorithm Select encryption algorithm(s) for ESP packets encryption.

Authentication Select authentication algorithm(s). And enter the SA lifetime in
Algorithm seconds (300-604800).

Authentication Method| Select the authentication method. Then enter the preshared
key or select a certificate depending on the method selected.
Go to Settings > Certificate Management for Certificate list.

Extended Enable this and select extended authentication method. Enter
Authentication the Username and Password if IPsec host is selected.

IKE phase-2 settings

Protocol Selection Select either ESP or AH. If Encapsulating Security Payload (ESP)
is selected, select the Encryption algorithm to encrypt or
decrypt ESP packets.
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Authentication
Algorithm

Select the authentication algorithm for header packets
validation.

SA Lifetime (sec.)

Enter the SA lifetime (300-604800 seconds) for the active
duration of a VPN tunnel.

Perfect Forward

Enable or disable the Perfect Forward Secrecy. If enabled, the

Secrecy VPN communication is better protected with renewed
negotiation of key values in the exchange.

DH Group If the above PFS is enabled, select the DH group for key
establishment.

3. Click Save.

Note: A list of PPTP/L2TP connections will be displayed in the Summary > VPN Status page.

OpenVPN

OpenVPN allows peers to authenticate each other using certificates, or username/password.
When used in a multiclient-server configuration, it allows the server to release an authentication
certificate for every client, using signature and Certificate authority. An OpenVPN can be
established through this router.

To configure OpenVPN settings

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select VPN > OpenVPN. Enter the following:

Mode

Select the mode for the OpenVPN: Server, Client, or Access
server client.

Upload Access Server
Client

[Access Server Client mode only] Upload a configuration file
which contains server and client IP address information if
Access server client mode is selected. In access server client
mode, the user has to download the auto login profile from
the OpenVPN Access Server and upload the same to connect.

CRL Certificate

[Access Server Client mode only] Openvpn provides CRL
authentication using CRL certificate. You can upload the required
certificates by enabling it it first.
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VPN Network/Netmask

[Server mode only] Enter the network IP address/netmask of
the VPN. This is only available for the Server mode.

Server IP/Failover
Server IP

The IP address or FQDN of the VPN server and failover
server. This is only available for the Client mode.

Duplicate CN [Server mode only] Enable or disable the duplicate CN to
allow or disallow the same certification for multiple clients.
This is only available for the Server mode.

Port Enter the port number for VPN communication. The default

is 1194.

Tunnel Protocol

Select the protocol for tunneling: TCP or UDP.

Encryption Algorithm

Select the encryption method: AES-128, BF-CBC, AES-192,
or AES-256.

Hash Algorithm

Select the hash algorithm: SHA1, SHA256, or SHA512.

Tunnel Type

[Server mode only] Select the tunnel type: Full or Split. If Split is
selected, enable or disable the client-to-client

communication. Full Tunnel mode sends all traffic from the
client across the VPN tunnel to the router. Split Tunnel mode
only sends traffic to the private LAN with specified client
routes. This is only available for Server mode configuration.

User-based
Authentication

Enable or disable user-based authentication. If this is enabled,
select the user profiles for Local authentication if server mode
is used (refer to Local Authentication). If client mode is used,
enter the username and password for VPN connection. Also
select a certificate for TLS key if TLS authentication is used

(refer to Certificate Management).

Certificate Verification

Enable or disable the use of certificate for verification.

Certificate

Select an available certificate from the list. The content of the
certificate will be loaded in the field below.
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TLS Authentication Key| Enable or disable the TLS authentication. If enabled, select an
TLS authentication key from the certificate list. To obtain the
certificate list, go to Settings > Certificate Management.

DH Key Select a DH key from the certificate list. This is only available
for Server mode configuration. To obtain certificate list, go to
Settings > Certificate Management

Server Policies Enable or disable the server policy. Enter the server policy and
add a new server policy to permit or block networks for VPN
connections. These policies can be applied to a specific IP
address or IP networks on the LAN and can be enforced on the
specified scope according to the supported features of the
router. The List of Available Policies can be filtered based on
whether it applies to a user, group, or all users (global).

To add a new server policy, enter the following:
Policy name: Give a name for this policy.
Policy: Select whether it is a Deny or Permit policy.

Scope: Select whether it is a global policy or to be applied for
certain users using Local authentication. Select the user profile
if Local authentication is selected.

Apply policy to: Select whether to apply this policy to a single IP
address or a subnet work and enter the required IP address
and/or the Subnet mask and the port number.

ICMP: enable or disable Internet Control Message Protocol (ICMP)
trafficin VPN connections.

Remote Networks If this is enabled, click Add to add a remote network
configuration: enter a name for the configuration and the
remote network IP address and subnet mask.

Port Enter the port number (1-65535). This can be a single port or a
range of ports, e.g. 3000-3200.

ICMP Enable or disable the use of ICMP in the VPN communication.

Nuclias Cloud Documentation - en Page 118 of 482



OpenVPN provides authentication using certificates. This system will allow you to configure
client list using Local Authentication list (refer to Local Authentication) and centrally manage
the client certificates (refer to Certificate Management).To configure Client list for Server
mode configuration:

1. Under Client list, click Import. The Import users from local authentication list page
displays.

2. Select a pre-configured local user profile or click Add local authentication and configure a
local user profile by specifying the following: the Local Authentication profile name, the
Access level, Managed Sites, and the username and password for each new user. You can
use the Bulk import function to upload a CSV file containing the user information to add
multiple users at once. Refer to Configure > Authentication > Local Authentication list for
more information.

3. Click Save. Once a Local authentication profile is imported successfully, you can manage
the clients' certificates in the Certificate Management page (go to Settings > Certificate
management) .

To configure OmniSSL Portal Layout for Server mode configuration:

OmniSSL facilitates the client installation from the device via the instructions on the portal page
and is an enhancement to the existing OpenVPN. The enhancements allow the VPN tool to be
used via mobile devices and eliminate browser and Java dependencies.

1. Under OmniSSL Portal Layout, click Add. The Add portal layout configuration page
displays.

2. Enter aname for the profile and select a pre-defined login page for OmniSSL. Refer to
Configure > Splash pages for more information. The Splash pages allow you to create a
custom page that is presented upon authentication to the remote OmniSSL users.

3. Click Save.

Note: A list of OpenVPN connections will be displayed in the Summary > VPN Status page.

GRE Tunnel

GRE tunnels allow for broadcast traffic on the LAN of the router to be passed over the internet and
received by remote LAN hosts.

To view or configure GRE Tunnel settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select VPN > GRE Tunnel. Enter the following:

Name The name for the GRE Tunnel configuration.
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Interface Select the WAN interface to create this tunnel with from the
drop-down menu.

GRE Tunnel IP/ Enter the IP address/subnet mask of this endpoint. It will be

Subnet Mask referenced in the other router's static route as the Gateway IP
address.

Remote IP Enter the WAN IP address of the endpoint router.

Static Route IP address/Subnet mask: Enter the destination IP address/subnet

Configuration mask of the static route from the remote LAN subnet.

Gateway IP address: Enter the GRE tunnel IP of the terminating
router that manages the remote LAN.

3. Click Save.
4. Click Apply at the top left to apply the settings to the affected device immediately.

Note: The GRE connection status will be displayed in the Summary > VPN Status page.

Tools

Performing a Device Ping Test

1. Navigate to Monitor > Gateway > Devices and select a device from the list.

Select the Tools tab in the top-right of the screen.

3. Inthe IPv4 or IPv6 address/FQDN field in the Ping section, enter a valid IP address or
FQDN.

4. Click Ping for IPv4 addresses or Pingé for IPvé addresses of the remote hosts. The results
will be displayed as shown below:

N
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PING

IPv4 address/FODMN Google.com
1Pvé addres=/FQDN Google.com
x

Result

PING Googlecom (142.251.42 238):

Request timeout for icmp_seq 0

Request timeout for icmp_seq 1

Request timeout for icmp_seq 2

Request timeout for icmp_seqg 3

- Google.com ping statistics —

0 packets transmitted, O packets received, Nan2: packet loss
round-trip min‘avg/max/stddev = 0s/0s/0s/0s

Performing a Traceroute Test

Navigate to Monitor > Gateway > Devices and select a device from the list.

Select the Tools tab in the top-right of the screen.

Under Traceroute, enter a valid IP address or FQDN in the IP address/FQDN field.
Click Traceroute for IPv4 addresses or Tracerouteé for IPvé addresses of the remote
hosts. The results will be displayed as shown below:

AN S

TRACEROUTE

|Pvé address/FQDN 3.88.8
1Py address/FOQDN 2001:4360:4560:-5855

Result

traceroute to 8.8.8.5 (3.8.8.8), 20 hops max, 52 byte packets
1192168451 (192.165.48.1) 198.3574ps
210.33.75.1(10.33.75.1) 763.513Aps

3118-163-108-254 hinet-ip-hinetnet. (118.163.108.254) 1.368446ms
4tped-3302 hinet.net. (168.95.211.90) 1.299016ms

5 220-128-5-42 hinet-ip.hinet.net. (220.128.5.42) 2797699ms

£ 220-128-9-126 hinet-ip hinet.net. (220.128.9.124) 2.495831ms
772143209175 (72.14.209.178) 2752631ms
872.14.2150(72.14.215.0) 3.094828ms

©209.85.245 64 (209.85.245 64) 4.0191956ms

10dns.google. (8.8.8.8) 2.852906ms

Performing LED Blinking and Device Reboot

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Tools tab in the top-right of the screen.
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3. Inthe Others section, click Reboot to reboot the device. Or click Start to start blink LEDs
on the device. Click Stop to top blinking LEDs.

OTHERS

BlinkLEDs @ Device LEDs are blinking...
Reboot device

Note: Please refer to the respective device's manual for the status of LED indicators.
Performing WAN Throughput Test

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Tools tab at the top right of the screen.

3. Inthe WAN Throughput section, click Go. The upload and download speed will be
displayed.

WAN THROUGHPUT (A SPEEDTEST powered’

WAN1

Exporting or Importing Device Settings

The device setting metadata can be exported as a single CSV file and it can be later imported for
configuration restoration. To export device settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Tools tab at the top right of the screen.

3. Inthe Export and Import Device Settings section, click Download. The exported file will
be downloaded to your browser's default download folder.
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License
Adding a License Key to a Device

Navigate to Monitor > Gateway > Devices and select a device from the list.
Select the License tab in the top-right of the screen.

In the License Table section, click Add License.

Enter a valid license key.

Click Save.

ok owbdpe

LICENSE TABLE
# Status Key Actions
1 v GCGFWTACSHYROYPCHUEA

2 DEMOGWGWO003YS20MD ]EI DELETE

Deleting a License Key From a Device

1. Navigate to Monitor > Gateway > Devices and select a device from the list.

Select the License tab in the top-right of the screen.

3. Inthe License Table section, from the license key list, click Delete under the Actions
column of the license key you wish to delete.

4. When prompted to confirm, click Yes.
Note: Deleting a license key from a device will reclassify it as Unused in the license
management inventory.

N

[P, dutive
| s e

Lemmn peperion. 28T AR (18 v e

Clients

From the Clients window, you can consult a detailed overview of all currently connected devices
with additional information including status, VLAN, and general settings.
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Customizing the Client Monitor Overview

1. Navigate to Monitor > Gateway > Clients. The client list for all gateways will appear.
2. Select atime frame from the drop-down menu to define the time frame that the device was
detected online.

3. Click the parameter filter icon.

4. Click the checkbox next to the parameters to display them in the table listing.
Note: All checked parameters will automatically appear.

Downloading Client Monitoring Logs

1. Navigate to Monitor > Gateway > Clients.
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2. From the client monitoring logs, click the download icon in the top-right.

[S LR AR FOTSOADE 100
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Event Log

From the Event Logs window, you can consult a detailed log of events occurring on the network.
You can also define event filter parameters, including event type and time period.

Filtering Event Log Parameters

1. Navigate to Monitor > Gateway > Event Log.

2. Inthe Start Date field, click the calendar icon to select a date and enter a time of day to
define the event log starting time.

3. Inthe End date field, click the calendar icon to select a date and enter a time of day to
define the event log ending time.

4. Click the Severity drop-down menu and select the severity levels to display.

5. Click the Category/Event type drop-down menu and select the event types to
display. Select All to show all event types.

6. Click the Device drop-down menu and select a device to filter the results. Select All to
show all event logs for all devices.

7. Click Filter to display all events matching the defined parameters. Click Reset filters to
reset all currently set parameters.

Downloading Event Logs

1. Navigate to Monitor > Gateway > Event Log.
2. Fromthe event log list, click Download.
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Devices

Devices

From the Devices window, you can consult a detailed log of events occurring on the network. You
can also filter events using specific event filter parameters, including event type and time period.

2nuclias _ e 2 £ Lo

The Device Monitor

Customizing the Device Monitor Overview
1. Navigate to Monitor > Gateway > Devices.
2. Select atime frame from the drop-down menu to set the duration for connectivity

information.

Monitar / Gateway / Devices Timeframe: | |sst 24 hours - Q - sy ¥
#  Status Device name MAC address Management IP Default WAN IPv4 Default WAN IPvé Local IP address Model name ‘Connectivity
1 ) DEMOGWGWO001 — CE:94:231E:9B:E7 - - - - DBG-2000 PN synced
2 * DEMOGWGCWO002 — 3E46:1E:ALZD02 - - B - DBG-2000 P synced
3 ) DEMOGWCWO003 B&FIAFD7:3572  118.163.108.246 - - - DEG-X1000 P configcha
4 ) DEMOGWEWO0004 — 32EF6F6424A0  118.163.108.246 - B - DEG-2000(E1) P configcha:
<+ I 4

3. Click the filter parameter icon.
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Monitar / Gateway / Devices Timeframe: st 24 hours - Q - @ R

#  Status Device name MAC address Management IP Default WAN IPv4 Default WAN IPvé Local IP address Model name ‘Connectivity

1 ) DEMOGWGWO001 — CE:94:231E:9B:E7 - - - - DBG-2000 PN synced
2 * DEMOGWGCWO002 — 3E46:1E:ALZD02 - - B - DBG-2000 P synced
3 ) DEMOGWCWO003 B&FIAFD7:3572  118.163.108.246 - - - DEG-X1000 P configcha
4 ) DEMOGWEWO0004 — 32EF6F6424A0  118.163.108.246 - B - DEG-2000(E1) P configcha:

>

4. Click the checkbox next to the parameters to display them in the overview.
Note: All checked parameters will automatically appear.
Downloading Device Monitoring Logs
1. Navigate to Monitor > Gateway > Devices.
2. From the device list, click the Download icon in the top-right to export the table listing as a
CSVile.

Monitor / Gateway / Devices Timeframe:  Last24 hours - Q - ot
Status Device name MAC address Management IP Default WAN IPv4 Default WAN IPvé Local IP address Model name Connectivity
1 ) DEMOGWEWO001 — CE:94.231E9B:E7 - - - - DEG-2000 PN synced
2 ® DEMOGWGWO002 — 3EA4&1EALZD0Z - = - - DBG-2000 N synced
3 ° DEMOGWGWO003 ~ B&FSAFD7:3572  118.163.108.246 - - - DBG-K1000 I confizcha
4 ) DEMOGWGWO004 — 32EF6F6424A0 118163108245 - B - DEG-2000(E1) P configcha:

3

Device Basic Settings

Changing the Device Site and Profile
1. Navigate to Monitor >Gateway > Devices and select a device from the list.

2. Select the Basic tab at the top.
3. Inthe Site and Profile section, select a Site from the drop-down menu.
4. Inthe Site and Profile section, select a Profile from the drop-down menu.

SITE AND PROFILE

Syme yhaben Sanisd

FF o i L ekl vl

T b L b 2218531
E'.? L = )
Tiene rooiie E urape BeebalLITC 0300, 05T

(""#-"'-' ﬂ CaRi0n - )

5. Click Save.
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The Performance Summary

Viewing and Customizing the Gateway Performance Summary
1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Summary tab. Click the tabs at the top to obtain additional information

described below:

Provides connection information for the device along with basic
port configuration and traffic statistics for each port. You can also
obtain Internet usage for both download and upload datain a
specified time frame.

Status

Provides reports of the number of connected clients in the selected
Statistics time frame. You can also obtain reports of WAN port usage and the
whole Internet usage as well as VPN usage.

Provides the utilization rate of each configured DHCP subnet. It

2lalSiz also lists the DHCP leases history.

Provides VPN connection statistics. The page lists the active VPN
association or connections, the traffic details, and the tunnel

VPN Status state. You can view the status (connect or disconnect) of the
gateway’s VPN connections as a whole (by selecting Overview for
the Display VPN type) or view each VPN separately.

Network Settings

Verifying and Changing the Default WAN Configuration

1. Navigate to Monitor > Gateway > Devices and select a device from the list.

2. Select the Network tab at the top.

3. Under WAN Mode Configuration, verify the WAN mode and the primary WAN port (or
Default WAN Configuration) settings. Note that the settings or configurations here
depend on the device model and firmware.

To change the Default WAN or WAN Mode Configuration:

1. Disable the option Use Profile configuration first at the top of the configuration page to
allow changes.

2. Select IPv4 and IPvé6 default WAN configuration. Or select a WAN mode from the
available options. For Primary WAN, designate a WAN port as the primary WAN. For
Auto-rollover using WAN, select both Primary and Secondary WAN ports as well as
the Health Check method. For DNS servers and Ping IP address methods, enter the
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respective server IP address as the destination to check the connectivity. Also enter the
Retry interval (seconds) and Failover after (number of failed retries). For Load balancing,
select the method (either Round robin or Spillover mode).

3. For Round robin, configure the Health check method (or none) and enter the Retry
interval (seconds) and Failover after (number of failed retries). Hence, if a WAN interface
disconnects, only the alternate WAN ports will transfer traffic flows in a round robin
manner. For Spillover, enter the Load tolerance (%) and Max bandwidth (Mbps) as the
threshold value. Once the threshold is exceeded, new traffic flows will be allocated to the
alternate WAN interfaces. The precedence for selection is based on the configuration of
Primary, Secondary, and Tertiary WAN interface.

4. Click Apply.

Note: The WAN mode can be configured using Profiles. Refer to Profiles of Configure - Gateway
for more information on how to configure each section.

Using Dynamic DNS

. Navigate to Monitor > Gateway > Devices and select a device from the list.
Select the Network tab at the top.

Under Dynamic DNS, enable or disable the service.

> Click Apply.

Ao p

To add a DDNS service:

1. Disable the option Use Profile configuration first at the top of the configuration page.
2. Click Add. Enter the following information:

WAN Interface Select the WAN interface for configuration

Service Provider Select the DDNS service provider.
Username/Password Enter the DDNS account name and password.
Hostname Enter the registered hostname with the DDNS service.

Enable or disable the wildcard option which will resolve

Uiitetezie *.hostname to the same designated IP address.
Use Public IP Enable or disable the use of a public IP address.
Force Update Interval Enter the DDNS update interval (days).

3. Click Save to close the screen. Then click Apply.
Using IP Alias for the WAN

Note: The IP Alias function is only available on supported models.

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Network tab at the top.
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3. Under IP Aliasing, click Add to bind one or multiple IP addresses to a WAN interface.

Enter the following information:

WAN Interface

Select the WAN interface for configuration

IP Address/Subnet Mask

Enter the IP address and subnet mask to bind to the
WAN interface.

4. Click Save to close the screen. Then click Apply.
Viewing and Customizing the Gateway Port Status Overview
1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Summary tab at the top. The ports of the gateway device are displayed along
with their detailed information shown in the table below:

Port Number

Numbering of the ports on the connector panel.

Interface Name

The name that identifies the port.

Port Status Displays the link state of the port.

MAC Address The MAC address of the port.

;Zﬁ::trij:ék The IP address and subnet mask assigned to the port
Gateway The gateway IP address if it has been assigned.

DHCP Mode Displays if DHCP service has been enabled on the device.
Sent Bytes The amount of data sent out of the port (bytes).

Received Bytes

The amount of data received through the port (bytes).
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Total Bytes

The total amount of sent and received data volume (bytes).

To configure a port's basic settings:

HPODNPR

Navigate to Monitor > Gateway > Devices and select a device from the list.
Select the Network tab at the top.

Disable Use Profile Configuration to allow modification.

Under Port Configuration, select a port and click EDIT under Actions. Specify the

following information for the selected LAN port:

Interface Type

Select the connection type: LAN, WAN, or DMZ.

Interface Name

Enter a name to identify this interface.

Enable or disable bridging with another network. Configure the

Bridge Network interface with more settings below if bridging is not enabled.

IP Address/ .

Subnet Mask Enter an IP address with subnet mask.

DHCP Mode Enable or disable DHCP service for IP address assignment.
Enter the following information if DHCP server is selected.
Domain name: Assign a domain name for DHCP service.
Starting IP address/Ending IP address: Enter the range of IP
addresses that can be assigned dynamically.

DHCP Server

Default gateway: Assign a default gateway for DHCP service.

DNS server: Configure DNS by specifying a static DNS server,
DNS setting from the ISP, or using DNS proxy. For static DNS,
enter the DNS servers or WIN server IP address.

Lease Time: Enter a time value of 1 to 10080 minutes.
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Allow Ping from LAN

Enable or disable ping command executed from this port.

DHCP Relay

Enter the remote DHCP server address if DHCP relay is
selected.

DNS Proxy

Enable or disable DNS proxy.

For a WAN port (if the device supports this feature), configure the following:

Interface Type

Select the connection type: LAN, WAN, or DMZ.

Connection Type

Select the connection method: DHCP, Static IP, PPPoE, PPTP, or
L2TP. For Static IP, enter the IP address/Subnet mask, Gateway
IP address and Primary/Secondary DNS servers, and specify
whether to keep the original MAC address as well as the MTU
size. For PPPoE, select the Address mode: Dynamic IP or Static
IP. For static IP, enter the IP address/Subnet mask and PPPoE
connection Username and Password. Then specify the
Authentication type from one of the following: None, MS-
CHAPv2, MS-CHAP, CHAP, PAP, or Auto-negotiate. For
Dynamic IP, you don’t need to enter the IP address/subnet
information but configure all other settings as specified above.
For both addressing modes, enter the Service name (optional)
and select the Reconnect mode: Always on, or On demand (enter
the Maximum idle time to wait before terminating the
connection in minutes for this option). Then configure the DNS
servers and specify whether to keep the original MAC address as
well as the MTU size. For PPTP, if Static IP is selected, enter the
following IP address information: IP address/Subnet mask,
Gateway IP address, and Static DNS IP address. For both
Address modes, enter the PPTP server name and connection
Username and Password. For both modes, configure whether
MPPE (Microsoft Point-to-Point Encryption (MPPE) will be used
and the Reconnect mode: Always on or On demand (enter the
Maximum idle time to wait before terminating the connection in
minutes for this option). Then configure the DNS servers and
specify whether to keep the original MAC address as well as the
MTU size. For L2TP, if Static IP is selected, enter the following IP
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address information: IP address/Subnet mask, Gateway IP
address, and Static DNS IP address. For both Address modes,
enter the L2TP server name and connection Username and
Password. For both modes, enter the Secret (optional) and
configure the Reconnect mode: Always on or On demand (enter
the Maximum idle time to wait before terminating the
connection in minutes for this option). Then configure the DNS
servers and specify whether to keep the original MAC address as
well as the MTU size.

Advanced Settings

Enable or disable the following passthroughs:

Internet Protocol Security (IPsec) which is used for securing
packets exchange at the IP layer.

Point-to-Point Tunneling Protocol (PPTP) which is used for
tunneling the Point-to-Point Protocol (PPP) communication in
an IP network.

Layer 2 Tunneling Protocol (L2TP) which is used for implementing
Point-to-Point sessions utilizing multipoint tunneling technique.

5. Click Save. Then click Apply to apply the settings to the affected device immediately.

Viewing and Configuring VLANSs

VLANSs allow you to divide the network to different segments. To obtain the current VLAN

settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Addressing. The VLANSs are displayed under the VLAN section with the

following information:

Name

A name that helps identify this VLAN.

VLAN ID

The assigned VLAN ID.

Untagged/Tagged Ports

The member ports for the untagged VLAN and tagged VLAN .
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IP add Subnet .
M:sk ress/subne The IP address/Subnet mask configured for the VLAN.
Captive Portal The associated Captive Portal page.

To configure a VLAN:

1. Disable the Use Profile configuration option.
2. Under VLAN, click Add to add a new VLAN.

3. Click Apply at the top left to apply the changes to the affected device immediately.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring IP Management List

The IP Management list displays the IP assignment of the DHCP clients:

Host Name The host name of the client device.

Interface The associated interface with the IP assignment.
IP Address The assigned IP address of the host.

MAC Address The MAC address of the host.

The assigned IPv6 suffix, which is the the last 64 bits of an IPvé

IPvé6 Suffix ddress.

Indicates whether the IP assignment is enforced on the client
IP-MAC Binding device with the specified MAC address to prevent the use of
other static IP address on this client.

Indicates whether this IP assignment is reserved for this client so
DHCP IP Reservation | that it can get the same IP assignment every time it sends a
DHCP IP request.

To configure IP management for DHCP clients:
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1. Disable the Use Profile configuration option.
2. Under IP Management List, click Add to add a new IP assignment.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring Routing

Routing determines the path for packet delivery in a network. The routing capabilities vary
depending on the device model.

To view the configured routing policies:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.

2. Select Network > Routing. The configured routing protocols are displayed:
IPv4/1Pvé Static Route

Name A name that helps identify this route.

Destination The destination subnetwork IP address.

The subnet mask of the destination address. This is only available for

STlaUEEER IPv4 configuration.

Gateway The IP address of the gateway or next hop.
Interface The associated interface for this route.
Metric The number of hub count.

Active Enable or disable this route configuration.

IPv4/1Pvé Policy Route

Name The name that helps identify the route.
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Local Gateway

The port of the device that the route would use.

Protocol

The protocols associated with this route.

Source Network

Assingle IP address or a range of IP addresses that this route will
be applied to. “Any” means all source IP addresses.

Destination Network

Assingle IP address or a range of IP addresses that this route will
be applied to. “Any” means all destination IP addresses.

Source Port

The port number used for this type of traffic. ”Any” means all
source ports will be used for this service.

Destination Port

The port number used for this type of traffic. ”Any” means all
destination ports will be used for this service.

Active

RIP Configuration

Enable or disable this route configuration.

The interface by which Routing Information Protocol (RIP)

Interf . . .

rrertace information exchange will be performed.
Direction Indicates inbound, outbound, or traffic for both directions.
Version The version of the RIP

Authentication

Indicates whether the authentication is enabled.

Active
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OSPFV2 Configuration

Interface The interface assigned to the area defined below.

NSSA Enable or disable the not-so-stubby area (NSSA) which can
import external route information.

Area The assigned area ID.

. The OSPF priority which is used for determining the OSPF

Priority .
designated router.

Hello Interval The time interval (seconds) between each hello packet.
The time (seconds) the device must wait before it declares a

Dead Interval neighbor OSPF router down when a hello packet has not been
received.

Cost The cost of the OSPF path.

Authentication Indicates the authentication method used

LAN Route Exchange Enable or disable the exchange of LAN routing table.

Active Enable or disable this OSPF route configuration.

To configure routing policy:

1. Disable the Use Profile configurationoption.
2. Under each routing protocol supported by the device model, click Add to add a new
routing policy.
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Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring Services
Supported services can be configured individually depending on the features of the gateway.
To view and configure the supported services and network functions:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Network > Services.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Managing Traffic

The Traffic Management provides control over certain types of traffic by setting limits on
bandwidth and sessions. Note that the availability of this function depends on the capability of the
gateway.

To view Traffic Shaping rules configured:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Traffic Management.

Under Traffic Shaping, the following is displayed:

The policy name.

Name

Policy Type Whether the traffic policy is applied to inbound or outbound
traffic.

WAN Interface The WAN port that this policy should be applied to.

Management Type The metric to define the policy: Rate or Priority. Configure the
following if Priority is selected: Low, Medium, or High. Higher
priority means the traffic will be allocated with more
bandwidth. If Rate is selected, enter the maximum bandwidth
and minimum bandwidth (kbps).

Priority/Bandwidth The priority or the bandwidth configured for the respective

Rate management type.
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Service The type of traffic according to the protocol or application
service configured.

Traffic Selector Match | The criteria for the traffic to which the policy should be applied:
Type IP address, MAC address, or Interface.

Schedule Policy The schedule policy that makes the policy effective during the
designated time frame. Go to Configure > Schedule policies for
scheduling information and configuration.

Viewing and Managing Session Limiting
To view Session Limiting rules configured:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Traffic Management.

Under Session Limiting, the following is displayed:

The policy name.

Name

Source Type The source address can be configured as a single IP address,
an |IP address range, or an interface.

Maximum Sessions The maximum number of sessions allowed (1-999).

Schedule Policy The schedule policy that makes the policy effective during the
designated time frame. Go to Configure > Schedule policies for
scheduling information and configuration.

Viewing and Managing Custom Warning Pages
To view Custom Warning Page configured:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Traffic Management.

Under Custom Warning Page, the following is displayed:
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The policy name.

Name

Source Type The configured warning page to be displayed to users when
the maximum limit of sessions has been reached . Go to
Configure > Splash pages to view all the configured splash
pages.

Active Whether this rule is active or inactive.

To configure Traffic Management:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Traffic Management.
3. Disable the option Use Profile configuration.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring Captive Portal

The captive portal displays a splash page to wireless users who are required to agree to terms and
conditions to use Internet services.
To view Captive Portal configured:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Captive Portal.

The following information is displayed:

Name The profile name.
Captive Portal The authentication method for the users.
Splash Page The pre-configured splash page which a wireless user must visit

prior to using Internet services. The design of the page depends
on the use case.

Basic Login For basic login page, the associated authentication method: a
local authentication database or an authentication server
system.
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3rd party Credentials The configured third-party credential to be used for login.

SSID/VLANSs A pre-configured SSID/VLAN assigned to this captive portal
setting.

To configure Captive Portal:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Captive Portal.
3. Disable the option Use Profile configuration.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring High Availability

Virtual Router Redundancy Protocol (VRRP) can be utilized to implement fault tolerance and load
balancing on a network by designating primary and backup roles among the virtual routers. The
primary router is responsible for processing packets sent to a virtual IP address and the backup
router takes up the primary role when the primary becomes unavailable. This availability of this
feature depends on device model.

To view VRRP settings configured:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > High Availability. The following is displayed:

The unique identifier for the VRRP group.

VRRP ID

Interface The interface to which the VRRP configuration would be
applied.

IP Address The virtual IP address.

Node Type The designated role of the virtual router: Master or Backup.

Priority The Priority determines the order of selection for a primary
virtual router among the backup virtual routers (1-255). Higher
number means high priority.

To configure VRRP settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > High Availability.
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3. Disable the option Use Profile configuration.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring Wireless

You can create multiple SSIDs for your wireless network and configure each SSID with unique
settings to accommodate different wireless usage scenarios. You can also configure radio settings
such as operating mode and channels for different frequencies supported for the device model.
Note that this feature is only available for supported models.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Security Settings
Security features consist of firewall, intrusion prevention, and web content filtering as well as
application control.

Note: Changing the Routing mode from Network Address Translation (NAT) to Router (go to
Network > Addressing), the Security Firewall’s option of Use Profile configuration will be
disabled. Moreover, the rules configured for Port forwarding, Port triggering, and 1:1 NAT will
be erased.

Firewall
To view a gateway's firewall settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Firewall.

The following information is displayed:
IPV4/1Pv6 FIREWALL RULES

IPv4/Ipvé Firewall Rules allow or block certain types of traffic that need to be forwarded through
the device.

Priority The assigned priority number (1-998). Lower number means
higher priority.

Name The name of therule.

Policy Indicates whether it is a allow or deny rule.
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Protocol

The associated protocol for the rule: Any, TCP, UDP, TCP/UDP,
or ICMP.

Source Interface

The interface that the traffic is sent from.

Source

Asingle IP address or arange of IP addresses as the source
host. Any means traffic from all IP addresses.

Source Port

The source port number used for this type of traffic. Any means
all ports.

Destination

Asingle IP address or arange of IP addresses as the destination
host. Any means traffic destined to all IP addresses.

Destination Port

The destination port number used for this type of traffic. Any
means all ports.

Schedule

The associated Schedule Policy.

Active

Indicates whether this rule is enabled or disabled.

Note: The availability of IPvé Firewall Settings depends on the features of the device model.

Port Forwarding

Port Forwarding redirects traffic entering the WAN to another port on the LAN. This is useful
when a certain service is hosted on an interval server on the LAN.

To view Port Forwarding rules:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Firewall.

The following information is displayed:

Name

The name for the rule.

Mode

Indicates whether the rule is for traffic forwarding or port
translation.
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Interface

The WAN interface to which this rule should be applied.

Protocol The associated protocol of this rule: TCP, UDP, or TCP/UDP.

Public Port The external port associated with this type of traffic or service
(1-65535). It can be a single port or a range of ports.

Local IP The IP address of the local server.

Local Port The local port used for this service if translation mode is

selected.

Allowed Remote IPs

The IP addresses of the remote hosts that this rule will be
applied to. Any means all remote hosts.

Active

Port Triggering

Indicates whether this rule is enabled or disabled.

Port Triggering dynamically opens public ports for inbound traffic after certain ports are triggered

by a service request.

To view Port Triggering rules:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Firewall.

The following information is displayed:

Name

The rule's name.

Protocol

The protocol to which the rule is applied: TCP, UDP, or TCP/
UDP.

Outgoing Trigger Port

The outgoing port used for this service.

Incoming Trigger Port

The incoming port used for this service.

Active

1:1 NAT

Indicates whether this rule is enabled or disabled.
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One-to-one NAT allows a static mapping between an internal IP address and an external IP
address.

To configure 1:1 NAT rules:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Firewall.

The following information is displayed:

Name The rule name.

Interface The WAN interface that this rule should be applied to.

WAN [P The WAN IP address as the external IP address for
translation.

Local IP The local IP address as the interval IP address for
translation.

Protocol Indicates the associated protocol of this rule: TCP, UDP, or
TCP/UDP.

Port The port used for this traffic type.

Allowed remote IPs The IP addresses of the remote hosts that this rule will be

applied to. Any means to allow all remote hosts.

To configure Firewall rules:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Firewall.
3. Disable the option Use Profile configuration.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring IPS Settings
To view Intrusion detection and prevention settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security >IPS.
3. Disable the option Use Profile configuration.
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If the device is equipped of intrusion detection functions, you can enable or disable the following
services:

Intrusion Detection Enable intrusion detection. And select the WAN and LAN
interfaces that the IPS and IDS should be implemented.

Intrusion Prevention | Enable intrusion prevention. And select the WAN and LAN
interfaces that the IPS and IDS should be implemented.

Stealth Mode This mode protects your device from Internet intrusion by not
responding to unauthorized requests.

Block TCP Flood Enable to block TCP flooding to WAN.

Bock UDP Flood Enable to block UDP flooding to LAN.

Filter Check Mode Enable the TCP filtering check mode.

Allow ICMP Traffic Enable to allow packets of Internet Control Message Protocol to
pass through.

DoS Attacks Denial-of-Service (DoS) attacks encompass SYN Flood, ICMP
Flood, and Echo storm. Configure the flood rate of each attack in
packets/second for detection.

4. Click Apply at the top left to apply the settings to the affected devices immediately.
Viewing and Configuring Web Content Filter

The Web Content Filter is used to prevent access to unwanted websites. It allows you to create
profiles that can take effective during the designated time frame and block websites belonging to a
certain category.

Web Content Filter List

To view the Web Content Filter List:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security >Web Content Filter.

Under Web Content Filter List, the following is displayed:

Name The name for the filtering rule.
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Policy State whether this is a allow or block policy.

Schedule The pre-configured scheduling.

Scope The specified hosts or the whole network that this rule will be
applied to.

Filtering Type The type consists of a variety of categories, URLs, and custom

groups to restrict the access to defined websites.

Active State whether the ruleis active.

Under Custom Warning Page, you can obtain the configured warning page that will display related
messages when a restricted webpage is being visited. The following is displayed:

Name Enter a name for this configuration.

Source Type The pre-defined warning page to be displayed.

State whether the rule is active.
Actions

Under Custom Group List, you can obtain the Custom group which will be used to define the
content filtering type above:

Group Name The name for the custom group.

URLs If URL filtering is used, it shows the name and keyword for the
website. This blocks access to websites based on a website's
domain name (e.g. google.com) and keywords with matching
URLs. For example, keyword "ABC" will block "www.ABC.com"
and "xxx.ABC.com" and other URLs containing ABC.

Category Filtering If Category filtering is used, it shows the pre-defined categories
to block access to.

InUse State whether this rule has been activated.

To configure Firewall rules:
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1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Web Content Filter.
3. Disable the option Use Profile configuration.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring Application Control

The Application Control is used to restrict certain communication of applications. It allows you to
create profiles that can take effective during the designated time frame and prevent traffic of
certain applications from being transferred.

Auto Upgrade

Enable automatic upgrade of application signature database and select the update schedule by
entering the upgrade frequency in minutes or setting a specified time of a designated weekday for

weekly updates.

To add an application control rule:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Application Control.
3. Under Application Control List, the following information is displayed:

Name The policy name.

Policy State whether this is a allow or block policy.

Schedule The pre-configured schedule. For configured scheduling
methods, go to Configure > Schedule policies.

Scope The specified hosts or the whole network that this rule will be
applied to.

Application State whether the filtering rule is based on a single application,
or asingle application from a pre-defined category, or a custom
group of selected applications.

Active State whether the application control policy is active or

inactive.

Under Custom Group List, you can obtain Custom Group defined which will be used to define the

application type above:
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Group Name The name of the custom group.

Application List The selected applications for the custom group.

In Use State whether this rule has been activated.

To configure Application Control:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Application Control.
3. Disable the option Use Profile configuration.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

VPN Settings

A Virtual Private Network (VPN) builds an encrypted connection between endpoints over a public
network utilizing tunneling techniques. VPN can be configured only if your device supports this
feature.

Site to Site VPN

The site-to-site VPN is a technique that allows connectivity between the offices located at multiple
locations by setting up an IPsec tunnel over the Internet to access the intranet. In short, a site-to-
site VPN builds a secure path over an insecure path. The Nuclias cloud gateway allows users to
establish a VPN tunnel without manually entering the tunnel endpoint details and the local/remote
networks. Instead, the Nuclias cloud gateway maintains these details and lets users select the
networks.

Configuring Quick VPN

Quick VPN is a Nuclias auto-provisioning site-to-site VPN technology that allows you to quickly
and easily build VPN tunnels between Nuclias gateway devices without tedious manual VPN
configuration. If it is disabled, set up VPN manually at Manual VPN Settings to establish VPN
connection with other partners.

To view or configure Quick VPN settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.

2. Select VPN > Site-to-site VPN.s

3. Select the topology: Hub-and-Spoke or Full Mesh. If Full Mesh is selected, the VPN
establishes the Gateway-to-Gateway |Psec tunnel with other devices registered in the
same or different sites of the same organization. To establish a tunnel with a particular
remote device, enable the Join member field in the Remote VPN participants table. Once
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the tunnel configuration is pushed to the remote peers, traffic gets initiated by the user,
and a tunnel is established between the remote peers.

4. If Hub-and-Spoke is selected, specify the role to be either a hub or spoke. If Spoke is
selected, you can choose hubs to build VPN tunnels in the Exist hubs table. In addition, it
lists the Exist hub devices available with the option of Primary Hub. If you enable the
Primary Hub field, the selected hub will be the primary hub for the spoke and can
communicate to all the spoke devices linked to this hub. At a time, you can enable only one
primary hub. If Hub is selected, then VPN tunnels will be built among hubs and dependent
spokes.

5. If Hub mode is selected, enable or disable VPN connection with a remote peer. You may
also choose to designate a remote peer as a backup hub.

6. If Spoke mode is selected, you can choose to designate a remote peer as the primary hub.

7. Click Apply.

Quick VPN Settings

In the Local networks section, if you have multiple subnets, you can specify which one subnet
participates in the VPN, i.e., traffic from the enabled subnet will be encrypted by the IPsec VPN. All
local subnets must be unique within the VPN topology

Note: A list of Quick VPN connections will be displayed in the Summary > VPN Status page. Select
Quick VPN (Full Mesh and Hub-and-Spoke) as the Display VPN type.

Configuring Manual VPN
To view or configure Manual VPN settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select VPN > Site-to-site VPN. Enter the following:

Connection Name Enter a name for this VPN connection (1-64 characters).

IKE Profile Select the IKE profile which contains security settings that
will be used for the VPN connection.

Local Network The scope of the local network to which the VPN connection
will apply.
Local Network Enter alocal IP address or subnetwork of the local network

to participate in the VPN. If Single IP is selected, enter the IP
address. If Subnet is selected, enter the IP address and
subnet mask (or prefix for IPvé). Select Any for the entire
local network.
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Remote Network

Enter aremote IP address or subnetwork of the remote
network to participate in the VPN. If Single IP is selected,
enter the IP address. If Subnet is selected, enter the IP
address and subnet mask (or prefix for IPvé). Select Any for
the entire remote network.

Outgoing Interface

Select an interface to which the VPN connection will use.

Remote Gateway

Select FQDN or Static IP for configuring the remote gateway
address. Then enter the IP address or FQDN address.

Keep-alive Enable or disable keep-alive for VPN reconnection. If enabled,
enter the source and destination IP address as well as the
detection period in seconds (10-199) and retry after the
number of failures (3-99).

Idle Timeout Enter the maximum length of time that the VPN connection can

stay active when three is no traffic.

Dead Peer Detection

Enable detection for dead peers. If enabled, enter the detection
interval (10-999 seconds) and Retry after failure (3-99 times).

NetBIOS Broadcast

Enable or disable NetBIOS broadcast from one end to be
forwarded to the other end of the VPN connection.

Outgoing Backup
Interface

Select an interface to which the VPN connection will use as a
backup if Dead Peer Detection is enabled.

Remote Backup
Gateway

Select FQDN or Static IP for configuring the remote gateway
address if Dead Peer Detection is enabled.

IKE Backup Profile

Profile Name

Select the IKE profile which contains security settings that
will be used for the backup VPN connection if Dead Peer
Detection is enabled.

To add an IKE profile,enter the following:

Enter a name for this IKE profile.
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IKE Version

Select the IKE version: v1 or v2.

IKE phase-1 Settings

Exchange Mode

Select the exchange mode: Aggressive or Main.

Local Identifier Type

Select the identification method: Local WAN IP, FQDN, or
User-FQDN. And enter the identifier according to the selected
method.

Remote Identifier Type

Select the identification method: Remote WAN IP, FQDN, or
User-FQDN. And enter the identifier according to the selected
method.

DH Group Select a Diffie-Hellman (DH) Group for key exchange. These
groups vary in prime key lengths.
Encryption Algorithm Select encryption algorithm(s) for ESP packets encryption.

Authentication
Algorithm

Select authentication algorithm(s). And enter the SA lifetime in
seconds (300-604800).

Authentication Method

Select the authentication method. Then enter the preshared
key or select a certificate depending on the method selected.
Go to Settings > Certificate Management for Certificate list.

Extended
Authentication

Enable this and select extended authentication method:
Authentication server, IPsec host, or Local authentication.
Depending on the method, select the corresponding RADIUS/
LDAP/POP3/Active Directory/NT Domain server or Local
Authentication profile or enter the username and password for
IPsec host. Refer to Configure > Authentication > Local
Authentication list and Authentication servers for
Authentication profiles and servers.

IKE phase-2 Settings
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Protocol Selection

Select either ESP or AH. If Encapsulating Security Payload (ESP)
is selected, select the Encryption algorithm to encrypt or
decrypt ESP packets.

Authentication
Algorithm

Select the authentication algorithm for header packets
validation.

SA Lifetime (sec.)

Enter the SA lifetime (300-604800 seconds) for the active
duration of a VPN tunnel.

Perfect Forward
Secrecy

Enable or disable the Perfect Forward Secrecy. If enabled, the
VPN communication is better protected with renewed
negotiation of key values in the exchange.

DH Group

3. Click Apply at the top.

If the above PFSis enabled, select the DH group for key
establishment.

Note: A list of Quick VPN connections will be displayed in the Summary > VPN Status page. Select
Quick VPN (Manual) as the Display VPN type.

Client to Site VPN

An IPsec policy can be defined between this router and another gateway to create network-to-
network IPsec tunnels. To configure IPsec VPN Server settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select VPN > Client-to-site VPN. Enter the following:

Connection Name

Enter a name for this configuration

IKE

Select a pre-configured IKE profile for this VPN configuration.

Local Network

Enter the IP address and subnet mask of the local network.
Select Any to not restrict to a single subnet.

Tunnel Mode

Select either full or split tunnel for the mode. Select Full tunnel
or Split tunnel. The Split mode will split DNS requests among
DNS servers. It allows you to create two zones for the same
domain, one to be used by the internal network, the other used
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by the external network .For Split tunnel, enter the Split
Domain names.

DHCP Relay

Enable or disable DHCP relay. If enabled, enter the IP address of the
relay gateway. If disabled, enter the following IP address
information.

Starting IP Address/
Ending IP Address

Enter the range of the IP addresses for VPN connections.

Primary/Secondary
DNS

Enter the primary and optional secondary DNS servers.

Primary WINS Server/
Secondary WINS
Server

Enter the primary and optional secondary Windows Internet
Naming Service (WINS) servers.

Outgoing Interface

Select the WAN interface to which the IPsec VPN should
apply.

Split DNS

Enable or disable Split DNS if Split tunnel is selected. And
enter the domain names if enabled (3-253 characters).

NetBIOS Broadcast

Profile Name

Enable or disable NetBIOS information to be forwarded to
the other endpoint of the VPN tunnel. The information is used
for name resolution in Windows networking.

To add an IKE profile, enter the following:

Enter a name for this IKE profile.

IKE Version

Select the IKE version: v1 or v2.

IKE phase-1 Settings

Exchange Mode

Select the exchange mode: Aggressive or Main.
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Local Identifier Type Select the identification method: Local WAN IP, FQDN, or
User-FQDN. And enter the identifier according to the selected
method.

Remote Identifier Type | Select the identification method: Remote WAN IP, FQDN, or
User-FQDN. And enter the identifier according to the selected
method.

DH Group Select a Diffie-Hellman (DH) Group for key exchange. These
groups vary in prime key lengths.

Encryption Algorithm Select encryption algorithm(s) for ESP packets encryption.

Authentication Select authentication algorithm(s). And enter the SA lifetime in
Algorithm seconds (300-604800).

Authentication Method| Select the authentication method. Then enter the preshared
key or select a certificate depending on the method selected.
Go to Settings > Certificate Management for Certificate list

(refer to Certificate Management) .

Extended Enable this and select extended authentication method:
Authentication Authentication server, IPsec host, or Local authentication.
Depending on the method, select the corresponding RADIUS/
LDAP/POP3/Active Directory/NT Domain server or Local
Authentication profile or enter the username and password for
IPsec host. Refer to.Configure > Authentication > Local
Authentication list and Authentication servers for

Authentication profiles and servers.

IKE phase-2 Settings

Protocol Selection Select either ESP or AH. If Encapsulating Security Payload (ESP)
is selected, select the Encryption algorithm to encrypt or
decrypt ESP packets.

Authentication Select the authentication algorithm for header packets

Algorithm validation.
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SA Lifetime (sec.)

Enter the SA lifetime (300-604800 seconds) for the active
duration of a VPN tunnel.

Perfect Forward

Enable or disable the Perfect Forward Secrecy. If enabled, the

Secrecy VPN communication is better protected with renewed
negotiation of key values in the exchange.
DH Group If the above PFSis enabled, select the DH group for key

3. Click Apply at the top.

PPTP/L2TP

establishment.

A PPTP server is available on the router for LAN and WAN PPTP client users to access.

To configure PPTP/L2TP Server settings

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select VPN > PPTP/L2TP. Enter the following:

Name Enter a name for the configuration profile of the server (1-64
characters).
Server Type Select either PPTP or L2TP.

Routing Mode

Select either NAT or Router.

Starting IP Address/
Ending IP Address

Enter the LAN IP address range to be assigned to the VPN
clients.

Authentication Server

Select the authentication server. Depending on the

method, select the corresponding RADIUS/LDAP/POP3/Active
Directory/NT Domain server or Local Authentication profile.
Go to Confi > Authentication > | | Authentication list
and Authentication Servers for Local authentication profiles
and authentication servers list.

Authentication
Protocol

Select the authentication protocol(s): All, PAP, CHAP, MS-
CHAP, and MS-CHAPv2.
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Encryption

[PPTP only] Select the encryption method(s) for PPTP: For
PPTP, select All, MPPE 40 bit, MPPE 128 bit, or Stateful MPPE.
The Microsoft Point-to-Point (MPPE) encrypts data for PPTP
VPN.

Idle Timeout

The length of time (seconds) to wait before terminating a VPN
session (300-1800).

NetBIOS

[PPTP only] Enable or disable NetBIOS, which is used for name
resolution in Windows networking, if there is a WINS server set
up inyour LAN. If enabled, enter the Windows Internet Naming
Service (WINS) server IP address. This option is only available
for PPTP.

Enable Secret Key

[L2TP only] Enable or disable the secret key (or preshared key) with
8-63 characters which will be required for client VPN settings.

L2TP over IPsec

[L2TP only] Enable or disable L2TP over Internet Protocol
Security (IPsec), on which L2TP relies for secure packets
exchange.

IKE Version: Configure Internet Key Exchange (IKE) if L2ZTP Over IPsec is enabled.

IKE version

Select the IKE version for configuration.

IKE phase-1 settings

Exchange Mode

Select the exchange mode: Aggressive or Main.

Local Identifier Type

Select the identification method: Local WAN IP or FQDN. And
enter the identifier according to the selected method.

Remote Identifier Type

Select the identification method: Remote WAN IP or FQDN.
And enter the identifier according to the selected method.

DH Group Select a Diffie-Hellman (DH) Group for key exchange. These
groups vary in prime key lengths.
Encryption Algorithm Select encryption algorithm(s) for ESP packets encryption.
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Authentication
Algorithm

Select authentication algorithm(s). And enter the SA lifetime in
seconds (300-604800).

Authentication Method

Select the authentication method. Then enter the preshared
key or select a certificate depending on the method selected.
Go to Settings > Certificate Management for Certificate list.

Extended
Authentication

Enable this and select extended authentication method:
Authentication server, IPsec host, or Local authentication.
Depending on the method, select the corresponding RADIUS/
LDAP/POP3/Active Directory/NT Domain server or Local
Authentication profile or enter the username and password for
IPsec host. Refer to Configure > Authentication > Local
Authentication list and Authentication servers for Local
authentication profiles and authentication servers.

IKE phase-2 settings

Protocol Selection

Select either ESP or AH. If Encapsulating Security Payload (ESP)
is selected, select the Encryption algorithm to encrypt or
decrypt ESP packets.

Authentication
Algorithm

Select the authentication algorithm for header packets
validation.

SA Lifetime (sec.)

Enter the SA lifetime (300-604800 seconds) for the active
duration of a VPN tunnel.

Perfect Forward

Enable or disable the Perfect Forward Secrecy. If enabled, the

Secrecy VPN communication is better protected with renewed
negotiation of key values in the exchange.
DH Group If the above PFS is enabled, select the DH group for key

establishment.

PPTP VPN Client can be configured on this router to access a remote network.

To configure a VPN client,enter the following:
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Name Enter a name for the PPTP/L2TP configuration profile of the
client (1-64 characters).

Client Type Select either PPTP or L2TP.

VPN Server Enter the IP address or FQDN of the VPN server

Tunnel Type Select Full tunnel or Split tunnel. Split tunnel mode only sends

traffic to the private LAN with pre-specified client routes and
give the client access to specific private networks, thereby
allowing access control over specific LAN services.

Remote Network/
Netmask

Enter the remote network and netmask if split tunnel is
selected.

Username/Password Enter the username and password required for connection.

Encryption For L2TP server, enter the Secret key (8-63 characters) if
encryption is enabled. This value must match the preshared
key value entered on the VPN server.

MPPE Enable the Microsoft Point-to-Point Encryption (MPPE),
which encrypts data for VPN communication.

Idle Timeout For PPTP, enter the length of time (seconds) to wait before

terminating a session.

Reconnect Mode

For L2TP, select On demand or Always on. Enter the
Maximum idle time in seconds (300-1800) to wait before
dropping an idle connection.

L2TP over IPsec

Enable or disable L2TP over Internet Protocol Security
(IPsec), on which L2TP relies for secure packets exchange.

IKE Version: Configure Internet Key Exchange (IKE) if L2TP Over IPsec is enabled.

IKE version

Select the IKE version for configuration.

IKE phase-1 settings
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Exchange Mode

Select the exchange mode: Aggressive or Main.

Local Identifier Type

Select the identification method: Local WAN IP or FQDN. And
enter the identifier according to the selected method.

Remote Identifier Type

Select the identification method: Remote WAN IP or FQDN.
And enter the identifier according to the selected method.

DH Group Select a Diffie-Hellman (DH) Group for key exchange. These
groups vary in prime key lengths.
Encryption Algorithm Select encryption algorithm(s) for ESP packets encryption.

Authentication
Algorithm

Select authentication algorithm(s). And enter the SA lifetime in
seconds (300-604800).

Authentication Method

Select the authentication method. Then enter the preshared
key or select a certificate depending on the method selected.
Go to Settings > Certificate Management for Certificate list.

Extended
Authentication

Enable this and select extended authentication method. Enter
the Username and Password if IPsec host is selected.

IKE phase-2 settings

Protocol Selection

Select either ESP or AH. If Encapsulating Security Payload (ESP)
is selected, select the Encryption algorithm to encrypt or
decrypt ESP packets.

Authentication
Algorithm

Select the authentication algorithm for header packets
validation.

SA Lifetime (sec.)

Enter the SA lifetime (300-604800 seconds) for the active
duration of a VPN tunnel.

Perfect Forward
Secrecy

Enable or disable the Perfect Forward Secrecy. If enabled, the
VPN communication is better protected with renewed
negotiation of key values in the exchange.
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DH Group

3. Click Save.

If the above PFSis enabled, select the DH group for key
establishment.

Note: A list of PPTP/L2TP connections will be displayed in the Summary > VPN Status page.

OpenVPN

OpenVPN allows peers to authenticate each other using certificates, or username/password.
When used in a multiclient-server configuration, it allows the server to release an authentication
certificate for every client, using signature and Certificate authority. An OpenVPN can be
established through this router.

To configure OpenVPN settings

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select VPN > OpenVPN. Enter the following:

Mode

Select the mode for the OpenVPN: Server, Client, or Access
server client.

Upload Access Server
Client

[Access Server Client mode only] Upload a configuration file
which contains server and client IP address information if
Access server client mode is selected. In access server client
mode, the user has to download the auto login profile from
the OpenVPN Access Server and upload the same to connect.

CRL Certificate

[Access Server Client mode only] Openvpn provides CRL
authentication using CRL certificate. You can upload the required
certificates by enabling it it first.

VPN Network/Netmask

[Server mode only] Enter the network IP address/netmask of
the VPN. This is only available for the Server mode.

Server IP/Failover
Server IP

The IP address or FQDN of the VPN server and failover
server. This is only available for the Client mode.

Duplicate CN

[Server mode only] Enable or disable the duplicate CN to
allow or disallow the same certification for multiple clients.
This is only available for the Server mode.
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Port

Enter the port number for VPN communication. The default
is 1194.

Tunnel Protocol

Select the protocol for tunneling: TCP or UDP.

Encryption Algorithm

Select the encryption method: AES-128, BF-CBC, AES-192,
or AES-256.

Hash Algorithm

Select the hash algorithm: SHA1, SHA256, or SHA512.

Tunnel Type

[Server mode only] Select the tunnel type: Full or Split. If Split is
selected, enable or disable the client-to-client

communication. Full Tunnel mode sends all traffic from the
client across the VPN tunnel to the router. Split Tunnel mode
only sends traffic to the private LAN with specified client
routes. This is only available for Server mode configuration.

User-based
Authentication

Enable or disable user-based authentication. If this is enabled,
select the user profiles for Local authentication if server mode
is used (refer to Local Authentication). If client mode is used,
enter the username and password for VPN connection. Also
select a certificate for TLS key if TLS authentication is used

(refer to Certificate Management).

Certificate Verification

Enable or disable the use of certificate for verification.

Certificate Select an available certificate from the list. The content of the
certificate will be loaded in the field below.

TLS Authentication Key| Enable or disable the TLS authentication. If enabled, select an
TLS authentication key from the certificate list. To obtain the
certificate list, go to Settings > Certificate Management.

DH Key Select a DH key from the certificate list. This is only available

for Server mode configuration. To obtain certificate list, go to
Settings > Certificate Management

Server Policies
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address or IP networks on the LAN and can be enforced on the
specified scope according to the supported features of the
router. The List of Available Policies can be filtered based on
whether it applies to a user, group, or all users (global).

To add a new server policy, enter the following:
Policy name: Give a name for this policy.
Policy: Select whether it is a Deny or Permit policy.

Scope: Select whether it is a global policy or to be applied for
certain users using Local authentication. Select the user profile
if Local authentication is selected.

Apply policy to: Select whether to apply this policy to a single IP
address or a subnet work and enter the required IP address
and/or the Subnet mask and the port number.

ICMP: enable or disable Internet Control Message Protocol (ICMP)
trafficin VPN connections.

Remote Networks

If this is enabled, click Add to add a remote network
configuration: enter a name for the configuration and the
remote network IP address and subnet mask.

Port Enter the port number (1-65535). This can be a single port or a
range of ports, e.g. 3000-3200.
ICMP Enable or disable the use of ICMP in the VPN communication.

OpenVPN provides authentication using certificates. This system will allow you to configure
client list using Local Authentication list (refer to Local Authentication) and centrally manage
the client certificates (refer to Certificate Management).To configure Client list for Server

mode configuration:

1. Under Client list, click Import. The Import users from local authentication list page

displays.

2. Select a pre-configured local user profile or click Add local authentication and configure a
local user profile by specifying the following: the Local Authentication profile name, the
Access level, Managed Sites, and the username and password for each new user. You can
use the Bulk import function to upload a CSV file containing the user information to add
multiple users at once. Refer to Configure > Authentication > Local Authentication list for

more information.
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3. Click Save. Once a Local authentication profile is imported successfully, you can manage
the clients' certificates in the Certificate Management page (go to Settings > Certificate
management) .

To configure OmniSSL Portal Layout for Server mode configuration:

OmniSSL facilitates the client installation from the device via the instructions on the portal page
and is an enhancement to the existing OpenVPN. The enhancements allow the VPN tool to be
used via mobile devices and eliminate browser and Java dependencies.

1. Under OmniSSL Portal Layout, click Add. The Add portal layout configuration page
displays.

2. Enter a name for the profile and select a pre-defined login page for OmniSSL. Refer to
Configure > Splash pages for more information. The Splash pages allow you to create a
custom page that is presented upon authentication to the remote OmniSSL users.

3. Click Save.

Note: A list of OpenVPN connections will be displayed in the Summary > VPN Status page.

GRE Tunnel

GRE tunnels allow for broadcast traffic on the LAN of the router to be passed over the internet and
received by remote LAN hosts.

To view or configure GRE Tunnel settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select VPN > GRE Tunnel. Enter the following:

Name The name for the GRE Tunnel configuration.

Interface Select the WAN interface to create this tunnel with from the
drop-down menu.

GRE Tunnel IP/ Enter the IP address/subnet mask of this endpoint. It will be

Subnet Mask referenced in the other router's static route as the Gateway IP
address.

Remote IP Enter the WAN |IP address of the endpoint router.

Static Route IP address/Subnet mask: Enter the destination IP address/subnet

Configuration mask of the static route from the remote LAN subnet.

Gateway IP address: Enter the GRE tunnel IP of the terminating
router that manages the remote LAN.

3. Click Save.
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4. Click Apply at the top left to apply the settings to the affected device immediately.

Note: The GRE connection status will be displayed in the Summary > VPN Status page.

Tools

Performing a Device Ping Test
1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Tools tab in the top-right of the screen.
3. Inthe IPv4 or IPv6 address/FQDN field in the Ping section, enter a valid IP address or
FQDN.
4. Click Ping for IPv4 addresses or Pingé for IPvé addresses of the remote hosts. The results
will be displayed as shown below:

PING

1Pv4 address/FQDN Google.com
1Pvé address/FQDN Google.com
x

Result

PIMNG Googlecom (142.251.42 238):

Request timeout for icmp_seq 0

Request timeout for icmp_seq 1

Request timeout for icmp_seq 2

Request timeout for icmp_seqg 3

—-Google.com ping statistics —

0 packets transmitted, O packets received, Nan3: packet loss
round-trip min‘avz/max/stddev = 0s/0s/0s/0s

Performing a Traceroute Test
1. Navigate to Monitor > Gateway > Devices and select a device from the list.

2. Select the Tools tab in the top-right of the screen.

3. Under Traceroute, enter a valid IP address or FQDN in the IP address/FQDN field.

4. Click Traceroute for IPv4 addresses or Tracerouteé for IPv6 addresses of the remote
hosts. The results will be displayed as shown below:
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TRACEROUTE

IPv4 zddress/FQDMN 3888
|Pvé address/FQDN 2001:4860:4560::8555

Result

traceroute to 8.8.8.5 (3.8.8.8), 20 hops max, 52 byte packets X
1192.168.48.1 (192.165.48.1) 198.357Aps

210.33.75.1(10.33.75.1) 763.513Aps

3118-163-108-254 hinet-ip.hinet.net. {113.163.108.254) 1.368446ms
4tped-3302 hinetnet. (1568.95.211.90) 1.299016ms

5220-125-5-42 hinet-ip.hinet net. (220,128 5.42) 2 797599ms
£220-125-9-126 hinet-ip hinetnet. (220.128.9.126) 2.495531ms
77214309175 (72.14.209.178) 2.752631ms
&72.14.2150(72.14.215.0) 3.094828ms

2 209.85.245 64 (209.85.245 64) 4.019198ms

10 dns.google (8.8.3.8) 2.852906ms

Performing LED Blinking and Device Reboot
1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Tools tab in the top-right of the screen.
3. Inthe Others section, click Reboot to reboot the device. Or click Start to start blink LEDs
on the device. Click Stop to top blinking LEDs.

OTHERS

BlinkLEDs € Device LEDs are blinking...
Reboot device

Note: Please refer to the respective device's manual for the status of LED indicators.
Performing WAN Throughput Test

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Tools tab at the top right of the screen.

3. Inthe WAN Throughput section, click Go. The upload and download speed will be
displayed.
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WAN THROUGHPUT (A SPEEDTEST powered’

WAN1

Exporting or Importing Device Settings

The device setting metadata can be exported as a single CSV file and it can be later imported for
configuration restoration. To export device settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Tools tab at the top right of the screen.

3. Inthe Export and Import Device Settings section, click Download. The exported file will
be downloaded to your browser's default download folder.

License

Adding a License Key to a Device
1. Navigate to Monitor > Gateway > Devices and select a device from the list.

Select the License tab in the top-right of the screen.
In the License Table section, click Add License.
Enter avalid license key.

Click Save.

ko

LICENSE TABLE
# Status Key Actions
1 v GCGFWTACSHYROYPCHUEA

2 DEMOGWGWO003YS20MD ]EI DELETE

Deleting a License Key From a Device
1. Navigate to Monitor > Gateway > Devices and select a device from the list.

2. Select the License tab in the top-right of the screen.

3. Inthe License Table section, from the license key list, click Delete under the Actions
column of the license key you wish to delete.

4. When prompted to confirm, click Yes.
Note: Deleting a license key from a device will reclassify it as Unused in the license
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management inventory.

LICENCE i AT 100

Clients

From the Clients window, you can consult a detailed overview of all currently connected devices
with additional information including status, VLAN, and general settings.

Customizing the Client Monitor Overview
1. Navigate to Monitor > Gateway > Clients. The client list for all gateways will appear.
2. Select atime frame from the drop-down menu to define the time frame that the device was
detected online.

3. Click the parameter filter icon.
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4. Click the checkbox next to the parameters to display them in the table listing.
Note: All checked parameters will automatically appear.

Downloading Client Monitoring Logs
1. Navigate to Monitor > Gateway > Clients.
2. From the client monitoring logs, click the download icon in the top-right.
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Event Log

From the Event Logs window, you can consult a detailed log of events occurring on the network.
You can also define event filter parameters, including event type and time period.

Filtering Event Log Parameters
1. Navigate to Monitor > Gateway > Event Log.
2. Inthe Start Date field, click the calendar icon to select a date and enter a time of day to
define the event log starting time.
3. Inthe End date field, click the calendar icon to select a date and enter a time of day to
define the event log ending time.
4. Click the Severity drop-down menu and select the severity levels to display.
5. Click the Category/Event type drop-down menu and select the event types to
display. Select All to show all event types.
6. Click the Device drop-down menu and select a device to filter the results. Select All to
show all event logs for all devices.
7. Click Filter to display all events matching the defined parameters. Click Reset filters to
reset all currently set parameters.
Downloading Event Logs
1. Navigate to Monitor > Gateway > Event Log.
2. Fromthe event log list, click Download.
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Clients

Devices

From the Devices window, you can consult a detailed log of events occurring on the network. You
can also filter events using specific event filter parameters, including event type and time period.

2nuclias _ e 2 £ Lo

The Device Monitor

Customizing the Device Monitor Overview
1. Navigate to Monitor > Gateway > Devices.
2. Select atime frame from the drop-down menu to set the duration for connectivity

information.

Monitar / Gateway / Devices Timeframe: | |sst 24 hours - Q - sy ¥
#  Status Device name MAC address Management IP Default WAN IPv4 Default WAN IPvé Local IP address Model name ‘Connectivity
1 ) DEMOGWGWO001 — CE:94:231E:9B:E7 - - - - DBG-2000 PN synced
2 * DEMOGWGCWO002 — 3E46:1E:ALZD02 - - B - DBG-2000 P synced
3 ) DEMOGWCWO003 B&FIAFD7:3572  118.163.108.246 - - - DEG-X1000 P configcha
4 ) DEMOGWEWO0004 — 32EF6F6424A0  118.163.108.246 - B - DEG-2000(E1) P configcha:
<+ I 4

3. Click the filter parameter icon.
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Monitar / Gateway / Devices Timeframe: st 24 hours - Q - @ R

#  Status Device name MAC address Management IP Default WAN IPv4 Default WAN IPvé Local IP address Model name ‘Connectivity

1 ) DEMOGWGWO001 — CE:94:231E:9B:E7 - - - - DBG-2000 PN synced
2 * DEMOGWGCWO002 — 3E46:1E:ALZD02 - - B - DBG-2000 P synced
3 ) DEMOGWCWO003 B&FIAFD7:3572  118.163.108.246 - - - DEG-X1000 P configcha
4 ) DEMOGWEWO0004 — 32EF6F6424A0  118.163.108.246 - B - DEG-2000(E1) P configcha:

>

4. Click the checkbox next to the parameters to display them in the overview.
Note: All checked parameters will automatically appear.
Downloading Device Monitoring Logs
1. Navigate to Monitor > Gateway > Devices.
2. From the device list, click the Download icon in the top-right to export the table listing as a
CSVile.

Monitor / Gateway / Devices Timeframe:  Last24 hours - Q - ot
Status Device name MAC address Management IP Default WAN IPv4 Default WAN IPvé Local IP address Model name Connectivity
1 ) DEMOGWEWO001 — CE:94.231E9B:E7 - - - - DEG-2000 PN synced
2 ® DEMOGWGWO002 — 3EA4&1EALZD0Z - = - - DBG-2000 N synced
3 ° DEMOGWGWO003 ~ B&FSAFD7:3572  118.163.108.246 - - - DBG-K1000 I confizcha
4 ) DEMOGWGWO004 — 32EF6F6424A0 118163108245 - B - DEG-2000(E1) P configcha:

3

Device Basic Settings

Changing the Device Site and Profile
1. Navigate to Monitor >Gateway > Devices and select a device from the list.

2. Select the Basic tab at the top.
3. Inthe Site and Profile section, select a Site from the drop-down menu.
4. Inthe Site and Profile section, select a Profile from the drop-down menu.

SITE AND PROFILE

Syme yhaben Sanisd

FF o i L ekl vl

T b L b 2218531
E'.? L = )
Tiene rooiie E urape BeebalLITC 0300, 05T

(""#-"'-' ﬂ CaRi0n - )

5. Click Save.
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The Performance Summary

Viewing and Customizing the Gateway Performance Summary
1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Summary tab. Click the tabs at the top to obtain additional information

described below:

Provides connection information for the device along with basic
port configuration and traffic statistics for each port. You can also
obtain Internet usage for both download and upload datain a
specified time frame.

Status

Provides reports of the number of connected clients in the selected
Statistics time frame. You can also obtain reports of WAN port usage and the
whole Internet usage as well as VPN usage.

Provides the utilization rate of each configured DHCP subnet. It

2lalSiz also lists the DHCP leases history.

Provides VPN connection statistics. The page lists the active VPN
association or connections, the traffic details, and the tunnel

VPN Status state. You can view the status (connect or disconnect) of the
gateway’s VPN connections as a whole (by selecting Overview for
the Display VPN type) or view each VPN separately.

Network Settings

Verifying and Changing the Default WAN Configuration

1. Navigate to Monitor > Gateway > Devices and select a device from the list.

2. Select the Network tab at the top.

3. Under WAN Mode Configuration, verify the WAN mode and the primary WAN port (or
Default WAN Configuration) settings. Note that the settings or configurations here
depend on the device model and firmware.

To change the Default WAN or WAN Mode Configuration:

1. Disable the option Use Profile configuration first at the top of the configuration page to
allow changes.

2. Select IPv4 and IPvé6 default WAN configuration. Or select a WAN mode from the
available options. For Primary WAN, designate a WAN port as the primary WAN. For
Auto-rollover using WAN, select both Primary and Secondary WAN ports as well as
the Health Check method. For DNS servers and Ping IP address methods, enter the
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respective server IP address as the destination to check the connectivity. Also enter the
Retry interval (seconds) and Failover after (number of failed retries). For Load balancing,
select the method (either Round robin or Spillover mode).

3. For Round robin, configure the Health check method (or none) and enter the Retry
interval (seconds) and Failover after (number of failed retries). Hence, if a WAN interface
disconnects, only the alternate WAN ports will transfer traffic flows in a round robin
manner. For Spillover, enter the Load tolerance (%) and Max bandwidth (Mbps) as the
threshold value. Once the threshold is exceeded, new traffic flows will be allocated to the
alternate WAN interfaces. The precedence for selection is based on the configuration of
Primary, Secondary, and Tertiary WAN interface.

4. Click Apply.

Note: The WAN mode can be configured using Profiles. Refer to Profiles of Configure - Gateway
for more information on how to configure each section.

Using Dynamic DNS

. Navigate to Monitor > Gateway > Devices and select a device from the list.
Select the Network tab at the top.

Under Dynamic DNS, enable or disable the service.

> Click Apply.

Ao p

To add a DDNS service:

1. Disable the option Use Profile configuration first at the top of the configuration page.
2. Click Add. Enter the following information:

WAN Interface Select the WAN interface for configuration

Service Provider Select the DDNS service provider.
Username/Password Enter the DDNS account name and password.
Hostname Enter the registered hostname with the DDNS service.

Enable or disable the wildcard option which will resolve

Uiitetezie *.hostname to the same designated IP address.
Use Public IP Enable or disable the use of a public IP address.
Force Update Interval Enter the DDNS update interval (days).

3. Click Save to close the screen. Then click Apply.
Using IP Alias for the WAN

Note: The IP Alias function is only available on supported models.

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Network tab at the top.

Nuclias Cloud Documentation - en Page 175 of 482



3. Under IP Aliasing, click Add to bind one or multiple IP addresses to a WAN interface.

Enter the following information:

WAN Interface

Select the WAN interface for configuration

IP Address/Subnet Mask

Enter the IP address and subnet mask to bind to the
WAN interface.

4. Click Save to close the screen. Then click Apply.
Viewing and Customizing the Gateway Port Status Overview
1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Summary tab at the top. The ports of the gateway device are displayed along
with their detailed information shown in the table below:

Port Number

Numbering of the ports on the connector panel.

Interface Name

The name that identifies the port.

Port Status Displays the link state of the port.

MAC Address The MAC address of the port.

;Zﬁ::trij:ék The IP address and subnet mask assigned to the port
Gateway The gateway IP address if it has been assigned.

DHCP Mode Displays if DHCP service has been enabled on the device.
Sent Bytes The amount of data sent out of the port (bytes).

Received Bytes

The amount of data received through the port (bytes).
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Total Bytes

The total amount of sent and received data volume (bytes).

To configure a port's basic settings:

HPODNPR

Navigate to Monitor > Gateway > Devices and select a device from the list.
Select the Network tab at the top.

Disable Use Profile Configuration to allow modification.

Under Port Configuration, select a port and click EDIT under Actions. Specify the

following information for the selected LAN port:

Interface Type

Select the connection type: LAN, WAN, or DMZ.

Interface Name

Enter a name to identify this interface.

Enable or disable bridging with another network. Configure the

Bridge Network interface with more settings below if bridging is not enabled.

IP Address/ .

Subnet Mask Enter an IP address with subnet mask.

DHCP Mode Enable or disable DHCP service for IP address assignment.
Enter the following information if DHCP server is selected.
Domain name: Assign a domain name for DHCP service.
Starting IP address/Ending IP address: Enter the range of IP
addresses that can be assigned dynamically.

DHCP Server

Default gateway: Assign a default gateway for DHCP service.

DNS server: Configure DNS by specifying a static DNS server,
DNS setting from the ISP, or using DNS proxy. For static DNS,
enter the DNS servers or WIN server IP address.

Lease Time: Enter a time value of 1 to 10080 minutes.
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Allow Ping from LAN

Enable or disable ping command executed from this port.

DHCP Relay

Enter the remote DHCP server address if DHCP relay is
selected.

DNS Proxy

Enable or disable DNS proxy.

For a WAN port (if the device supports this feature), configure the following:

Interface Type

Select the connection type: LAN, WAN, or DMZ.

Connection Type

Select the connection method: DHCP, Static IP, PPPoE, PPTP, or
L2TP. For Static IP, enter the IP address/Subnet mask, Gateway
IP address and Primary/Secondary DNS servers, and specify
whether to keep the original MAC address as well as the MTU
size. For PPPoE, select the Address mode: Dynamic IP or Static
IP. For static IP, enter the IP address/Subnet mask and PPPoE
connection Username and Password. Then specify the
Authentication type from one of the following: None, MS-
CHAPv2, MS-CHAP, CHAP, PAP, or Auto-negotiate. For
Dynamic IP, you don’t need to enter the IP address/subnet
information but configure all other settings as specified above.
For both addressing modes, enter the Service name (optional)
and select the Reconnect mode: Always on, or On demand (enter
the Maximum idle time to wait before terminating the
connection in minutes for this option). Then configure the DNS
servers and specify whether to keep the original MAC address as
well as the MTU size. For PPTP, if Static IP is selected, enter the
following IP address information: IP address/Subnet mask,
Gateway IP address, and Static DNS IP address. For both
Address modes, enter the PPTP server name and connection
Username and Password. For both modes, configure whether
MPPE (Microsoft Point-to-Point Encryption (MPPE) will be used
and the Reconnect mode: Always on or On demand (enter the
Maximum idle time to wait before terminating the connection in
minutes for this option). Then configure the DNS servers and
specify whether to keep the original MAC address as well as the
MTU size. For L2TP, if Static IP is selected, enter the following IP
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address information: IP address/Subnet mask, Gateway IP
address, and Static DNS IP address. For both Address modes,
enter the L2TP server name and connection Username and
Password. For both modes, enter the Secret (optional) and
configure the Reconnect mode: Always on or On demand (enter
the Maximum idle time to wait before terminating the
connection in minutes for this option). Then configure the DNS
servers and specify whether to keep the original MAC address as
well as the MTU size.

Advanced Settings

Enable or disable the following passthroughs:

Internet Protocol Security (IPsec) which is used for securing
packets exchange at the IP layer.

Point-to-Point Tunneling Protocol (PPTP) which is used for
tunneling the Point-to-Point Protocol (PPP) communication in
an IP network.

Layer 2 Tunneling Protocol (L2TP) which is used for implementing
Point-to-Point sessions utilizing multipoint tunneling technique.

5. Click Save. Then click Apply to apply the settings to the affected device immediately.

Viewing and Configuring VLANSs

VLANSs allow you to divide the network to different segments. To obtain the current VLAN

settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Addressing. The VLANSs are displayed under the VLAN section with the

following information:

Name

A name that helps identify this VLAN.

VLAN ID

The assigned VLAN ID.

Untagged/Tagged Ports

The member ports for the untagged VLAN and tagged VLAN .
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IP add Subnet .
M:sk ress/subne The IP address/Subnet mask configured for the VLAN.
Captive Portal The associated Captive Portal page.

To configure a VLAN:

1. Disable the Use Profile configuration option.
2. Under VLAN, click Add to add a new VLAN.

3. Click Apply at the top left to apply the changes to the affected device immediately.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring IP Management List

The IP Management list displays the IP assignment of the DHCP clients:

Host Name The host name of the client device.

Interface The associated interface with the IP assignment.
IP Address The assigned IP address of the host.

MAC Address The MAC address of the host.

The assigned IPv6 suffix, which is the the last 64 bits of an IPvé

IPvé6 Suffix ddress.

Indicates whether the IP assignment is enforced on the client
IP-MAC Binding device with the specified MAC address to prevent the use of
other static IP address on this client.

Indicates whether this IP assignment is reserved for this client so
DHCP IP Reservation | that it can get the same IP assignment every time it sends a
DHCP IP request.

To configure IP management for DHCP clients:
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1. Disable the Use Profile configuration option.
2. Under IP Management List, click Add to add a new IP assignment.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring Routing

Routing determines the path for packet delivery in a network. The routing capabilities vary
depending on the device model.

To view the configured routing policies:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.

2. Select Network > Routing. The configured routing protocols are displayed:
IPv4/1Pvé Static Route

Name A name that helps identify this route.

Destination The destination subnetwork IP address.

The subnet mask of the destination address. This is only available for

STlaUEEER IPv4 configuration.

Gateway The IP address of the gateway or next hop.
Interface The associated interface for this route.
Metric The number of hub count.

Active Enable or disable this route configuration.

IPv4/1Pvé Policy Route

Name The name that helps identify the route.

Nuclias Cloud Documentation - en Page 181 of 482



Local Gateway

The port of the device that the route would use.

Protocol

The protocols associated with this route.

Source Network

Assingle IP address or a range of IP addresses that this route will
be applied to. “Any” means all source IP addresses.

Destination Network

Assingle IP address or a range of IP addresses that this route will
be applied to. “Any” means all destination IP addresses.

Source Port

The port number used for this type of traffic. ”Any” means all
source ports will be used for this service.

Destination Port

The port number used for this type of traffic. ”Any” means all
destination ports will be used for this service.

Active

RIP Configuration

Enable or disable this route configuration.

The interface by which Routing Information Protocol (RIP)

Interf . . .

rrertace information exchange will be performed.
Direction Indicates inbound, outbound, or traffic for both directions.
Version The version of the RIP

Authentication

Indicates whether the authentication is enabled.

Active
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OSPFV2 Configuration

Interface The interface assigned to the area defined below.

NSSA Enable or disable the not-so-stubby area (NSSA) which can
import external route information.

Area The assigned area ID.

. The OSPF priority which is used for determining the OSPF

Priority .
designated router.

Hello Interval The time interval (seconds) between each hello packet.
The time (seconds) the device must wait before it declares a

Dead Interval neighbor OSPF router down when a hello packet has not been
received.

Cost The cost of the OSPF path.

Authentication Indicates the authentication method used

LAN Route Exchange Enable or disable the exchange of LAN routing table.

Active Enable or disable this OSPF route configuration.

To configure routing policy:

1. Disable the Use Profile configurationoption.
2. Under each routing protocol supported by the device model, click Add to add a new
routing policy.
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Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring Services
Supported services can be configured individually depending on the features of the gateway.
To view and configure the supported services and network functions:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Network > Services.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Managing Traffic

The Traffic Management provides control over certain types of traffic by setting limits on
bandwidth and sessions. Note that the availability of this function depends on the capability of the
gateway.

To view Traffic Shaping rules configured:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Traffic Management.

Under Traffic Shaping, the following is displayed:

The policy name.

Name

Policy Type Whether the traffic policy is applied to inbound or outbound
traffic.

WAN Interface The WAN port that this policy should be applied to.

Management Type The metric to define the policy: Rate or Priority. Configure the
following if Priority is selected: Low, Medium, or High. Higher
priority means the traffic will be allocated with more
bandwidth. If Rate is selected, enter the maximum bandwidth
and minimum bandwidth (kbps).

Priority/Bandwidth The priority or the bandwidth configured for the respective

Rate management type.
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Service The type of traffic according to the protocol or application
service configured.

Traffic Selector Match | The criteria for the traffic to which the policy should be applied:
Type IP address, MAC address, or Interface.

Schedule Policy The schedule policy that makes the policy effective during the
designated time frame. Go to Configure > Schedule policies for
scheduling information and configuration.

Viewing and Managing Session Limiting
To view Session Limiting rules configured:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Traffic Management.

Under Session Limiting, the following is displayed:

The policy name.

Name

Source Type The source address can be configured as a single IP address,
an |IP address range, or an interface.

Maximum Sessions The maximum number of sessions allowed (1-999).

Schedule Policy The schedule policy that makes the policy effective during the
designated time frame. Go to Configure > Schedule policies for
scheduling information and configuration.

Viewing and Managing Custom Warning Pages
To view Custom Warning Page configured:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Traffic Management.

Under Custom Warning Page, the following is displayed:
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The policy name.

Name

Source Type The configured warning page to be displayed to users when
the maximum limit of sessions has been reached . Go to
Configure > Splash pages to view all the configured splash
pages.

Active Whether this rule is active or inactive.

To configure Traffic Management:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Traffic Management.
3. Disable the option Use Profile configuration.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring Captive Portal

The captive portal displays a splash page to wireless users who are required to agree to terms and
conditions to use Internet services.
To view Captive Portal configured:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Captive Portal.

The following information is displayed:

Name The profile name.
Captive Portal The authentication method for the users.
Splash Page The pre-configured splash page which a wireless user must visit

prior to using Internet services. The design of the page depends
on the use case.

Basic Login For basic login page, the associated authentication method: a
local authentication database or an authentication server
system.
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3rd party Credentials The configured third-party credential to be used for login.

SSID/VLANSs A pre-configured SSID/VLAN assigned to this captive portal
setting.

To configure Captive Portal:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Captive Portal.
3. Disable the option Use Profile configuration.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring High Availability

Virtual Router Redundancy Protocol (VRRP) can be utilized to implement fault tolerance and load
balancing on a network by designating primary and backup roles among the virtual routers. The
primary router is responsible for processing packets sent to a virtual IP address and the backup
router takes up the primary role when the primary becomes unavailable. This availability of this
feature depends on device model.

To view VRRP settings configured:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > High Availability. The following is displayed:

The unique identifier for the VRRP group.

VRRP ID

Interface The interface to which the VRRP configuration would be
applied.

IP Address The virtual IP address.

Node Type The designated role of the virtual router: Master or Backup.

Priority The Priority determines the order of selection for a primary
virtual router among the backup virtual routers (1-255). Higher
number means high priority.

To configure VRRP settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > High Availability.
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3. Disable the option Use Profile configuration.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring Wireless

You can create multiple SSIDs for your wireless network and configure each SSID with unique
settings to accommodate different wireless usage scenarios. You can also configure radio settings
such as operating mode and channels for different frequencies supported for the device model.
Note that this feature is only available for supported models.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Security Settings
Security features consist of firewall, intrusion prevention, and web content filtering as well as
application control.

Note: Changing the Routing mode from Network Address Translation (NAT) to Router (go to
Network > Addressing), the Security Firewall’s option of Use Profile configuration will be
disabled. Moreover, the rules configured for Port forwarding, Port triggering, and 1:1 NAT will
be erased.

Firewall
To view a gateway's firewall settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Firewall.

The following information is displayed:
IPV4/1Pv6 FIREWALL RULES

IPv4/Ipvé Firewall Rules allow or block certain types of traffic that need to be forwarded through
the device.

Priority The assigned priority number (1-998). Lower number means
higher priority.

Name The name of therule.

Policy Indicates whether it is a allow or deny rule.
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Protocol

The associated protocol for the rule: Any, TCP, UDP, TCP/UDP,
or ICMP.

Source Interface

The interface that the traffic is sent from.

Source

Asingle IP address or arange of IP addresses as the source
host. Any means traffic from all IP addresses.

Source Port

The source port number used for this type of traffic. Any means
all ports.

Destination

Asingle IP address or arange of IP addresses as the destination
host. Any means traffic destined to all IP addresses.

Destination Port

The destination port number used for this type of traffic. Any
means all ports.

Schedule

The associated Schedule Policy.

Active

Indicates whether this rule is enabled or disabled.

Note: The availability of IPvé Firewall Settings depends on the features of the device model.

Port Forwarding

Port Forwarding redirects traffic entering the WAN to another port on the LAN. This is useful
when a certain service is hosted on an interval server on the LAN.

To view Port Forwarding rules:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Firewall.

The following information is displayed:

Name

The name for the rule.

Mode

Indicates whether the rule is for traffic forwarding or port
translation.
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Interface

The WAN interface to which this rule should be applied.

Protocol The associated protocol of this rule: TCP, UDP, or TCP/UDP.

Public Port The external port associated with this type of traffic or service
(1-65535). It can be a single port or a range of ports.

Local IP The IP address of the local server.

Local Port The local port used for this service if translation mode is

selected.

Allowed Remote IPs

The IP addresses of the remote hosts that this rule will be
applied to. Any means all remote hosts.

Active

Port Triggering

Indicates whether this rule is enabled or disabled.

Port Triggering dynamically opens public ports for inbound traffic after certain ports are triggered

by a service request.

To view Port Triggering rules:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Firewall.

The following information is displayed:

Name

The rule's name.

Protocol

The protocol to which the rule is applied: TCP, UDP, or TCP/
UDP.

Outgoing Trigger Port

The outgoing port used for this service.

Incoming Trigger Port

The incoming port used for this service.

Active

1:1 NAT

Indicates whether this rule is enabled or disabled.
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One-to-one NAT allows a static mapping between an internal IP address and an external IP
address.

To configure 1:1 NAT rules:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Firewall.

The following information is displayed:

Name The rule name.

Interface The WAN interface that this rule should be applied to.

WAN [P The WAN IP address as the external IP address for
translation.

Local IP The local IP address as the interval IP address for
translation.

Protocol Indicates the associated protocol of this rule: TCP, UDP, or
TCP/UDP.

Port The port used for this traffic type.

Allowed remote IPs The IP addresses of the remote hosts that this rule will be

applied to. Any means to allow all remote hosts.

To configure Firewall rules:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Firewall.
3. Disable the option Use Profile configuration.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring IPS Settings
To view Intrusion detection and prevention settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security >IPS.
3. Disable the option Use Profile configuration.
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If the device is equipped of intrusion detection functions, you can enable or disable the following
services:

Intrusion Detection Enable intrusion detection. And select the WAN and LAN
interfaces that the IPS and IDS should be implemented.

Intrusion Prevention | Enable intrusion prevention. And select the WAN and LAN
interfaces that the IPS and IDS should be implemented.

Stealth Mode This mode protects your device from Internet intrusion by not
responding to unauthorized requests.

Block TCP Flood Enable to block TCP flooding to WAN.

Bock UDP Flood Enable to block UDP flooding to LAN.

Filter Check Mode Enable the TCP filtering check mode.

Allow ICMP Traffic Enable to allow packets of Internet Control Message Protocol to
pass through.

DoS Attacks Denial-of-Service (DoS) attacks encompass SYN Flood, ICMP
Flood, and Echo storm. Configure the flood rate of each attack in
packets/second for detection.

4. Click Apply at the top left to apply the settings to the affected devices immediately.
Viewing and Configuring Web Content Filter

The Web Content Filter is used to prevent access to unwanted websites. It allows you to create
profiles that can take effective during the designated time frame and block websites belonging to a
certain category.

Web Content Filter List

To view the Web Content Filter List:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security >Web Content Filter.

Under Web Content Filter List, the following is displayed:

Name The name for the filtering rule.
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Policy State whether this is a allow or block policy.

Schedule The pre-configured scheduling.

Scope The specified hosts or the whole network that this rule will be
applied to.

Filtering Type The type consists of a variety of categories, URLs, and custom

groups to restrict the access to defined websites.

Active State whether the ruleis active.

Under Custom Warning Page, you can obtain the configured warning page that will display related
messages when a restricted webpage is being visited. The following is displayed:

Name Enter a name for this configuration.

Source Type The pre-defined warning page to be displayed.

State whether the rule is active.
Actions

Under Custom Group List, you can obtain the Custom group which will be used to define the
content filtering type above:

Group Name The name for the custom group.

URLs If URL filtering is used, it shows the name and keyword for the
website. This blocks access to websites based on a website's
domain name (e.g. google.com) and keywords with matching
URLs. For example, keyword "ABC" will block "www.ABC.com"
and "xxx.ABC.com" and other URLs containing ABC.

Category Filtering If Category filtering is used, it shows the pre-defined categories
to block access to.

InUse State whether this rule has been activated.

To configure Firewall rules:
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1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Web Content Filter.
3. Disable the option Use Profile configuration.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring Application Control

The Application Control is used to restrict certain communication of applications. It allows you to
create profiles that can take effective during the designated time frame and prevent traffic of
certain applications from being transferred.

Auto Upgrade

Enable automatic upgrade of application signature database and select the update schedule by
entering the upgrade frequency in minutes or setting a specified time of a designated weekday for

weekly updates.

To add an application control rule:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Application Control.
3. Under Application Control List, the following information is displayed:

Name The policy name.

Policy State whether this is a allow or block policy.

Schedule The pre-configured schedule. For configured scheduling
methods, go to Configure > Schedule policies.

Scope The specified hosts or the whole network that this rule will be
applied to.

Application State whether the filtering rule is based on a single application,
or asingle application from a pre-defined category, or a custom
group of selected applications.

Active State whether the application control policy is active or

inactive.

Under Custom Group List, you can obtain Custom Group defined which will be used to define the

application type above:
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Group Name The name of the custom group.

Application List The selected applications for the custom group.

In Use State whether this rule has been activated.

To configure Application Control:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Application Control.
3. Disable the option Use Profile configuration.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

VPN Settings

A Virtual Private Network (VPN) builds an encrypted connection between endpoints over a public
network utilizing tunneling techniques. VPN can be configured only if your device supports this
feature.

Site to Site VPN

The site-to-site VPN is a technique that allows connectivity between the offices located at multiple
locations by setting up an IPsec tunnel over the Internet to access the intranet. In short, a site-to-
site VPN builds a secure path over an insecure path. The Nuclias cloud gateway allows users to
establish a VPN tunnel without manually entering the tunnel endpoint details and the local/remote
networks. Instead, the Nuclias cloud gateway maintains these details and lets users select the
networks.

Configuring Quick VPN

Quick VPN is a Nuclias auto-provisioning site-to-site VPN technology that allows you to quickly
and easily build VPN tunnels between Nuclias gateway devices without tedious manual VPN
configuration. If it is disabled, set up VPN manually at Manual VPN Settings to establish VPN
connection with other partners.

To view or configure Quick VPN settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.

2. Select VPN > Site-to-site VPN.s

3. Select the topology: Hub-and-Spoke or Full Mesh. If Full Mesh is selected, the VPN
establishes the Gateway-to-Gateway |Psec tunnel with other devices registered in the
same or different sites of the same organization. To establish a tunnel with a particular
remote device, enable the Join member field in the Remote VPN participants table. Once
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the tunnel configuration is pushed to the remote peers, traffic gets initiated by the user,
and a tunnel is established between the remote peers.

4. If Hub-and-Spoke is selected, specify the role to be either a hub or spoke. If Spoke is
selected, you can choose hubs to build VPN tunnels in the Exist hubs table. In addition, it
lists the Exist hub devices available with the option of Primary Hub. If you enable the
Primary Hub field, the selected hub will be the primary hub for the spoke and can
communicate to all the spoke devices linked to this hub. At a time, you can enable only one
primary hub. If Hub is selected, then VPN tunnels will be built among hubs and dependent
spokes.

5. If Hub mode is selected, enable or disable VPN connection with a remote peer. You may
also choose to designate a remote peer as a backup hub.

6. If Spoke mode is selected, you can choose to designate a remote peer as the primary hub.

7. Click Apply.

Quick VPN Settings

In the Local networks section, if you have multiple subnets, you can specify which one subnet
participates in the VPN, i.e., traffic from the enabled subnet will be encrypted by the IPsec VPN. All
local subnets must be unique within the VPN topology

Note: A list of Quick VPN connections will be displayed in the Summary > VPN Status page. Select
Quick VPN (Full Mesh and Hub-and-Spoke) as the Display VPN type.

Configuring Manual VPN
To view or configure Manual VPN settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select VPN > Site-to-site VPN. Enter the following:

Connection Name Enter a name for this VPN connection (1-64 characters).

IKE Profile Select the IKE profile which contains security settings that
will be used for the VPN connection.

Local Network The scope of the local network to which the VPN connection
will apply.
Local Network Enter alocal IP address or subnetwork of the local network

to participate in the VPN. If Single IP is selected, enter the IP
address. If Subnet is selected, enter the IP address and
subnet mask (or prefix for IPvé). Select Any for the entire
local network.
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Remote Network

Enter aremote IP address or subnetwork of the remote
network to participate in the VPN. If Single IP is selected,
enter the IP address. If Subnet is selected, enter the IP
address and subnet mask (or prefix for IPvé). Select Any for
the entire remote network.

Outgoing Interface

Select an interface to which the VPN connection will use.

Remote Gateway

Select FQDN or Static IP for configuring the remote gateway
address. Then enter the IP address or FQDN address.

Keep-alive Enable or disable keep-alive for VPN reconnection. If enabled,
enter the source and destination IP address as well as the
detection period in seconds (10-199) and retry after the
number of failures (3-99).

Idle Timeout Enter the maximum length of time that the VPN connection can

stay active when three is no traffic.

Dead Peer Detection

Enable detection for dead peers. If enabled, enter the detection
interval (10-999 seconds) and Retry after failure (3-99 times).

NetBIOS Broadcast

Enable or disable NetBIOS broadcast from one end to be
forwarded to the other end of the VPN connection.

Outgoing Backup
Interface

Select an interface to which the VPN connection will use as a
backup if Dead Peer Detection is enabled.

Remote Backup
Gateway

Select FQDN or Static IP for configuring the remote gateway
address if Dead Peer Detection is enabled.

IKE Backup Profile

Profile Name

Select the IKE profile which contains security settings that
will be used for the backup VPN connection if Dead Peer
Detection is enabled.

To add an IKE profile,enter the following:

Enter a name for this IKE profile.
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IKE Version

Select the IKE version: v1 or v2.

IKE phase-1 Settings

Exchange Mode

Select the exchange mode: Aggressive or Main.

Local Identifier Type

Select the identification method: Local WAN IP, FQDN, or
User-FQDN. And enter the identifier according to the selected
method.

Remote Identifier Type

Select the identification method: Remote WAN IP, FQDN, or
User-FQDN. And enter the identifier according to the selected
method.

DH Group Select a Diffie-Hellman (DH) Group for key exchange. These
groups vary in prime key lengths.
Encryption Algorithm Select encryption algorithm(s) for ESP packets encryption.

Authentication
Algorithm

Select authentication algorithm(s). And enter the SA lifetime in
seconds (300-604800).

Authentication Method

Select the authentication method. Then enter the preshared
key or select a certificate depending on the method selected.
Go to Settings > Certificate Management for Certificate list.

Extended
Authentication

Enable this and select extended authentication method:
Authentication server, IPsec host, or Local authentication.
Depending on the method, select the corresponding RADIUS/
LDAP/POP3/Active Directory/NT Domain server or Local
Authentication profile or enter the username and password for
IPsec host. Refer to Configure > Authentication > Local
Authentication list and Authentication servers for
Authentication profiles and servers.

IKE phase-2 Settings
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Protocol Selection

Select either ESP or AH. If Encapsulating Security Payload (ESP)
is selected, select the Encryption algorithm to encrypt or
decrypt ESP packets.

Authentication
Algorithm

Select the authentication algorithm for header packets
validation.

SA Lifetime (sec.)

Enter the SA lifetime (300-604800 seconds) for the active
duration of a VPN tunnel.

Perfect Forward
Secrecy

Enable or disable the Perfect Forward Secrecy. If enabled, the
VPN communication is better protected with renewed
negotiation of key values in the exchange.

DH Group

3. Click Apply at the top.

If the above PFSis enabled, select the DH group for key
establishment.

Note: A list of Quick VPN connections will be displayed in the Summary > VPN Status page. Select
Quick VPN (Manual) as the Display VPN type.

Client to Site VPN

An IPsec policy can be defined between this router and another gateway to create network-to-
network IPsec tunnels. To configure IPsec VPN Server settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select VPN > Client-to-site VPN. Enter the following:

Connection Name

Enter a name for this configuration

IKE

Select a pre-configured IKE profile for this VPN configuration.

Local Network

Enter the IP address and subnet mask of the local network.
Select Any to not restrict to a single subnet.

Tunnel Mode

Select either full or split tunnel for the mode. Select Full tunnel
or Split tunnel. The Split mode will split DNS requests among
DNS servers. It allows you to create two zones for the same
domain, one to be used by the internal network, the other used
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by the external network .For Split tunnel, enter the Split
Domain names.

DHCP Relay

Enable or disable DHCP relay. If enabled, enter the IP address of the
relay gateway. If disabled, enter the following IP address
information.

Starting IP Address/
Ending IP Address

Enter the range of the IP addresses for VPN connections.

Primary/Secondary
DNS

Enter the primary and optional secondary DNS servers.

Primary WINS Server/
Secondary WINS
Server

Enter the primary and optional secondary Windows Internet
Naming Service (WINS) servers.

Outgoing Interface

Select the WAN interface to which the IPsec VPN should
apply.

Split DNS

Enable or disable Split DNS if Split tunnel is selected. And
enter the domain names if enabled (3-253 characters).

NetBIOS Broadcast

Profile Name

Enable or disable NetBIOS information to be forwarded to
the other endpoint of the VPN tunnel. The information is used
for name resolution in Windows networking.

To add an IKE profile, enter the following:

Enter a name for this IKE profile.

IKE Version

Select the IKE version: v1 or v2.

IKE phase-1 Settings

Exchange Mode

Select the exchange mode: Aggressive or Main.
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Local Identifier Type Select the identification method: Local WAN IP, FQDN, or
User-FQDN. And enter the identifier according to the selected
method.

Remote Identifier Type | Select the identification method: Remote WAN IP, FQDN, or
User-FQDN. And enter the identifier according to the selected
method.

DH Group Select a Diffie-Hellman (DH) Group for key exchange. These
groups vary in prime key lengths.

Encryption Algorithm Select encryption algorithm(s) for ESP packets encryption.

Authentication Select authentication algorithm(s). And enter the SA lifetime in
Algorithm seconds (300-604800).

Authentication Method| Select the authentication method. Then enter the preshared
key or select a certificate depending on the method selected.
Go to Settings > Certificate Management for Certificate list

(refer to Certificate Management) .

Extended Enable this and select extended authentication method:
Authentication Authentication server, IPsec host, or Local authentication.
Depending on the method, select the corresponding RADIUS/
LDAP/POP3/Active Directory/NT Domain server or Local
Authentication profile or enter the username and password for
IPsec host. Refer to.Configure > Authentication > Local
Authentication list and Authentication servers for

Authentication profiles and servers.

IKE phase-2 Settings

Protocol Selection Select either ESP or AH. If Encapsulating Security Payload (ESP)
is selected, select the Encryption algorithm to encrypt or
decrypt ESP packets.

Authentication Select the authentication algorithm for header packets

Algorithm validation.
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SA Lifetime (sec.)

Enter the SA lifetime (300-604800 seconds) for the active
duration of a VPN tunnel.

Perfect Forward

Enable or disable the Perfect Forward Secrecy. If enabled, the

Secrecy VPN communication is better protected with renewed
negotiation of key values in the exchange.
DH Group If the above PFSis enabled, select the DH group for key

3. Click Apply at the top.

PPTP/L2TP

establishment.

A PPTP server is available on the router for LAN and WAN PPTP client users to access.

To configure PPTP/L2TP Server settings

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select VPN > PPTP/L2TP. Enter the following:

Name Enter a name for the configuration profile of the server (1-64
characters).
Server Type Select either PPTP or L2TP.

Routing Mode

Select either NAT or Router.

Starting IP Address/
Ending IP Address

Enter the LAN IP address range to be assigned to the VPN
clients.

Authentication Server

Select the authentication server. Depending on the

method, select the corresponding RADIUS/LDAP/POP3/Active
Directory/NT Domain server or Local Authentication profile.
Go to Confi > Authentication > | | Authentication list
and Authentication Servers for Local authentication profiles
and authentication servers list.

Authentication
Protocol

Select the authentication protocol(s): All, PAP, CHAP, MS-
CHAP, and MS-CHAPv2.
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Encryption

[PPTP only] Select the encryption method(s) for PPTP: For
PPTP, select All, MPPE 40 bit, MPPE 128 bit, or Stateful MPPE.
The Microsoft Point-to-Point (MPPE) encrypts data for PPTP
VPN.

Idle Timeout

The length of time (seconds) to wait before terminating a VPN
session (300-1800).

NetBIOS

[PPTP only] Enable or disable NetBIOS, which is used for name
resolution in Windows networking, if there is a WINS server set
up inyour LAN. If enabled, enter the Windows Internet Naming
Service (WINS) server IP address. This option is only available
for PPTP.

Enable Secret Key

[L2TP only] Enable or disable the secret key (or preshared key) with
8-63 characters which will be required for client VPN settings.

L2TP over IPsec

[L2TP only] Enable or disable L2TP over Internet Protocol
Security (IPsec), on which L2TP relies for secure packets
exchange.

IKE Version: Configure Internet Key Exchange (IKE) if L2ZTP Over IPsec is enabled.

IKE version

Select the IKE version for configuration.

IKE phase-1 settings

Exchange Mode

Select the exchange mode: Aggressive or Main.

Local Identifier Type

Select the identification method: Local WAN IP or FQDN. And
enter the identifier according to the selected method.

Remote Identifier Type

Select the identification method: Remote WAN IP or FQDN.
And enter the identifier according to the selected method.

DH Group Select a Diffie-Hellman (DH) Group for key exchange. These
groups vary in prime key lengths.
Encryption Algorithm Select encryption algorithm(s) for ESP packets encryption.
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Authentication
Algorithm

Select authentication algorithm(s). And enter the SA lifetime in
seconds (300-604800).

Authentication Method

Select the authentication method. Then enter the preshared
key or select a certificate depending on the method selected.
Go to Settings > Certificate Management for Certificate list.

Extended
Authentication

Enable this and select extended authentication method:
Authentication server, IPsec host, or Local authentication.
Depending on the method, select the corresponding RADIUS/
LDAP/POP3/Active Directory/NT Domain server or Local
Authentication profile or enter the username and password for
IPsec host. Refer to Configure > Authentication > Local
Authentication list and Authentication servers for Local
authentication profiles and authentication servers.

IKE phase-2 settings

Protocol Selection

Select either ESP or AH. If Encapsulating Security Payload (ESP)
is selected, select the Encryption algorithm to encrypt or
decrypt ESP packets.

Authentication
Algorithm

Select the authentication algorithm for header packets
validation.

SA Lifetime (sec.)

Enter the SA lifetime (300-604800 seconds) for the active
duration of a VPN tunnel.

Perfect Forward

Enable or disable the Perfect Forward Secrecy. If enabled, the

Secrecy VPN communication is better protected with renewed
negotiation of key values in the exchange.
DH Group If the above PFS is enabled, select the DH group for key

establishment.

PPTP VPN Client can be configured on this router to access a remote network.

To configure a VPN client,enter the following:
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Name Enter a name for the PPTP/L2TP configuration profile of the
client (1-64 characters).

Client Type Select either PPTP or L2TP.

VPN Server Enter the IP address or FQDN of the VPN server

Tunnel Type Select Full tunnel or Split tunnel. Split tunnel mode only sends

traffic to the private LAN with pre-specified client routes and
give the client access to specific private networks, thereby
allowing access control over specific LAN services.

Remote Network/
Netmask

Enter the remote network and netmask if split tunnel is
selected.

Username/Password Enter the username and password required for connection.

Encryption For L2TP server, enter the Secret key (8-63 characters) if
encryption is enabled. This value must match the preshared
key value entered on the VPN server.

MPPE Enable the Microsoft Point-to-Point Encryption (MPPE),
which encrypts data for VPN communication.

Idle Timeout For PPTP, enter the length of time (seconds) to wait before

terminating a session.

Reconnect Mode

For L2TP, select On demand or Always on. Enter the
Maximum idle time in seconds (300-1800) to wait before
dropping an idle connection.

L2TP over IPsec

Enable or disable L2TP over Internet Protocol Security
(IPsec), on which L2TP relies for secure packets exchange.

IKE Version: Configure Internet Key Exchange (IKE) if L2TP Over IPsec is enabled.

IKE version

Select the IKE version for configuration.

IKE phase-1 settings
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Exchange Mode

Select the exchange mode: Aggressive or Main.

Local Identifier Type

Select the identification method: Local WAN IP or FQDN. And
enter the identifier according to the selected method.

Remote Identifier Type

Select the identification method: Remote WAN IP or FQDN.
And enter the identifier according to the selected method.

DH Group Select a Diffie-Hellman (DH) Group for key exchange. These
groups vary in prime key lengths.
Encryption Algorithm Select encryption algorithm(s) for ESP packets encryption.

Authentication
Algorithm

Select authentication algorithm(s). And enter the SA lifetime in
seconds (300-604800).

Authentication Method

Select the authentication method. Then enter the preshared
key or select a certificate depending on the method selected.
Go to Settings > Certificate Management for Certificate list.

Extended
Authentication

Enable this and select extended authentication method. Enter
the Username and Password if IPsec host is selected.

IKE phase-2 settings

Protocol Selection

Select either ESP or AH. If Encapsulating Security Payload (ESP)
is selected, select the Encryption algorithm to encrypt or
decrypt ESP packets.

Authentication
Algorithm

Select the authentication algorithm for header packets
validation.

SA Lifetime (sec.)

Enter the SA lifetime (300-604800 seconds) for the active
duration of a VPN tunnel.

Perfect Forward
Secrecy

Enable or disable the Perfect Forward Secrecy. If enabled, the
VPN communication is better protected with renewed
negotiation of key values in the exchange.
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DH Group

3. Click Save.

If the above PFSis enabled, select the DH group for key
establishment.

Note: A list of PPTP/L2TP connections will be displayed in the Summary > VPN Status page.

OpenVPN

OpenVPN allows peers to authenticate each other using certificates, or username/password.
When used in a multiclient-server configuration, it allows the server to release an authentication
certificate for every client, using signature and Certificate authority. An OpenVPN can be
established through this router.

To configure OpenVPN settings

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select VPN > OpenVPN. Enter the following:

Mode

Select the mode for the OpenVPN: Server, Client, or Access
server client.

Upload Access Server
Client

[Access Server Client mode only] Upload a configuration file
which contains server and client IP address information if
Access server client mode is selected. In access server client
mode, the user has to download the auto login profile from
the OpenVPN Access Server and upload the same to connect.

CRL Certificate

[Access Server Client mode only] Openvpn provides CRL
authentication using CRL certificate. You can upload the required
certificates by enabling it it first.

VPN Network/Netmask

[Server mode only] Enter the network IP address/netmask of
the VPN. This is only available for the Server mode.

Server IP/Failover
Server IP

The IP address or FQDN of the VPN server and failover
server. This is only available for the Client mode.

Duplicate CN

[Server mode only] Enable or disable the duplicate CN to
allow or disallow the same certification for multiple clients.
This is only available for the Server mode.
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Port

Enter the port number for VPN communication. The default
is 1194.

Tunnel Protocol

Select the protocol for tunneling: TCP or UDP.

Encryption Algorithm

Select the encryption method: AES-128, BF-CBC, AES-192,
or AES-256.

Hash Algorithm

Select the hash algorithm: SHA1, SHA256, or SHA512.

Tunnel Type

[Server mode only] Select the tunnel type: Full or Split. If Split is
selected, enable or disable the client-to-client

communication. Full Tunnel mode sends all traffic from the
client across the VPN tunnel to the router. Split Tunnel mode
only sends traffic to the private LAN with specified client
routes. This is only available for Server mode configuration.

User-based
Authentication

Enable or disable user-based authentication. If this is enabled,
select the user profiles for Local authentication if server mode
is used (refer to Local Authentication). If client mode is used,
enter the username and password for VPN connection. Also
select a certificate for TLS key if TLS authentication is used

(refer to Certificate Management).

Certificate Verification

Enable or disable the use of certificate for verification.

Certificate Select an available certificate from the list. The content of the
certificate will be loaded in the field below.

TLS Authentication Key| Enable or disable the TLS authentication. If enabled, select an
TLS authentication key from the certificate list. To obtain the
certificate list, go to Settings > Certificate Management.

DH Key Select a DH key from the certificate list. This is only available

for Server mode configuration. To obtain certificate list, go to
Settings > Certificate Management

Server Policies
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address or IP networks on the LAN and can be enforced on the
specified scope according to the supported features of the
router. The List of Available Policies can be filtered based on
whether it applies to a user, group, or all users (global).

To add a new server policy, enter the following:
Policy name: Give a name for this policy.
Policy: Select whether it is a Deny or Permit policy.

Scope: Select whether it is a global policy or to be applied for
certain users using Local authentication. Select the user profile
if Local authentication is selected.

Apply policy to: Select whether to apply this policy to a single IP
address or a subnet work and enter the required IP address
and/or the Subnet mask and the port number.

ICMP: enable or disable Internet Control Message Protocol (ICMP)
trafficin VPN connections.

Remote Networks

If this is enabled, click Add to add a remote network
configuration: enter a name for the configuration and the
remote network IP address and subnet mask.

Port Enter the port number (1-65535). This can be a single port or a
range of ports, e.g. 3000-3200.
ICMP Enable or disable the use of ICMP in the VPN communication.

OpenVPN provides authentication using certificates. This system will allow you to configure
client list using Local Authentication list (refer to Local Authentication) and centrally manage
the client certificates (refer to Certificate Management).To configure Client list for Server

mode configuration:

1. Under Client list, click Import. The Import users from local authentication list page

displays.

2. Select a pre-configured local user profile or click Add local authentication and configure a
local user profile by specifying the following: the Local Authentication profile name, the
Access level, Managed Sites, and the username and password for each new user. You can
use the Bulk import function to upload a CSV file containing the user information to add
multiple users at once. Refer to Configure > Authentication > Local Authentication list for

more information.
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3. Click Save. Once a Local authentication profile is imported successfully, you can manage
the clients' certificates in the Certificate Management page (go to Settings > Certificate
management) .

To configure OmniSSL Portal Layout for Server mode configuration:

OmniSSL facilitates the client installation from the device via the instructions on the portal page
and is an enhancement to the existing OpenVPN. The enhancements allow the VPN tool to be
used via mobile devices and eliminate browser and Java dependencies.

1. Under OmniSSL Portal Layout, click Add. The Add portal layout configuration page
displays.

2. Enter a name for the profile and select a pre-defined login page for OmniSSL. Refer to
Configure > Splash pages for more information. The Splash pages allow you to create a
custom page that is presented upon authentication to the remote OmniSSL users.

3. Click Save.

Note: A list of OpenVPN connections will be displayed in the Summary > VPN Status page.

GRE Tunnel

GRE tunnels allow for broadcast traffic on the LAN of the router to be passed over the internet and
received by remote LAN hosts.

To view or configure GRE Tunnel settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select VPN > GRE Tunnel. Enter the following:

Name The name for the GRE Tunnel configuration.

Interface Select the WAN interface to create this tunnel with from the
drop-down menu.

GRE Tunnel IP/ Enter the IP address/subnet mask of this endpoint. It will be

Subnet Mask referenced in the other router's static route as the Gateway IP
address.

Remote IP Enter the WAN |IP address of the endpoint router.

Static Route IP address/Subnet mask: Enter the destination IP address/subnet

Configuration mask of the static route from the remote LAN subnet.

Gateway IP address: Enter the GRE tunnel IP of the terminating
router that manages the remote LAN.

3. Click Save.
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4. Click Apply at the top left to apply the settings to the affected device immediately.

Note: The GRE connection status will be displayed in the Summary > VPN Status page.

Tools

Performing a Device Ping Test
1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Tools tab in the top-right of the screen.
3. Inthe IPv4 or IPv6 address/FQDN field in the Ping section, enter a valid IP address or
FQDN.
4. Click Ping for IPv4 addresses or Pingé for IPvé addresses of the remote hosts. The results
will be displayed as shown below:

PING

1Pv4 address/FQDN Google.com
1Pvé address/FQDN Google.com
x

Result

PIMNG Googlecom (142.251.42 238):

Request timeout for icmp_seq 0

Request timeout for icmp_seq 1

Request timeout for icmp_seq 2

Request timeout for icmp_seqg 3

—-Google.com ping statistics —

0 packets transmitted, O packets received, Nan3: packet loss
round-trip min‘avz/max/stddev = 0s/0s/0s/0s

Performing a Traceroute Test
1. Navigate to Monitor > Gateway > Devices and select a device from the list.

2. Select the Tools tab in the top-right of the screen.

3. Under Traceroute, enter a valid IP address or FQDN in the IP address/FQDN field.

4. Click Traceroute for IPv4 addresses or Tracerouteé for IPv6 addresses of the remote
hosts. The results will be displayed as shown below:
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TRACEROUTE

IPv4 zddress/FQDMN 3888
|Pvé address/FQDN 2001:4860:4560::8555

Result

traceroute to 8.8.8.5 (3.8.8.8), 20 hops max, 52 byte packets X
1192.168.48.1 (192.165.48.1) 198.357Aps

210.33.75.1(10.33.75.1) 763.513Aps

3118-163-108-254 hinet-ip.hinet.net. {113.163.108.254) 1.368446ms
4tped-3302 hinetnet. (1568.95.211.90) 1.299016ms

5220-125-5-42 hinet-ip.hinet net. (220,128 5.42) 2 797599ms
£220-125-9-126 hinet-ip hinetnet. (220.128.9.126) 2.495531ms
77214309175 (72.14.209.178) 2.752631ms
&72.14.2150(72.14.215.0) 3.094828ms

2 209.85.245 64 (209.85.245 64) 4.019198ms

10 dns.google (8.8.3.8) 2.852906ms

Performing LED Blinking and Device Reboot
1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Tools tab in the top-right of the screen.
3. Inthe Others section, click Reboot to reboot the device. Or click Start to start blink LEDs
on the device. Click Stop to top blinking LEDs.

OTHERS

BlinkLEDs € Device LEDs are blinking...
Reboot device

Note: Please refer to the respective device's manual for the status of LED indicators.
Performing WAN Throughput Test

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Tools tab at the top right of the screen.

3. Inthe WAN Throughput section, click Go. The upload and download speed will be
displayed.
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WAN THROUGHPUT (A SPEEDTEST powered’

WAN1

Exporting or Importing Device Settings

The device setting metadata can be exported as a single CSV file and it can be later imported for
configuration restoration. To export device settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Tools tab at the top right of the screen.

3. Inthe Export and Import Device Settings section, click Download. The exported file will
be downloaded to your browser's default download folder.

License

Adding a License Key to a Device
1. Navigate to Monitor > Gateway > Devices and select a device from the list.

Select the License tab in the top-right of the screen.
In the License Table section, click Add License.
Enter avalid license key.

Click Save.

ko

LICENSE TABLE
# Status Key Actions
1 v GCGFWTACSHYROYPCHUEA

2 DEMOGWGWO003YS20MD ]EI DELETE

Deleting a License Key From a Device
1. Navigate to Monitor > Gateway > Devices and select a device from the list.

2. Select the License tab in the top-right of the screen.

3. Inthe License Table section, from the license key list, click Delete under the Actions
column of the license key you wish to delete.

4. When prompted to confirm, click Yes.
Note: Deleting a license key from a device will reclassify it as Unused in the license
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management inventory.

LICENCE i AT 100

Clients

From the Clients window, you can consult a detailed overview of all currently connected devices
with additional information including status, VLAN, and general settings.

Customizing the Client Monitor Overview
1. Navigate to Monitor > Gateway > Clients. The client list for all gateways will appear.
2. Select atime frame from the drop-down menu to define the time frame that the device was
detected online.

3. Click the parameter filter icon.
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4. Click the checkbox next to the parameters to display them in the table listing.
Note: All checked parameters will automatically appear.

Downloading Client Monitoring Logs
1. Navigate to Monitor > Gateway > Clients.
2. From the client monitoring logs, click the download icon in the top-right.

[FI 8RSy
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Event Log

From the Event Logs window, you can consult a detailed log of events occurring on the network.
You can also define event filter parameters, including event type and time period.

Filtering Event Log Parameters
1. Navigate to Monitor > Gateway > Event Log.
2. Inthe Start Date field, click the calendar icon to select a date and enter a time of day to
define the event log starting time.
3. Inthe End date field, click the calendar icon to select a date and enter a time of day to
define the event log ending time.
4. Click the Severity drop-down menu and select the severity levels to display.
5. Click the Category/Event type drop-down menu and select the event types to
display. Select All to show all event types.
6. Click the Device drop-down menu and select a device to filter the results. Select All to
show all event logs for all devices.
7. Click Filter to display all events matching the defined parameters. Click Reset filters to
reset all currently set parameters.
Downloading Event Logs
1. Navigate to Monitor > Gateway > Event Log.
2. Fromthe event log list, click Download.
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Event Log

Devices

From the Devices window, you can consult a detailed log of events occurring on the network. You
can also filter events using specific event filter parameters, including event type and time period.

2nuclias _ e 2 £ Lo

The Device Monitor

Customizing the Device Monitor Overview
1. Navigate to Monitor > Gateway > Devices.
2. Select atime frame from the drop-down menu to set the duration for connectivity

information.

Monitar / Gateway / Devices Timeframe: | |sst 24 hours - Q - sy ¥
#  Status Device name MAC address Management IP Default WAN IPv4 Default WAN IPvé Local IP address Model name ‘Connectivity
1 ) DEMOGWGWO001 — CE:94:231E:9B:E7 - - - - DBG-2000 PN synced
2 * DEMOGWGCWO002 — 3E46:1E:ALZD02 - - B - DBG-2000 P synced
3 ) DEMOGWCWO003 B&FIAFD7:3572  118.163.108.246 - - - DEG-X1000 P configcha
4 ) DEMOGWEWO0004 — 32EF6F6424A0  118.163.108.246 - B - DEG-2000(E1) P configcha:
<+ I 4

3. Click the filter parameter icon.
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Monitar / Gateway / Devices Timeframe: st 24 hours - Q - @ R

#  Status Device name MAC address Management IP Default WAN IPv4 Default WAN IPvé Local IP address Model name ‘Connectivity

1 ) DEMOGWGWO001 — CE:94:231E:9B:E7 - - - - DBG-2000 PN synced
2 * DEMOGWGCWO002 — 3E46:1E:ALZD02 - - B - DBG-2000 P synced
3 ) DEMOGWCWO003 B&FIAFD7:3572  118.163.108.246 - - - DEG-X1000 P configcha
4 ) DEMOGWEWO0004 — 32EF6F6424A0  118.163.108.246 - B - DEG-2000(E1) P configcha:

>

4. Click the checkbox next to the parameters to display them in the overview.
Note: All checked parameters will automatically appear.
Downloading Device Monitoring Logs
1. Navigate to Monitor > Gateway > Devices.
2. From the device list, click the Download icon in the top-right to export the table listing as a
CSVile.

Monitor / Gateway / Devices Timeframe:  Last24 hours - Q - ot
Status Device name MAC address Management IP Default WAN IPv4 Default WAN IPvé Local IP address Model name Connectivity
1 ) DEMOGWEWO001 — CE:94.231E9B:E7 - - - - DEG-2000 PN synced
2 ® DEMOGWGWO002 — 3EA4&1EALZD0Z - = - - DBG-2000 N synced
3 ° DEMOGWGWO003 ~ B&FSAFD7:3572  118.163.108.246 - - - DBG-K1000 I confizcha
4 ) DEMOGWGWO004 — 32EF6F6424A0 118163108245 - B - DEG-2000(E1) P configcha:

3

Device Basic Settings

Changing the Device Site and Profile
1. Navigate to Monitor >Gateway > Devices and select a device from the list.

2. Select the Basic tab at the top.
3. Inthe Site and Profile section, select a Site from the drop-down menu.
4. Inthe Site and Profile section, select a Profile from the drop-down menu.

SITE AND PROFILE

Syme yhaben Sanisd

FF o i L ekl vl

T b L b 2218531
E'.? L = )
Tiene rooiie E urape BeebalLITC 0300, 05T

(""#-"'-' ﬂ CaRi0n - )

5. Click Save.
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The Performance Summary

Viewing and Customizing the Gateway Performance Summary
1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Summary tab. Click the tabs at the top to obtain additional information

described below:

Provides connection information for the device along with basic
port configuration and traffic statistics for each port. You can also
obtain Internet usage for both download and upload datain a
specified time frame.

Status

Provides reports of the number of connected clients in the selected
Statistics time frame. You can also obtain reports of WAN port usage and the
whole Internet usage as well as VPN usage.

Provides the utilization rate of each configured DHCP subnet. It

2lalSiz also lists the DHCP leases history.

Provides VPN connection statistics. The page lists the active VPN
association or connections, the traffic details, and the tunnel

VPN Status state. You can view the status (connect or disconnect) of the
gateway’s VPN connections as a whole (by selecting Overview for
the Display VPN type) or view each VPN separately.

Network Settings

Verifying and Changing the Default WAN Configuration

1. Navigate to Monitor > Gateway > Devices and select a device from the list.

2. Select the Network tab at the top.

3. Under WAN Mode Configuration, verify the WAN mode and the primary WAN port (or
Default WAN Configuration) settings. Note that the settings or configurations here
depend on the device model and firmware.

To change the Default WAN or WAN Mode Configuration:

1. Disable the option Use Profile configuration first at the top of the configuration page to
allow changes.

2. Select IPv4 and IPvé6 default WAN configuration. Or select a WAN mode from the
available options. For Primary WAN, designate a WAN port as the primary WAN. For
Auto-rollover using WAN, select both Primary and Secondary WAN ports as well as
the Health Check method. For DNS servers and Ping IP address methods, enter the
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respective server IP address as the destination to check the connectivity. Also enter the
Retry interval (seconds) and Failover after (number of failed retries). For Load balancing,
select the method (either Round robin or Spillover mode).

3. For Round robin, configure the Health check method (or none) and enter the Retry
interval (seconds) and Failover after (number of failed retries). Hence, if a WAN interface
disconnects, only the alternate WAN ports will transfer traffic flows in a round robin
manner. For Spillover, enter the Load tolerance (%) and Max bandwidth (Mbps) as the
threshold value. Once the threshold is exceeded, new traffic flows will be allocated to the
alternate WAN interfaces. The precedence for selection is based on the configuration of
Primary, Secondary, and Tertiary WAN interface.

4. Click Apply.

Note: The WAN mode can be configured using Profiles. Refer to Profiles of Configure - Gateway
for more information on how to configure each section.

Using Dynamic DNS

. Navigate to Monitor > Gateway > Devices and select a device from the list.
Select the Network tab at the top.

Under Dynamic DNS, enable or disable the service.

> Click Apply.

Ao p

To add a DDNS service:

1. Disable the option Use Profile configuration first at the top of the configuration page.
2. Click Add. Enter the following information:

WAN Interface Select the WAN interface for configuration

Service Provider Select the DDNS service provider.
Username/Password Enter the DDNS account name and password.
Hostname Enter the registered hostname with the DDNS service.

Enable or disable the wildcard option which will resolve

Uiitetezie *.hostname to the same designated IP address.
Use Public IP Enable or disable the use of a public IP address.
Force Update Interval Enter the DDNS update interval (days).

3. Click Save to close the screen. Then click Apply.
Using IP Alias for the WAN

Note: The IP Alias function is only available on supported models.

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Network tab at the top.
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3. Under IP Aliasing, click Add to bind one or multiple IP addresses to a WAN interface.

Enter the following information:

WAN Interface

Select the WAN interface for configuration

IP Address/Subnet Mask

Enter the IP address and subnet mask to bind to the
WAN interface.

4. Click Save to close the screen. Then click Apply.
Viewing and Customizing the Gateway Port Status Overview
1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Summary tab at the top. The ports of the gateway device are displayed along
with their detailed information shown in the table below:

Port Number

Numbering of the ports on the connector panel.

Interface Name

The name that identifies the port.

Port Status Displays the link state of the port.

MAC Address The MAC address of the port.

;Zﬁ::trij:ék The IP address and subnet mask assigned to the port
Gateway The gateway IP address if it has been assigned.

DHCP Mode Displays if DHCP service has been enabled on the device.
Sent Bytes The amount of data sent out of the port (bytes).

Received Bytes

The amount of data received through the port (bytes).
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Total Bytes

The total amount of sent and received data volume (bytes).

To configure a port's basic settings:

HPODNPR

Navigate to Monitor > Gateway > Devices and select a device from the list.
Select the Network tab at the top.

Disable Use Profile Configuration to allow modification.

Under Port Configuration, select a port and click EDIT under Actions. Specify the

following information for the selected LAN port:

Interface Type

Select the connection type: LAN, WAN, or DMZ.

Interface Name

Enter a name to identify this interface.

Enable or disable bridging with another network. Configure the

Bridge Network interface with more settings below if bridging is not enabled.

IP Address/ .

Subnet Mask Enter an IP address with subnet mask.

DHCP Mode Enable or disable DHCP service for IP address assignment.
Enter the following information if DHCP server is selected.
Domain name: Assign a domain name for DHCP service.
Starting IP address/Ending IP address: Enter the range of IP
addresses that can be assigned dynamically.

DHCP Server

Default gateway: Assign a default gateway for DHCP service.

DNS server: Configure DNS by specifying a static DNS server,
DNS setting from the ISP, or using DNS proxy. For static DNS,
enter the DNS servers or WIN server IP address.

Lease Time: Enter a time value of 1 to 10080 minutes.
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Allow Ping from LAN

Enable or disable ping command executed from this port.

DHCP Relay

Enter the remote DHCP server address if DHCP relay is
selected.

DNS Proxy

Enable or disable DNS proxy.

For a WAN port (if the device supports this feature), configure the following:

Interface Type

Select the connection type: LAN, WAN, or DMZ.

Connection Type

Select the connection method: DHCP, Static IP, PPPoE, PPTP, or
L2TP. For Static IP, enter the IP address/Subnet mask, Gateway
IP address and Primary/Secondary DNS servers, and specify
whether to keep the original MAC address as well as the MTU
size. For PPPoE, select the Address mode: Dynamic IP or Static
IP. For static IP, enter the IP address/Subnet mask and PPPoE
connection Username and Password. Then specify the
Authentication type from one of the following: None, MS-
CHAPv2, MS-CHAP, CHAP, PAP, or Auto-negotiate. For
Dynamic IP, you don’t need to enter the IP address/subnet
information but configure all other settings as specified above.
For both addressing modes, enter the Service name (optional)
and select the Reconnect mode: Always on, or On demand (enter
the Maximum idle time to wait before terminating the
connection in minutes for this option). Then configure the DNS
servers and specify whether to keep the original MAC address as
well as the MTU size. For PPTP, if Static IP is selected, enter the
following IP address information: IP address/Subnet mask,
Gateway IP address, and Static DNS IP address. For both
Address modes, enter the PPTP server name and connection
Username and Password. For both modes, configure whether
MPPE (Microsoft Point-to-Point Encryption (MPPE) will be used
and the Reconnect mode: Always on or On demand (enter the
Maximum idle time to wait before terminating the connection in
minutes for this option). Then configure the DNS servers and
specify whether to keep the original MAC address as well as the
MTU size. For L2TP, if Static IP is selected, enter the following IP
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address information: IP address/Subnet mask, Gateway IP
address, and Static DNS IP address. For both Address modes,
enter the L2TP server name and connection Username and
Password. For both modes, enter the Secret (optional) and
configure the Reconnect mode: Always on or On demand (enter
the Maximum idle time to wait before terminating the
connection in minutes for this option). Then configure the DNS
servers and specify whether to keep the original MAC address as
well as the MTU size.

Advanced Settings

Enable or disable the following passthroughs:

Internet Protocol Security (IPsec) which is used for securing
packets exchange at the IP layer.

Point-to-Point Tunneling Protocol (PPTP) which is used for
tunneling the Point-to-Point Protocol (PPP) communication in
an IP network.

Layer 2 Tunneling Protocol (L2TP) which is used for implementing
Point-to-Point sessions utilizing multipoint tunneling technique.

5. Click Save. Then click Apply to apply the settings to the affected device immediately.

Viewing and Configuring VLANSs

VLANSs allow you to divide the network to different segments. To obtain the current VLAN

settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Addressing. The VLANSs are displayed under the VLAN section with the

following information:

Name

A name that helps identify this VLAN.

VLAN ID

The assigned VLAN ID.

Untagged/Tagged Ports

The member ports for the untagged VLAN and tagged VLAN .
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IP add Subnet .
M:sk ress/subne The IP address/Subnet mask configured for the VLAN.
Captive Portal The associated Captive Portal page.

To configure a VLAN:

1. Disable the Use Profile configuration option.
2. Under VLAN, click Add to add a new VLAN.

3. Click Apply at the top left to apply the changes to the affected device immediately.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring IP Management List

The IP Management list displays the IP assignment of the DHCP clients:

Host Name The host name of the client device.

Interface The associated interface with the IP assignment.
IP Address The assigned IP address of the host.

MAC Address The MAC address of the host.

The assigned IPv6 suffix, which is the the last 64 bits of an IPvé

IPvé6 Suffix ddress.

Indicates whether the IP assignment is enforced on the client
IP-MAC Binding device with the specified MAC address to prevent the use of
other static IP address on this client.

Indicates whether this IP assignment is reserved for this client so
DHCP IP Reservation | that it can get the same IP assignment every time it sends a
DHCP IP request.

To configure IP management for DHCP clients:
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1. Disable the Use Profile configuration option.
2. Under IP Management List, click Add to add a new IP assignment.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring Routing

Routing determines the path for packet delivery in a network. The routing capabilities vary
depending on the device model.

To view the configured routing policies:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.

2. Select Network > Routing. The configured routing protocols are displayed:
IPv4/1Pvé Static Route

Name A name that helps identify this route.

Destination The destination subnetwork IP address.

The subnet mask of the destination address. This is only available for

STlaUEEER IPv4 configuration.

Gateway The IP address of the gateway or next hop.
Interface The associated interface for this route.
Metric The number of hub count.

Active Enable or disable this route configuration.

IPv4/1Pvé Policy Route

Name The name that helps identify the route.
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Local Gateway

The port of the device that the route would use.

Protocol

The protocols associated with this route.

Source Network

Assingle IP address or a range of IP addresses that this route will
be applied to. “Any” means all source IP addresses.

Destination Network

Assingle IP address or a range of IP addresses that this route will
be applied to. “Any” means all destination IP addresses.

Source Port

The port number used for this type of traffic. ”Any” means all
source ports will be used for this service.

Destination Port

The port number used for this type of traffic. ”Any” means all
destination ports will be used for this service.

Active

RIP Configuration

Enable or disable this route configuration.

The interface by which Routing Information Protocol (RIP)

Interf . . .

rrertace information exchange will be performed.
Direction Indicates inbound, outbound, or traffic for both directions.
Version The version of the RIP

Authentication

Indicates whether the authentication is enabled.

Active
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OSPFV2 Configuration

Interface The interface assigned to the area defined below.

NSSA Enable or disable the not-so-stubby area (NSSA) which can
import external route information.

Area The assigned area ID.

. The OSPF priority which is used for determining the OSPF

Priority .
designated router.

Hello Interval The time interval (seconds) between each hello packet.
The time (seconds) the device must wait before it declares a

Dead Interval neighbor OSPF router down when a hello packet has not been
received.

Cost The cost of the OSPF path.

Authentication Indicates the authentication method used

LAN Route Exchange Enable or disable the exchange of LAN routing table.

Active Enable or disable this OSPF route configuration.

To configure routing policy:

1. Disable the Use Profile configurationoption.
2. Under each routing protocol supported by the device model, click Add to add a new
routing policy.
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Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring Services
Supported services can be configured individually depending on the features of the gateway.
To view and configure the supported services and network functions:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Network > Services.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Managing Traffic

The Traffic Management provides control over certain types of traffic by setting limits on
bandwidth and sessions. Note that the availability of this function depends on the capability of the
gateway.

To view Traffic Shaping rules configured:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Traffic Management.

Under Traffic Shaping, the following is displayed:

The policy name.

Name

Policy Type Whether the traffic policy is applied to inbound or outbound
traffic.

WAN Interface The WAN port that this policy should be applied to.

Management Type The metric to define the policy: Rate or Priority. Configure the
following if Priority is selected: Low, Medium, or High. Higher
priority means the traffic will be allocated with more
bandwidth. If Rate is selected, enter the maximum bandwidth
and minimum bandwidth (kbps).

Priority/Bandwidth The priority or the bandwidth configured for the respective

Rate management type.
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Service The type of traffic according to the protocol or application
service configured.

Traffic Selector Match | The criteria for the traffic to which the policy should be applied:
Type IP address, MAC address, or Interface.

Schedule Policy The schedule policy that makes the policy effective during the
designated time frame. Go to Configure > Schedule policies for
scheduling information and configuration.

Viewing and Managing Session Limiting
To view Session Limiting rules configured:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Traffic Management.

Under Session Limiting, the following is displayed:

The policy name.

Name

Source Type The source address can be configured as a single IP address,
an |IP address range, or an interface.

Maximum Sessions The maximum number of sessions allowed (1-999).

Schedule Policy The schedule policy that makes the policy effective during the
designated time frame. Go to Configure > Schedule policies for
scheduling information and configuration.

Viewing and Managing Custom Warning Pages
To view Custom Warning Page configured:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Traffic Management.

Under Custom Warning Page, the following is displayed:
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The policy name.

Name

Source Type The configured warning page to be displayed to users when
the maximum limit of sessions has been reached . Go to
Configure > Splash pages to view all the configured splash
pages.

Active Whether this rule is active or inactive.

To configure Traffic Management:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Traffic Management.
3. Disable the option Use Profile configuration.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring Captive Portal

The captive portal displays a splash page to wireless users who are required to agree to terms and
conditions to use Internet services.
To view Captive Portal configured:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Captive Portal.

The following information is displayed:

Name The profile name.
Captive Portal The authentication method for the users.
Splash Page The pre-configured splash page which a wireless user must visit

prior to using Internet services. The design of the page depends
on the use case.

Basic Login For basic login page, the associated authentication method: a
local authentication database or an authentication server
system.
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3rd party Credentials The configured third-party credential to be used for login.

SSID/VLANSs A pre-configured SSID/VLAN assigned to this captive portal
setting.

To configure Captive Portal:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > Captive Portal.
3. Disable the option Use Profile configuration.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring High Availability

Virtual Router Redundancy Protocol (VRRP) can be utilized to implement fault tolerance and load
balancing on a network by designating primary and backup roles among the virtual routers. The
primary router is responsible for processing packets sent to a virtual IP address and the backup
router takes up the primary role when the primary becomes unavailable. This availability of this
feature depends on device model.

To view VRRP settings configured:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > High Availability. The following is displayed:

The unique identifier for the VRRP group.

VRRP ID

Interface The interface to which the VRRP configuration would be
applied.

IP Address The virtual IP address.

Node Type The designated role of the virtual router: Master or Backup.

Priority The Priority determines the order of selection for a primary
virtual router among the backup virtual routers (1-255). Higher
number means high priority.

To configure VRRP settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Network > High Availability.
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3. Disable the option Use Profile configuration.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring Wireless

You can create multiple SSIDs for your wireless network and configure each SSID with unique
settings to accommodate different wireless usage scenarios. You can also configure radio settings
such as operating mode and channels for different frequencies supported for the device model.
Note that this feature is only available for supported models.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Security Settings
Security features consist of firewall, intrusion prevention, and web content filtering as well as
application control.

Note: Changing the Routing mode from Network Address Translation (NAT) to Router (go to
Network > Addressing), the Security Firewall’s option of Use Profile configuration will be
disabled. Moreover, the rules configured for Port forwarding, Port triggering, and 1:1 NAT will
be erased.

Firewall
To view a gateway's firewall settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Firewall.

The following information is displayed:
IPV4/1Pv6 FIREWALL RULES

IPv4/Ipvé Firewall Rules allow or block certain types of traffic that need to be forwarded through
the device.

Priority The assigned priority number (1-998). Lower number means
higher priority.

Name The name of therule.

Policy Indicates whether it is a allow or deny rule.
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Protocol

The associated protocol for the rule: Any, TCP, UDP, TCP/UDP,
or ICMP.

Source Interface

The interface that the traffic is sent from.

Source

Asingle IP address or arange of IP addresses as the source
host. Any means traffic from all IP addresses.

Source Port

The source port number used for this type of traffic. Any means
all ports.

Destination

Asingle IP address or arange of IP addresses as the destination
host. Any means traffic destined to all IP addresses.

Destination Port

The destination port number used for this type of traffic. Any
means all ports.

Schedule

The associated Schedule Policy.

Active

Indicates whether this rule is enabled or disabled.

Note: The availability of IPvé Firewall Settings depends on the features of the device model.

Port Forwarding

Port Forwarding redirects traffic entering the WAN to another port on the LAN. This is useful
when a certain service is hosted on an interval server on the LAN.

To view Port Forwarding rules:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Firewall.

The following information is displayed:

Name

The name for the rule.

Mode

Indicates whether the rule is for traffic forwarding or port
translation.
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Interface

The WAN interface to which this rule should be applied.

Protocol The associated protocol of this rule: TCP, UDP, or TCP/UDP.

Public Port The external port associated with this type of traffic or service
(1-65535). It can be a single port or a range of ports.

Local IP The IP address of the local server.

Local Port The local port used for this service if translation mode is

selected.

Allowed Remote IPs

The IP addresses of the remote hosts that this rule will be
applied to. Any means all remote hosts.

Active

Port Triggering

Indicates whether this rule is enabled or disabled.

Port Triggering dynamically opens public ports for inbound traffic after certain ports are triggered

by a service request.

To view Port Triggering rules:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Firewall.

The following information is displayed:

Name

The rule's name.

Protocol

The protocol to which the rule is applied: TCP, UDP, or TCP/
UDP.

Outgoing Trigger Port

The outgoing port used for this service.

Incoming Trigger Port

The incoming port used for this service.

Active

1:1 NAT

Indicates whether this rule is enabled or disabled.
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One-to-one NAT allows a static mapping between an internal IP address and an external IP
address.

To configure 1:1 NAT rules:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Firewall.

The following information is displayed:

Name The rule name.

Interface The WAN interface that this rule should be applied to.

WAN [P The WAN IP address as the external IP address for
translation.

Local IP The local IP address as the interval IP address for
translation.

Protocol Indicates the associated protocol of this rule: TCP, UDP, or
TCP/UDP.

Port The port used for this traffic type.

Allowed remote IPs The IP addresses of the remote hosts that this rule will be

applied to. Any means to allow all remote hosts.

To configure Firewall rules:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Firewall.
3. Disable the option Use Profile configuration.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring IPS Settings
To view Intrusion detection and prevention settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security >IPS.
3. Disable the option Use Profile configuration.
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If the device is equipped of intrusion detection functions, you can enable or disable the following
services:

Intrusion Detection Enable intrusion detection. And select the WAN and LAN
interfaces that the IPS and IDS should be implemented.

Intrusion Prevention | Enable intrusion prevention. And select the WAN and LAN
interfaces that the IPS and IDS should be implemented.

Stealth Mode This mode protects your device from Internet intrusion by not
responding to unauthorized requests.

Block TCP Flood Enable to block TCP flooding to WAN.

Bock UDP Flood Enable to block UDP flooding to LAN.

Filter Check Mode Enable the TCP filtering check mode.

Allow ICMP Traffic Enable to allow packets of Internet Control Message Protocol to
pass through.

DoS Attacks Denial-of-Service (DoS) attacks encompass SYN Flood, ICMP
Flood, and Echo storm. Configure the flood rate of each attack in
packets/second for detection.

4. Click Apply at the top left to apply the settings to the affected devices immediately.
Viewing and Configuring Web Content Filter

The Web Content Filter is used to prevent access to unwanted websites. It allows you to create
profiles that can take effective during the designated time frame and block websites belonging to a
certain category.

Web Content Filter List

To view the Web Content Filter List:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security >Web Content Filter.

Under Web Content Filter List, the following is displayed:

Name The name for the filtering rule.
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Policy State whether this is a allow or block policy.

Schedule The pre-configured scheduling.

Scope The specified hosts or the whole network that this rule will be
applied to.

Filtering Type The type consists of a variety of categories, URLs, and custom

groups to restrict the access to defined websites.

Active State whether the ruleis active.

Under Custom Warning Page, you can obtain the configured warning page that will display related
messages when a restricted webpage is being visited. The following is displayed:

Name Enter a name for this configuration.

Source Type The pre-defined warning page to be displayed.

State whether the rule is active.
Actions

Under Custom Group List, you can obtain the Custom group which will be used to define the
content filtering type above:

Group Name The name for the custom group.

URLs If URL filtering is used, it shows the name and keyword for the
website. This blocks access to websites based on a website's
domain name (e.g. google.com) and keywords with matching
URLs. For example, keyword "ABC" will block "www.ABC.com"
and "xxx.ABC.com" and other URLs containing ABC.

Category Filtering If Category filtering is used, it shows the pre-defined categories
to block access to.

InUse State whether this rule has been activated.

To configure Firewall rules:
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1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Web Content Filter.
3. Disable the option Use Profile configuration.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

Viewing and Configuring Application Control

The Application Control is used to restrict certain communication of applications. It allows you to
create profiles that can take effective during the designated time frame and prevent traffic of
certain applications from being transferred.

Auto Upgrade

Enable automatic upgrade of application signature database and select the update schedule by
entering the upgrade frequency in minutes or setting a specified time of a designated weekday for

weekly updates.

To add an application control rule:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Application Control.
3. Under Application Control List, the following information is displayed:

Name The policy name.

Policy State whether this is a allow or block policy.

Schedule The pre-configured schedule. For configured scheduling
methods, go to Configure > Schedule policies.

Scope The specified hosts or the whole network that this rule will be
applied to.

Application State whether the filtering rule is based on a single application,
or asingle application from a pre-defined category, or a custom
group of selected applications.

Active State whether the application control policy is active or

inactive.

Under Custom Group List, you can obtain Custom Group defined which will be used to define the

application type above:
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Group Name The name of the custom group.

Application List The selected applications for the custom group.

In Use State whether this rule has been activated.

To configure Application Control:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select Security > Application Control.
3. Disable the option Use Profile configuration.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section.

VPN Settings

A Virtual Private Network (VPN) builds an encrypted connection between endpoints over a public
network utilizing tunneling techniques. VPN can be configured only if your device supports this
feature.

Site to Site VPN

The site-to-site VPN is a technique that allows connectivity between the offices located at multiple
locations by setting up an IPsec tunnel over the Internet to access the intranet. In short, a site-to-
site VPN builds a secure path over an insecure path. The Nuclias cloud gateway allows users to
establish a VPN tunnel without manually entering the tunnel endpoint details and the local/remote
networks. Instead, the Nuclias cloud gateway maintains these details and lets users select the
networks.

Configuring Quick VPN

Quick VPN is a Nuclias auto-provisioning site-to-site VPN technology that allows you to quickly
and easily build VPN tunnels between Nuclias gateway devices without tedious manual VPN
configuration. If it is disabled, set up VPN manually at Manual VPN Settings to establish VPN
connection with other partners.

To view or configure Quick VPN settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.

2. Select VPN > Site-to-site VPN.s

3. Select the topology: Hub-and-Spoke or Full Mesh. If Full Mesh is selected, the VPN
establishes the Gateway-to-Gateway |Psec tunnel with other devices registered in the
same or different sites of the same organization. To establish a tunnel with a particular
remote device, enable the Join member field in the Remote VPN participants table. Once
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the tunnel configuration is pushed to the remote peers, traffic gets initiated by the user,
and a tunnel is established between the remote peers.

4. If Hub-and-Spoke is selected, specify the role to be either a hub or spoke. If Spoke is
selected, you can choose hubs to build VPN tunnels in the Exist hubs table. In addition, it
lists the Exist hub devices available with the option of Primary Hub. If you enable the
Primary Hub field, the selected hub will be the primary hub for the spoke and can
communicate to all the spoke devices linked to this hub. At a time, you can enable only one
primary hub. If Hub is selected, then VPN tunnels will be built among hubs and dependent
spokes.

5. If Hub mode is selected, enable or disable VPN connection with a remote peer. You may
also choose to designate a remote peer as a backup hub.

6. If Spoke mode is selected, you can choose to designate a remote peer as the primary hub.

7. Click Apply.

Quick VPN Settings

In the Local networks section, if you have multiple subnets, you can specify which one subnet
participates in the VPN, i.e., traffic from the enabled subnet will be encrypted by the IPsec VPN. All
local subnets must be unique within the VPN topology

Note: A list of Quick VPN connections will be displayed in the Summary > VPN Status page. Select
Quick VPN (Full Mesh and Hub-and-Spoke) as the Display VPN type.

Configuring Manual VPN
To view or configure Manual VPN settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select VPN > Site-to-site VPN. Enter the following:

Connection Name Enter a name for this VPN connection (1-64 characters).

IKE Profile Select the IKE profile which contains security settings that
will be used for the VPN connection.

Local Network The scope of the local network to which the VPN connection
will apply.
Local Network Enter alocal IP address or subnetwork of the local network

to participate in the VPN. If Single IP is selected, enter the IP
address. If Subnet is selected, enter the IP address and
subnet mask (or prefix for IPvé). Select Any for the entire
local network.
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Remote Network

Enter aremote IP address or subnetwork of the remote
network to participate in the VPN. If Single IP is selected,
enter the IP address. If Subnet is selected, enter the IP
address and subnet mask (or prefix for IPvé). Select Any for
the entire remote network.

Outgoing Interface

Select an interface to which the VPN connection will use.

Remote Gateway

Select FQDN or Static IP for configuring the remote gateway
address. Then enter the IP address or FQDN address.

Keep-alive Enable or disable keep-alive for VPN reconnection. If enabled,
enter the source and destination IP address as well as the
detection period in seconds (10-199) and retry after the
number of failures (3-99).

Idle Timeout Enter the maximum length of time that the VPN connection can

stay active when three is no traffic.

Dead Peer Detection

Enable detection for dead peers. If enabled, enter the detection
interval (10-999 seconds) and Retry after failure (3-99 times).

NetBIOS Broadcast

Enable or disable NetBIOS broadcast from one end to be
forwarded to the other end of the VPN connection.

Outgoing Backup
Interface

Select an interface to which the VPN connection will use as a
backup if Dead Peer Detection is enabled.

Remote Backup
Gateway

Select FQDN or Static IP for configuring the remote gateway
address if Dead Peer Detection is enabled.

IKE Backup Profile

Profile Name

Select the IKE profile which contains security settings that
will be used for the backup VPN connection if Dead Peer
Detection is enabled.

To add an IKE profile,enter the following:

Enter a name for this IKE profile.
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IKE Version

Select the IKE version: v1 or v2.

IKE phase-1 Settings

Exchange Mode

Select the exchange mode: Aggressive or Main.

Local Identifier Type

Select the identification method: Local WAN IP, FQDN, or
User-FQDN. And enter the identifier according to the selected
method.

Remote Identifier Type

Select the identification method: Remote WAN IP, FQDN, or
User-FQDN. And enter the identifier according to the selected
method.

DH Group Select a Diffie-Hellman (DH) Group for key exchange. These
groups vary in prime key lengths.
Encryption Algorithm Select encryption algorithm(s) for ESP packets encryption.

Authentication
Algorithm

Select authentication algorithm(s). And enter the SA lifetime in
seconds (300-604800).

Authentication Method

Select the authentication method. Then enter the preshared
key or select a certificate depending on the method selected.
Go to Settings > Certificate Management for Certificate list.

Extended
Authentication

Enable this and select extended authentication method:
Authentication server, IPsec host, or Local authentication.
Depending on the method, select the corresponding RADIUS/
LDAP/POP3/Active Directory/NT Domain server or Local
Authentication profile or enter the username and password for
IPsec host. Refer to Configure > Authentication > Local
Authentication list and Authentication servers for
Authentication profiles and servers.

IKE phase-2 Settings
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Protocol Selection

Select either ESP or AH. If Encapsulating Security Payload (ESP)
is selected, select the Encryption algorithm to encrypt or
decrypt ESP packets.

Authentication
Algorithm

Select the authentication algorithm for header packets
validation.

SA Lifetime (sec.)

Enter the SA lifetime (300-604800 seconds) for the active
duration of a VPN tunnel.

Perfect Forward
Secrecy

Enable or disable the Perfect Forward Secrecy. If enabled, the
VPN communication is better protected with renewed
negotiation of key values in the exchange.

DH Group

3. Click Apply at the top.

If the above PFSis enabled, select the DH group for key
establishment.

Note: A list of Quick VPN connections will be displayed in the Summary > VPN Status page. Select
Quick VPN (Manual) as the Display VPN type.

Client to Site VPN

An IPsec policy can be defined between this router and another gateway to create network-to-
network IPsec tunnels. To configure IPsec VPN Server settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select VPN > Client-to-site VPN. Enter the following:

Connection Name

Enter a name for this configuration

IKE

Select a pre-configured IKE profile for this VPN configuration.

Local Network

Enter the IP address and subnet mask of the local network.
Select Any to not restrict to a single subnet.

Tunnel Mode

Select either full or split tunnel for the mode. Select Full tunnel
or Split tunnel. The Split mode will split DNS requests among
DNS servers. It allows you to create two zones for the same
domain, one to be used by the internal network, the other used
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by the external network .For Split tunnel, enter the Split
Domain names.

DHCP Relay

Enable or disable DHCP relay. If enabled, enter the IP address of the
relay gateway. If disabled, enter the following IP address
information.

Starting IP Address/
Ending IP Address

Enter the range of the IP addresses for VPN connections.

Primary/Secondary
DNS

Enter the primary and optional secondary DNS servers.

Primary WINS Server/
Secondary WINS
Server

Enter the primary and optional secondary Windows Internet
Naming Service (WINS) servers.

Outgoing Interface

Select the WAN interface to which the IPsec VPN should
apply.

Split DNS

Enable or disable Split DNS if Split tunnel is selected. And
enter the domain names if enabled (3-253 characters).

NetBIOS Broadcast

Profile Name

Enable or disable NetBIOS information to be forwarded to
the other endpoint of the VPN tunnel. The information is used
for name resolution in Windows networking.

To add an IKE profile, enter the following:

Enter a name for this IKE profile.

IKE Version

Select the IKE version: v1 or v2.

IKE phase-1 Settings

Exchange Mode

Select the exchange mode: Aggressive or Main.
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Local Identifier Type Select the identification method: Local WAN IP, FQDN, or
User-FQDN. And enter the identifier according to the selected
method.

Remote Identifier Type | Select the identification method: Remote WAN IP, FQDN, or
User-FQDN. And enter the identifier according to the selected
method.

DH Group Select a Diffie-Hellman (DH) Group for key exchange. These
groups vary in prime key lengths.

Encryption Algorithm Select encryption algorithm(s) for ESP packets encryption.

Authentication Select authentication algorithm(s). And enter the SA lifetime in
Algorithm seconds (300-604800).

Authentication Method| Select the authentication method. Then enter the preshared
key or select a certificate depending on the method selected.
Go to Settings > Certificate Management for Certificate list

(refer to Certificate Management) .

Extended Enable this and select extended authentication method:
Authentication Authentication server, IPsec host, or Local authentication.
Depending on the method, select the corresponding RADIUS/
LDAP/POP3/Active Directory/NT Domain server or Local
Authentication profile or enter the username and password for
IPsec host. Refer to.Configure > Authentication > Local
Authentication list and Authentication servers for

Authentication profiles and servers.

IKE phase-2 Settings

Protocol Selection Select either ESP or AH. If Encapsulating Security Payload (ESP)
is selected, select the Encryption algorithm to encrypt or
decrypt ESP packets.

Authentication Select the authentication algorithm for header packets

Algorithm validation.
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SA Lifetime (sec.)

Enter the SA lifetime (300-604800 seconds) for the active
duration of a VPN tunnel.

Perfect Forward

Enable or disable the Perfect Forward Secrecy. If enabled, the

Secrecy VPN communication is better protected with renewed
negotiation of key values in the exchange.
DH Group If the above PFSis enabled, select the DH group for key

3. Click Apply at the top.

PPTP/L2TP

establishment.

A PPTP server is available on the router for LAN and WAN PPTP client users to access.

To configure PPTP/L2TP Server settings

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select VPN > PPTP/L2TP. Enter the following:

Name Enter a name for the configuration profile of the server (1-64
characters).
Server Type Select either PPTP or L2TP.

Routing Mode

Select either NAT or Router.

Starting IP Address/
Ending IP Address

Enter the LAN IP address range to be assigned to the VPN
clients.

Authentication Server

Select the authentication server. Depending on the

method, select the corresponding RADIUS/LDAP/POP3/Active
Directory/NT Domain server or Local Authentication profile.
Go to Confi > Authentication > | | Authentication list
and Authentication Servers for Local authentication profiles
and authentication servers list.

Authentication
Protocol

Select the authentication protocol(s): All, PAP, CHAP, MS-
CHAP, and MS-CHAPv2.
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Encryption

[PPTP only] Select the encryption method(s) for PPTP: For
PPTP, select All, MPPE 40 bit, MPPE 128 bit, or Stateful MPPE.
The Microsoft Point-to-Point (MPPE) encrypts data for PPTP
VPN.

Idle Timeout

The length of time (seconds) to wait before terminating a VPN
session (300-1800).

NetBIOS

[PPTP only] Enable or disable NetBIOS, which is used for name
resolution in Windows networking, if there is a WINS server set
up inyour LAN. If enabled, enter the Windows Internet Naming
Service (WINS) server IP address. This option is only available
for PPTP.

Enable Secret Key

[L2TP only] Enable or disable the secret key (or preshared key) with
8-63 characters which will be required for client VPN settings.

L2TP over IPsec

[L2TP only] Enable or disable L2TP over Internet Protocol
Security (IPsec), on which L2TP relies for secure packets
exchange.

IKE Version: Configure Internet Key Exchange (IKE) if L2ZTP Over IPsec is enabled.

IKE version

Select the IKE version for configuration.

IKE phase-1 settings

Exchange Mode

Select the exchange mode: Aggressive or Main.

Local Identifier Type

Select the identification method: Local WAN IP or FQDN. And
enter the identifier according to the selected method.

Remote Identifier Type

Select the identification method: Remote WAN IP or FQDN.
And enter the identifier according to the selected method.

DH Group Select a Diffie-Hellman (DH) Group for key exchange. These
groups vary in prime key lengths.
Encryption Algorithm Select encryption algorithm(s) for ESP packets encryption.
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Authentication
Algorithm

Select authentication algorithm(s). And enter the SA lifetime in
seconds (300-604800).

Authentication Method

Select the authentication method. Then enter the preshared
key or select a certificate depending on the method selected.
Go to Settings > Certificate Management for Certificate list.

Extended
Authentication

Enable this and select extended authentication method:
Authentication server, IPsec host, or Local authentication.
Depending on the method, select the corresponding RADIUS/
LDAP/POP3/Active Directory/NT Domain server or Local
Authentication profile or enter the username and password for
IPsec host. Refer to Configure > Authentication > Local
Authentication list and Authentication servers for Local
authentication profiles and authentication servers.

IKE phase-2 settings

Protocol Selection

Select either ESP or AH. If Encapsulating Security Payload (ESP)
is selected, select the Encryption algorithm to encrypt or
decrypt ESP packets.

Authentication
Algorithm

Select the authentication algorithm for header packets
validation.

SA Lifetime (sec.)

Enter the SA lifetime (300-604800 seconds) for the active
duration of a VPN tunnel.

Perfect Forward

Enable or disable the Perfect Forward Secrecy. If enabled, the

Secrecy VPN communication is better protected with renewed
negotiation of key values in the exchange.
DH Group If the above PFS is enabled, select the DH group for key

establishment.

PPTP VPN Client can be configured on this router to access a remote network.

To configure a VPN client,enter the following:
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Name Enter a name for the PPTP/L2TP configuration profile of the
client (1-64 characters).

Client Type Select either PPTP or L2TP.

VPN Server Enter the IP address or FQDN of the VPN server

Tunnel Type Select Full tunnel or Split tunnel. Split tunnel mode only sends

traffic to the private LAN with pre-specified client routes and
give the client access to specific private networks, thereby
allowing access control over specific LAN services.

Remote Network/
Netmask

Enter the remote network and netmask if split tunnel is
selected.

Username/Password Enter the username and password required for connection.

Encryption For L2TP server, enter the Secret key (8-63 characters) if
encryption is enabled. This value must match the preshared
key value entered on the VPN server.

MPPE Enable the Microsoft Point-to-Point Encryption (MPPE),
which encrypts data for VPN communication.

Idle Timeout For PPTP, enter the length of time (seconds) to wait before

terminating a session.

Reconnect Mode

For L2TP, select On demand or Always on. Enter the
Maximum idle time in seconds (300-1800) to wait before
dropping an idle connection.

L2TP over IPsec

Enable or disable L2TP over Internet Protocol Security
(IPsec), on which L2TP relies for secure packets exchange.

IKE Version: Configure Internet Key Exchange (IKE) if L2TP Over IPsec is enabled.

IKE version

Select the IKE version for configuration.

IKE phase-1 settings
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Exchange Mode

Select the exchange mode: Aggressive or Main.

Local Identifier Type

Select the identification method: Local WAN IP or FQDN. And
enter the identifier according to the selected method.

Remote Identifier Type

Select the identification method: Remote WAN IP or FQDN.
And enter the identifier according to the selected method.

DH Group Select a Diffie-Hellman (DH) Group for key exchange. These
groups vary in prime key lengths.
Encryption Algorithm Select encryption algorithm(s) for ESP packets encryption.

Authentication
Algorithm

Select authentication algorithm(s). And enter the SA lifetime in
seconds (300-604800).

Authentication Method

Select the authentication method. Then enter the preshared
key or select a certificate depending on the method selected.
Go to Settings > Certificate Management for Certificate list.

Extended
Authentication

Enable this and select extended authentication method. Enter
the Username and Password if IPsec host is selected.

IKE phase-2 settings

Protocol Selection

Select either ESP or AH. If Encapsulating Security Payload (ESP)
is selected, select the Encryption algorithm to encrypt or
decrypt ESP packets.

Authentication
Algorithm

Select the authentication algorithm for header packets
validation.

SA Lifetime (sec.)

Enter the SA lifetime (300-604800 seconds) for the active
duration of a VPN tunnel.

Perfect Forward
Secrecy

Enable or disable the Perfect Forward Secrecy. If enabled, the
VPN communication is better protected with renewed
negotiation of key values in the exchange.

Nuclias Cloud Documentation - en Page 251 of 482



DH Group

3. Click Save.

If the above PFSis enabled, select the DH group for key
establishment.

Note: A list of PPTP/L2TP connections will be displayed in the Summary > VPN Status page.

OpenVPN

OpenVPN allows peers to authenticate each other using certificates, or username/password.
When used in a multiclient-server configuration, it allows the server to release an authentication
certificate for every client, using signature and Certificate authority. An OpenVPN can be
established through this router.

To configure OpenVPN settings

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select VPN > OpenVPN. Enter the following:

Mode

Select the mode for the OpenVPN: Server, Client, or Access
server client.

Upload Access Server
Client

[Access Server Client mode only] Upload a configuration file
which contains server and client IP address information if
Access server client mode is selected. In access server client
mode, the user has to download the auto login profile from
the OpenVPN Access Server and upload the same to connect.

CRL Certificate

[Access Server Client mode only] Openvpn provides CRL
authentication using CRL certificate. You can upload the required
certificates by enabling it it first.

VPN Network/Netmask

[Server mode only] Enter the network IP address/netmask of
the VPN. This is only available for the Server mode.

Server IP/Failover
Server IP

The IP address or FQDN of the VPN server and failover
server. This is only available for the Client mode.

Duplicate CN

[Server mode only] Enable or disable the duplicate CN to
allow or disallow the same certification for multiple clients.
This is only available for the Server mode.
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Port

Enter the port number for VPN communication. The default
is 1194.

Tunnel Protocol

Select the protocol for tunneling: TCP or UDP.

Encryption Algorithm

Select the encryption method: AES-128, BF-CBC, AES-192,
or AES-256.

Hash Algorithm

Select the hash algorithm: SHA1, SHA256, or SHA512.

Tunnel Type

[Server mode only] Select the tunnel type: Full or Split. If Split is
selected, enable or disable the client-to-client

communication. Full Tunnel mode sends all traffic from the
client across the VPN tunnel to the router. Split Tunnel mode
only sends traffic to the private LAN with specified client
routes. This is only available for Server mode configuration.

User-based
Authentication

Enable or disable user-based authentication. If this is enabled,
select the user profiles for Local authentication if server mode
is used (refer to Local Authentication). If client mode is used,
enter the username and password for VPN connection. Also
select a certificate for TLS key if TLS authentication is used

(refer to Certificate Management).

Certificate Verification

Enable or disable the use of certificate for verification.

Certificate Select an available certificate from the list. The content of the
certificate will be loaded in the field below.

TLS Authentication Key| Enable or disable the TLS authentication. If enabled, select an
TLS authentication key from the certificate list. To obtain the
certificate list, go to Settings > Certificate Management.

DH Key Select a DH key from the certificate list. This is only available

for Server mode configuration. To obtain certificate list, go to
Settings > Certificate Management

Server Policies
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address or IP networks on the LAN and can be enforced on the
specified scope according to the supported features of the
router. The List of Available Policies can be filtered based on
whether it applies to a user, group, or all users (global).

To add a new server policy, enter the following:
Policy name: Give a name for this policy.
Policy: Select whether it is a Deny or Permit policy.

Scope: Select whether it is a global policy or to be applied for
certain users using Local authentication. Select the user profile
if Local authentication is selected.

Apply policy to: Select whether to apply this policy to a single IP
address or a subnet work and enter the required IP address
and/or the Subnet mask and the port number.

ICMP: enable or disable Internet Control Message Protocol (ICMP)
trafficin VPN connections.

Remote Networks

If this is enabled, click Add to add a remote network
configuration: enter a name for the configuration and the
remote network IP address and subnet mask.

Port Enter the port number (1-65535). This can be a single port or a
range of ports, e.g. 3000-3200.
ICMP Enable or disable the use of ICMP in the VPN communication.

OpenVPN provides authentication using certificates. This system will allow you to configure
client list using Local Authentication list (refer to Local Authentication) and centrally manage
the client certificates (refer to Certificate Management).To configure Client list for Server

mode configuration:

1. Under Client list, click Import. The Import users from local authentication list page

displays.

2. Select a pre-configured local user profile or click Add local authentication and configure a
local user profile by specifying the following: the Local Authentication profile name, the
Access level, Managed Sites, and the username and password for each new user. You can
use the Bulk import function to upload a CSV file containing the user information to add
multiple users at once. Refer to Configure > Authentication > Local Authentication list for

more information.
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3. Click Save. Once a Local authentication profile is imported successfully, you can manage
the clients' certificates in the Certificate Management page (go to Settings > Certificate
management) .

To configure OmniSSL Portal Layout for Server mode configuration:

OmniSSL facilitates the client installation from the device via the instructions on the portal page
and is an enhancement to the existing OpenVPN. The enhancements allow the VPN tool to be
used via mobile devices and eliminate browser and Java dependencies.

1. Under OmniSSL Portal Layout, click Add. The Add portal layout configuration page
displays.

2. Enter a name for the profile and select a pre-defined login page for OmniSSL. Refer to
Configure > Splash pages for more information. The Splash pages allow you to create a
custom page that is presented upon authentication to the remote OmniSSL users.

3. Click Save.

Note: A list of OpenVPN connections will be displayed in the Summary > VPN Status page.

GRE Tunnel

GRE tunnels allow for broadcast traffic on the LAN of the router to be passed over the internet and
received by remote LAN hosts.

To view or configure GRE Tunnel settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select VPN > GRE Tunnel. Enter the following:

Name The name for the GRE Tunnel configuration.

Interface Select the WAN interface to create this tunnel with from the
drop-down menu.

GRE Tunnel IP/ Enter the IP address/subnet mask of this endpoint. It will be

Subnet Mask referenced in the other router's static route as the Gateway IP
address.

Remote IP Enter the WAN |IP address of the endpoint router.

Static Route IP address/Subnet mask: Enter the destination IP address/subnet

Configuration mask of the static route from the remote LAN subnet.

Gateway IP address: Enter the GRE tunnel IP of the terminating
router that manages the remote LAN.

3. Click Save.
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4. Click Apply at the top left to apply the settings to the affected device immediately.

Note: The GRE connection status will be displayed in the Summary > VPN Status page.

Tools

Performing a Device Ping Test
1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Tools tab in the top-right of the screen.
3. Inthe IPv4 or IPv6 address/FQDN field in the Ping section, enter a valid IP address or
FQDN.
4. Click Ping for IPv4 addresses or Pingé for IPvé addresses of the remote hosts. The results
will be displayed as shown below:

PING

1Pv4 address/FQDN Google.com
1Pvé address/FQDN Google.com
x

Result

PIMNG Googlecom (142.251.42 238):

Request timeout for icmp_seq 0

Request timeout for icmp_seq 1

Request timeout for icmp_seq 2

Request timeout for icmp_seqg 3

—-Google.com ping statistics —

0 packets transmitted, O packets received, Nan3: packet loss
round-trip min‘avz/max/stddev = 0s/0s/0s/0s

Performing a Traceroute Test
1. Navigate to Monitor > Gateway > Devices and select a device from the list.

2. Select the Tools tab in the top-right of the screen.

3. Under Traceroute, enter a valid IP address or FQDN in the IP address/FQDN field.

4. Click Traceroute for IPv4 addresses or Tracerouteé for IPv6 addresses of the remote
hosts. The results will be displayed as shown below:
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TRACEROUTE

IPv4 zddress/FQDMN 3888
|Pvé address/FQDN 2001:4860:4560::8555

Result

traceroute to 8.8.8.5 (3.8.8.8), 20 hops max, 52 byte packets X
1192.168.48.1 (192.165.48.1) 198.357Aps

210.33.75.1(10.33.75.1) 763.513Aps

3118-163-108-254 hinet-ip.hinet.net. {113.163.108.254) 1.368446ms
4tped-3302 hinetnet. (1568.95.211.90) 1.299016ms

5220-125-5-42 hinet-ip.hinet net. (220,128 5.42) 2 797599ms
£220-125-9-126 hinet-ip hinetnet. (220.128.9.126) 2.495531ms
77214309175 (72.14.209.178) 2.752631ms
&72.14.2150(72.14.215.0) 3.094828ms

2 209.85.245 64 (209.85.245 64) 4.019198ms

10 dns.google (8.8.3.8) 2.852906ms

Performing LED Blinking and Device Reboot
1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Tools tab in the top-right of the screen.
3. Inthe Others section, click Reboot to reboot the device. Or click Start to start blink LEDs
on the device. Click Stop to top blinking LEDs.

OTHERS

BlinkLEDs € Device LEDs are blinking...
Reboot device

Note: Please refer to the respective device's manual for the status of LED indicators.
Performing WAN Throughput Test

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Tools tab at the top right of the screen.

3. Inthe WAN Throughput section, click Go. The upload and download speed will be
displayed.
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WAN THROUGHPUT (A SPEEDTEST powered’

WAN1

Exporting or Importing Device Settings

The device setting metadata can be exported as a single CSV file and it can be later imported for
configuration restoration. To export device settings:

1. Navigate to Monitor > Gateway > Devices and select a device from the list.
2. Select the Tools tab at the top right of the screen.

3. Inthe Export and Import Device Settings section, click Download. The exported file will
be downloaded to your browser's default download folder.

License

Adding a License Key to a Device
1. Navigate to Monitor > Gateway > Devices and select a device from the list.

Select the License tab in the top-right of the screen.
In the License Table section, click Add License.
Enter avalid license key.

Click Save.

ko

LICENSE TABLE
# Status Key Actions
1 v GCGFWTACSHYROYPCHUEA

2 DEMOGWGWO003YS20MD ]EI DELETE

Deleting a License Key From a Device
1. Navigate to Monitor > Gateway > Devices and select a device from the list.

2. Select the License tab in the top-right of the screen.

3. Inthe License Table section, from the license key list, click Delete under the Actions
column of the license key you wish to delete.

4. When prompted to confirm, click Yes.
Note: Deleting a license key from a device will reclassify it as Unused in the license
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management inventory.

LICENCE i AT 100

Clients

From the Clients window, you can consult a detailed overview of all currently connected devices
with additional information including status, VLAN, and general settings.

Customizing the Client Monitor Overview
1. Navigate to Monitor > Gateway > Clients. The client list for all gateways will appear.
2. Select atime frame from the drop-down menu to define the time frame that the device was
detected online.

3. Click the parameter filter icon.
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4. Click the checkbox next to the parameters to display them in the table listing.
Note: All checked parameters will automatically appear.

Downloading Client Monitoring Logs
1. Navigate to Monitor > Gateway > Clients.
2. From the client monitoring logs, click the download icon in the top-right.

[FI 8RSy
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Event Log

From the Event Logs window, you can consult a detailed log of events occurring on the network.
You can also define event filter parameters, including event type and time period.

Filtering Event Log Parameters
1. Navigate to Monitor > Gateway > Event Log.
2. Inthe Start Date field, click the calendar icon to select a date and enter a time of day to
define the event log starting time.
3. Inthe End date field, click the calendar icon to select a date and enter a time of day to
define the event log ending time.
4. Click the Severity drop-down menu and select the severity levels to display.
5. Click the Category/Event type drop-down menu and select the event types to
display. Select All to show all event types.
6. Click the Device drop-down menu and select a device to filter the results. Select All to
show all event logs for all devices.
7. Click Filter to display all events matching the defined parameters. Click Reset filters to
reset all currently set parameters.
Downloading Event Logs
1. Navigate to Monitor > Gateway > Event Log.
2. Fromthe event log list, click Download.

Nuclias Cloud Documentation - en Page 260 of 482



Nuclias Cloud Documentation - en Page 261 of 482



Map

From the Map window, you can consult a geographical overview of the organization’s Sites in the
form of an interactive world map.

Note: Sites must be linked to a valid address in order to show up on the map.

Navigating the Map
From the interactive map, you can view a geographical representation of the Site’s physical
location as well as view basic information and the current status of the Site and its devices.

1. Navigate to Monitor > Map.
2. Click the expand icon in the top-right corner of the map to toggle full-screen mode.

Maritor / Map ]

W kemnd e o | Map datz E2003 AFCIS (Pry) Lod, GecBasis-DE/BKG (82003), Google, Inst Ceoqr Eael Termz ot Use.

Nuclias Cloud Documentation - en Page 262 of 482



Note: Click the expand icon again to return to windowed mode.

3. Click and drag the left-mouse button to move around on the map.
4. Click the + and - buttons in the bottom-right corner of the map to zoom in and out on the
map. Alternatively, hold Ctrl and scroll the mouse wheel up and down to zoom in and out.

< nuclias | H Nuckasclotat R - @fmm ‘ () nuetizsuser + | @ e -
ey tink - < B

MONITOR

Monitar / Map [2]

Map  Satellite

Navigating Sites on the Map Using the Site List
From the Site List, you can view all the Sites created under your organization that you have been
authorized to access.

1. Navigate to Monitor > Map.
2. Click Site List on the left-hand side of the map.

Moritor / Map Q

3. Inthe Site List, click the organization name to expand the list of Sites under the
organization.
4. [Optional] Click the search field and enter the Site name.
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5. From the expanded Site list, click the Site name. The map will automatically navigate to the
Site’s location on the map.

WMariter / Map

.i- D-Link Corp.

Q D-linkHT

Q1un

6. Hover the cursor over the Site icon to view basic information and general device status.

7. [Optional] Click the Site name in the Site window to open the Dashboard view for that Site.

8. [Optional] Click the Floor Plan name in the Site window to be directed to the floor plan
setting for the Site (you can also go to Monitor > Floor Plans to obtain the list of
configured floor plans).
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Floor Plans

Floor plans offer an easy way to visually represent the location of each device within the
organization. Floor plans are managed per Site, and each Site can have multiple floor plans.

4 nuchas 3 o 2 S Pooe
BRE  BEEEEEEETEEEs
i ' 32 |
0
) sy Q
Adding a Floor Plan

You can create floor plans to have a visual overview of device placement.
Note : Floor plans are created for individual Sites within the organization.

1. Navigate to Monitor > Floor Plans.
2. Select a Site from the Site menu.

< I ! ] -~
¢nuclias : P | © | mowssrammsamicn + | @ sn -
o

3. From the floor plan list, click Add floor plan.
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4. Select the Site to associate this floor plan with.
5. Click OK.

Editing Floor Plan

You can add device icons to floor plans for a visual overview of the device placement, edit the floor
plan name, and upload a custom floor plan image.

Adding Devices to a Floor Plan

Devices can be dragged onto the floor plan to create a visual representation of the placement of
the devices within the organization.

AN

Navigate to Monitor > Floor Plans.

Select a Site from the Site menu.

From the floor plan list click on the floor plan name.

Click and drag a device from the Unplaced Devices list onto the floor plan to place it on the
floor plan.

Click Save.

Removing Devices from a Floor Plan

AW

Navigate to Monitor > Floor Plan.

Select a Site from the Site menu.

From the floor plan list, click on the floor plan name.

Click the X icon next to the device in the device category list that you wish to remove.
Note: Devices removed from the floor plan will automatically be moved to the Unplaced

Devices list.
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5. Click Save.

Editing a Floor Plan Name

1. Navigate to Monitor > Floor Plan.

2. Select a Site from the Site menu.
Note: Selecting a Site will only show floor plans created for the selected Site. Select All to
show all floor plans for all Sites.

<nuclias
foud

@ oaeTe

3. From the floor plan list, click on the floor plan name.
4. Click the floor plan name in the Floor Plan Name field.
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Enter a new name and press Enter or click outside of the field
Click Save.

Adding a Custom Floor Plan Image

RARE IR

N o

Navigate to Monitor > Floor Plans.

Select a Site from the Site menu.

From the floor plan list, click on the floor plan name.

On the floor plan page, click Upload image.

In the Upload Image window click Browse and navigate to the floor plan image you want to
use. You may upload PNG, GIF, BMP, TIFF, JPEG, JPG files up to 1MB.

Click Upload.

Click Save.

Removing a Custom Floor Plan Image

ANE IR

Navigate to Monitor > Floor Plans.

Select a Site from the Site menu.

From the floor plan list, click on the floor plan name.

On the floor plan page, click Remove image.

When prompted to confirm, click Delete.

Note: Deleting a custom image will restore the default floor plan image.
Click Save.

Deleting a Floor Plan

1.
2.

Navigate to Monitor > Floor Plans.
Select a Site from the Site menu.
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3. From the floor plan list, click the Delete icon under the Actions column of the floor plan
you wish to delete.

< nuclias B . . [} S
1as 9 o & a scne

DASHEOARD ~ MONTOR  CONFIGURE  REPORTS  SETTINGS

4. When prompted to confirm, click Yes.
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Neighbor AP

The Neighbor AP page provides information about detected APs in the neighborhood for the
detection of unexpected APs and deployment of APs to suit the coverage goal. Note that you can
only view devices in your authorized level of access.

Monitor / Neighbor AP Q
1 Managed AP Chris-1205-AP A4:5E:60:C4:71:13 Brian's SSID WPA+WPA2 -55 2.4GHz 5 b,g.n D-Link International
2 Unknown AP Chris-1205-AP A4:5E:60:BD:76:0D Ivey's SSID WPA+WPA2 -40 2.4GHz é b.gn D-Link International
3 Managed AP Chris-1205-AP 48:4B:AAAA:BC:82 SSID_05 WPA+WPA2 -38 2.4GHz 3 b,g.n D-Link International
4 Managed AP Chris-1205-AP AB:66:7F:89:5F:FB SSID_03 WPA+WPAZ -49 2.4GHz 5 b,g.n D-Link International
5 Managed AP Chris-1205-AP 2C:1F:23:5E:E0:92 SSID_04 WPA+WPA2 -53 5GHz 44 a,n,8c D-Link International
3 Unkown AP Chris-1205-AP AQ:AB:1B:95:8E:78 dlink-8E78 ‘WPA+WPA2 -50 5GHz 40 a,n,ac D-Link International
7 Managed AP Chris-1205-AP 90:94:E4:C0:38:A2 eric-865-5G WPA+WPA2 -54 5GHz 48 a,n,ac D-Link International
8 Managed AP Chris-1205-AP EC:22:80:B9:2D:10 D-Link OPEN -49 5GHz 44 a,n,ac D-Link International

Wireless Neighbor AP Report

1. Navigate to Monitor > Neighbor AP.

The following information is displayed:

Status State whether the AP is managed or unknown in the
defined site. The site can be selected at the top.
Detected by The device that detected this neighbor AP.
MAC The MAC address of this neighbor AP.
SSID The SSID name of this neighbor AP.
Security The security method configured on the neighbor AP.
Received Signal Strength Indication (RSSI), which
RSSI . .
measures the power of a received radio signal.
Radio The radio frequency that the neighbor AP is operating
on.
The channel on which the access point is currently
Channel :
broadcasting.
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Supported Modes ‘ The wireless standards that the neighbor AP supports.

Manufacturer ‘ The manufacturer of the neighbor AP.

2. [Optional] Enter a keyword in the Search field to filter the table listing.
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Network

The Network page provides information about device availability statistics, bandwidth
consumption and connected clients for all types of devices in your organization. For wireless
networks, the channel interference information is also provided. Note that you can only view
devices in your authorized access level.

Monitor / Network

DEVICE UPTIME AVAILABILITY

Time frame: Last 24 hours v Q v &n
# Device name Offline/Uptime Availability
1 EA:AB:0C:80:93:B6 0s/1d0h0m Os 100%
2 26:B0:1C:DA:C6:1B 18m9s/23h41m51s 98.74%
3 DEMOGWGWO0003 24m 16s/23h 35m 44s 98.31%
4 DEMOGWGWO0004 24m 54s/23h 35m 6s 98.27%
5 23:E9:2E:36:58:08 35m9s/23h24m51s 9756%
6 BCPDD-2820P 1dOhOm 0s/0s 0%
7 F4:8C:EB:E9:DD:17 1dOhOm 0s/0s 0%
8 6C:19:8F:1B:7C:3B 1d OhOm Os/ Os 0%
9 DBA-1210P-1 1d OhOm Os / Os 0%
10  DBA-2820P-1 1dOhOm 0s/0s 0%

Device Availability Report

1. Navigate to Monitor > Network.
2. Under Device Uptime Availability, the following information is displayed:

Device Name The device in your organization.

The offline duration/uptime duration in the defined
time frame. Select the time frame drop-down menu to
display the data in last 24 hours, last 7 days, last 14
days, last 30 days, or last 60 days.

Offline/Uptime

The percentage that a device is up and running during

Availability the defined time frame.

1. [Optional] To download the availability report, click Download to download it as a CSV file in
your browser's default download folder.
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2. [Optional] Select a Site from the Search menu to display the devices assigned to the specified
site.

Bandwidth Usage Report

The Bandwidth Usage Report displays the following information:

Site Name The site in your organization.

The total consumption of Internet bandwidth in the
defined time frame. Select the time frame drop-down
menu to display the datain last 24 hours, last 7 days,
last 14 days, last 30 days, or last 60 days.

Usage

1. [Optional] To download the usage report, click Download to download it as a CSV file in your
browser's default download folder.

2. [Optional] Select a Site from the Search menu to filter the site in your organization.

Clients Overview

The Clients Overview Report displays the following information:

State whether the client is connected through an

Type Ethernet port or wirelessly.

The connected client's name in the defined time frame.
Select the time frame drop-down menu to display the
datain last 24 hours, last 7 days, last 14 days, last 30
days, or last 60 days.

Client Name

Site The site of your organization.
MAC Address The MAC address of the client.
IPv4 Address The IP address of the client.

The device of the organization that the client is

Connected to connected to.

Usage The Internet bandwidth consumption.
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Received Signal Strength Indication, which measures
RSSI the power of a received radio signal. Range: O to
-120dB.

Signal-to-Noise Ratio, which measures the quality of
SNR wireless signal by also taking the noise level into
account. Range: O to 120dB.

1. [Optional] To download the client report, click Download to download it as a CSV file in your
browser's default download folder.

2. [Optional] Select a Site from the Site drop-down menu.

Channel Overview

The Channel Overview report displays the following information:

The channel that has been detected having
Channel .

interference.

The number of unmanaged wireless networks (SSIDs)
Interference . .

operating on this channel.
Using The Nuclias device that uses this channel.

1. [Optional] To download the usage report, click Download to download it as a CSV file in
your browser's default download folder.

2. [Optional] Select a wireless Device (grouped by Site) from the Device drop-down menu to
display only the device in your organization.
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Configure

From the Configure menu, you can configure profiles for different device types and models.

The Configure menu also provides management of authentication servers and local authentication
database for connection and access control. The Schedule Policies provides scheduling methods
for a variety of functions, for example, Traffic Management, Firewall, and Port Schedule. It also
allows you to customize splash pages to present to clients in different use cases.

Note: The availability of the menus of the Configuration page depends on the access privilege.

Access Point

The AP section provides configuration menus for AP devices. It allows you
to configure profiles based on device model or devices individually. The
access management of wireless network using IP ACLs can also be
configured.

Refer to the Access Point section for more information.

The Switch section provides configuration menus for switch devices. It
allows you to configure profiles based on device model or devices
individually. It also allows operations on selected groups of ports such as

Switch
bandwidth aggregation and port mirroring.
Refer to the Switch section for more information.
The Gateway section provides configuration menus for gateway devices. It
allows you to configure profiles based on device model or devices
Gateway individually.

Refer to the Gateway section for more information.

Authentication

The Authentication section provides Local Authentication database and
Authentication Server management to facilitate a variety of authentication
methods or infrastructures for Wi-Fi and VPN connectivity.

Refer to the Authentication section for more information.
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The MAC ACLs provides access control by filtering devices' MAC
MAC ACLs addresses of an Ethernet frame.

Refer to the MAC ACLs section for more information.

The Walled Garden restricts or redirects clients to certain web addresses
Walled before they are authenticated for network access.

Refer to the Walled Garden section for more information.

The Schedule Policies facilitate scheduling for access control and security
functions such as port availability for switches, and firewall functions and

Schedule ton
Policies application control for gateways.

Refer to the Schedule Policies section for more information.

The Splash Pages allow configuration and customization of splash pages to

use with the SSID. This can be configured to have users click through or
Splash Pages enter credentials to access the network. You can either customize any of
2plash Fages

the default splash pages or create your own unique splash pages.

Refer to the Splash Pages section for more information.
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Configure - Access Point

Configure - Access Points

From the Configure section, you can manage Profiles and devices for the organization.

The following sections provide more detailed information about Profile and device management

respectively.

From the Profiles section, you can create new and edit existing profiles of

Profiles | wireless properties such as SSID and radio settings, and apply profile
configuration settings to associated devices.
. From the Devices section, you can add and register devices and configure
Devices | . . . . .
individual device settings.
1P ACLs From the IP ACLs section, you can create, manage, and delete IP access control

lists used to manage wireless users' network access using their IP addresses.
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Profiles

Profiles are a set of general configuration settings that can be swiftly and easily applied to all
devices associated with the Profile so all devices are configured identically as a group.

< nuclias

Creating a Profile
After a profile is created, you can configure SSID and wireless settings, set up captive portal pages,
and configure other general settings within each profile, .
1. Navigate to Configure > Access Point > Profiles.
2. Click Create Profile.
3. Enter a name for the Profile and choose the device model.
Note: The Profile can only be used for the selected device model type.

4. Select Clone from exist profile and choose a Profile from the drop-down menu to clone an
existing Profile. Or select Use default configuration to use pre-defined settings. You can
modify the settings with the Edit function later.

5. Click Create Profile.

Creating an SSID

You can create multiple SSIDs under a single Profile and configure each SSID with unique settings
to accommodate different wireless usage scenarios.

1. Navigate to Configure > Access Point > Profiles.
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2. From the Profile list, click SSID under the Actions column of the Profile you wish to create

an SSID for.

Configure / Access point / Profiles

Create profile

Model name

Access level

Devices

Last update time

Scheduled push

Actions

@ # Status Profile
o+ 0 D Care
g2 O

0 s O

0O+ 0

0Os O

0O s O

o7 v SunnyT
0O s v ==
09 v x1230P

3. Onthe SSID page, click Add SSID.

&% PUSH CONFIGURATION

Add SSID

@ sso
(] D-CafeGuests

D-Cafe Staffs

Fydelia
KKK

O
O
O
O tinkyn
O
O

4. Enter a name for the SSID and choose which wireless bands to enable.

Add SSID

SSID name™

Band selection

2.4 GHz

5. Click Save.

DBA-1210P

DBA-1210P

DBA-2820P

DBA-1210P

DBA-2720P

DBA-X2830P

DBA-1210P

DBA-1210P

DBA-X1230P

SEECRNCRIGRIGRIGENGE &
g
E

5 GHz

Organization
Organization
Organization
Organization
Organization
Organization
Organization
Organization

Organization

SSID

[CEECRRCRICGRNCGRRGRNGE &
I
b

S

2023/04/24 14:08:54

2020/04/01 11:51:43

2020/04/01 11:57:42

2021/08/31 15:02:13

2020/04/17 17:56:08

2022/06/09 11:58:15

2020/04/06 13:58:55

2023/05/14 22:12:54

2021/11/1009:28:32

RADIO

Broadcast SSID

[CRICERECEECREGRIGRNG]

6. [Optional] Repeat steps 1 to 5 to create additional SSIDs.
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Unscheduled
Unscheduled
Unscheduled
Unscheduled
Unscheduled
Unscheduled
Unscheduled
Unscheduled

Unscheduled

Cancel

(@) RADIO {8} SETTINGS

 ssID (@) RADIO D} SETTINGS
% SSID (@) RADIO {B} SETTINGS
T ssID () RADIO {D} SETTINGS
7 SSID (@) RADIO (B} SETTINGS
7 ssID () RADIO {0} SETTINGS
Z SSID (@) RADIO {3} SETTINGS
7 SSID (@) RADIO {3} SETTINGS

% SSID (@) RADIO {B} SETTINGS

SETTINGS

Security

Open

WPA2/WPA3

Open
Open
Open
Open

Open

Save
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Deleting Profiles

1. Navigate to Configure > Access Point > Profiles.
2. From the Profile list, click the checkbox next to the profiles you which to delete and click
Delete Profile.

Configure / Access point / Profiles

reate profile Delete profile Push configuration Q -
cti

# Status Profile Model name Access level Devices Last update time Scheduled push

LN o

DBA-1210P Organization 1 2023/04/24 14:08:54 Unscheduled T SSID () RADIO @ SETTINGS
(@] DBA-1210P Organization 1 2020/04/0111:51:43 Unscheduled  sSID (@) RADIO B SETTINGS
(@] DBA-2820P Organization 3 2020/04/0111:57:42 Unscheduled % SSID (@) RADIO {3} SETTINGS
O DBA-1210P Organiza ition 1 2021/08/3115:02:13 Unscheduled T SSID (@) RADIO @ SETTINGS
(m] DBA-2720P Organization 1 2020/04/17 17:56:08 Unscheduled Z SSID (@) RADIO @ SETTINGS
(@] DBA-X2830P Organization 1 2022/06/09 11:58:15 Unscheduled  sSID (@) RADIO {5 SETTINGS
(@] DBA-1210P Organization o 2020/04/06 13:58:55 Unscheduled % SSID (@) RADIO {3} SETTINGS
O DBA-1210P Organization 0 2023/05/1422:12:54 Unscheduled T SSID (@) RADIO @ SETTINGS
(m] DBA-X1230P Organization 0 2021/11/1009:28:32 Unscheduled Z SSID (@) RADIO @ SETTINGS

3. When prompted to confirm, click Yes.

Configuring Basic SSID Settings

From the basic SSID configuration section, you can configure general wireless and SSID settings,
including SSID name, security mode, DHCP settings, broadcasting mode, and VLAN .

1. Navigate to Configure > Access Point > Profiles.

2. From the Profile list, click SSID under the Actions column of the Profile of the SSID you

wish to edit.

From the SSID list, click the SSID name of the SSID you wish to edit.

In the SSID configuration window, click the Basic tab.

5. From the Security drop-down menu, select Open, Enhanced Open, or Enhanced
Open+Open, WPA2, WPA/WPA2, WPAS3, or WPA2/WPAS.

H>w

Note: This Open option removes all security from the SSID and will allow all clients to
associate to the SSID without requiring authentication or authorization. This is not
recommended. The Enhanced Open enables better security using encryption and privacy
on open networks. The Enhanced Open+Open allows both types of open networks.

Using WPA Security with PSK

For WPA2, WPA/WPA2, WPAS, or WPA2/WPA3, specify the following information if Pre-
shared Key (PSK) or Simultaneous Authentication of Equals (SAE) is selected as the Auth method:

Encryption Select an encryption method.
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Enter a pre-shared key which clients will need to enter in order to

Passphrase connect to the SSID.

Set the interval (in seconds) at which the group key is updated for

SIS EUSETE] the SSID. The default is 3600 seconds.

Using WPA Security with RADIUS Server

For WPA2, WPA/WPA2, WPAS, or WPA2/WPA3, select a Primary RADIUS server and an
optional secondary server if RADIUS is selected as the Auth method. Also select the Encryption
method and specify the Group Key Update Interval. If you have no pre-configured RADIUS
servers, click Add a RADIUS server and specify the following information:

Server Name Enter the name of the RADIUS server.

IP Address Enter the IP address of the RADIUS server.

Enter a port for the RADIUS server. The range is between 1 and

Port 65535,

Secret Enter a shared secret. Note: Must be between 2-32 characters.

[Optional] Select the Authentication Method. The options are

Authentication Method | pAp MS-CHAP/MS-CHAPv2, EAP-MDS5 or CHAP.

[Optional] Enable or disable the accounting mechanism. If
RADIUS Accounting enabled, enter the IP Address, Port number, Secret and
Accounting Interim Interval in seconds.

6. Choose to enable or disable SSID broadcasting.
Note: If SSID broadcasting is disabled, users will not see the SSID when they scan for
available networks on their device.

7. Check the wireless bands to enable. If both bands are enabled, choose to enable or disable
band steering which automatically connects compatible clients to the 5 GHz band.

8. Choose to enable or disable guest access mode.
Note: Enabling guest access will make this SSID an isolated guest network and will
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automatically enable NAT mode and station isolation. This prevents guest users from
connecting to the internal network.
9. Choose to enable or disable Network Address Translation (NAT mode).

Note: This is enabled by default if guest access mode is enabled.

10. If NAT Mode is enabled, select Auto to use an automatic IP pool or select a customized 2.4
GHz and 5 GHz DHCP pool from the drop-down menu.

11. [Optional] To create a customized DHCP pool, click Add a DHCP Pool and specify the
following information:

DHCP name Enter a name for the DHCP pool.
Select a duration from the drop-down menus to specify the IP
Lease time lease time. When the lease time expires, the client will be
assigned a new |IP address from the pool.
Enter the starting IP address of the pool. Only IP address within
Start IP . . .
the start/end range will be assigned to clients.
End P Enter the starting IP address of the pool. Only IP address within
the start/end range will be assigned to clients.
Subnet Mask Enter a valid subnet mask.
Gateway Enter a valid gateway address.
Primary Enter a primary DNS server address.
Secondary Enter a secondary DNS server address.
Search Domain Enter the DNS search domain.

12. Choose to enable or disable VLAN.
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13. If VLAN is enabled, specify the following information:
Note: If the NAT mode is enabled, the VLAN settings will follow the Management VLAN
setting instead. Refer to the Configuring_General_Profile_Settings section.

Select the VLAN type.
VLAN mode Tagged: Adds an 802.1Q header to traffic.

Untagged: Does not add a tag to traffic.

Specify a VLAN tag. This will segment traffic with the respective

VLAN tag VLAN tag

14. Choose to enable or disable Station Isolation. This prevents clients connected to the same
SSID from communicating with each other.

15. Enter the NAS-ID (network access server identifier) to be sent in the RADIUS access
request so that the RADIUS server can be notified and choose a policy for that request. If
this is left empty, the device UID will be used instead.

16. Click Save.

17. Click Push Configuration.

Configuring SSID Captive Portal Settings
Configuring an SSID Click-Through Captive Portal

A click-through captive portal page requires users to click through a splash page such as a Terms of
Agree page before connecting to the SSID. This requires no additional login credentials.

1. Navigate to Configure > Access Point > Profiles.

From the Profile list, click SSID under the Actions column of the Profile of the SSID you
wish to edit.

From the SSID list, click the SSID name of the SSID you wish to edit.

In the SSID configuration window, click the Captive Portal tab.

Select Click-through as the Splash page type.

Select a click-through page from the available Splash page menu.

[Optional] Click Splash page editor. Refer to Splash Pages for more information.
Specify the following information:

N
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Enter a duration (in minutes) before the connection session

Session Timeout
automatically times out. The default is 120 minutes.

Enter a duration (in minutes) of allowed inactivity before the

Idle timeout . .
captive portal page times out.

[Optional] Enter the maximum amount of sessions limited

Session Limited (unlimited, or 1-5).

[Optional] Specify how much data (MB/session) a client can

Traffic Limited transfer in a session. Enter O to disable the limitation.
[Optional] If URL redirection is enabled, users will be
URL Redirection redirected to the chosen URL after access to the SSID is

granted.

Enter the time (in minutes) clients will be periodically redirected

Redirection interval to the URL.

9. Click Save.
10. Click Push Configuration.

Configuring an SSID Captive Portal with Basic Login Page Using Local Authentication

A basic login captive portal page requires users to log in using a user account configured in local
authentication databases. To create and manage local authentication databases, refer to Local
Authentication for more information.

1. Navigate to Configure > Access Point > Profiles.

From the Profile list, click SSID under the Actions column of the Profile of the SSID you

wish to edit.

From the SSID list, click the SSID name of the SSID you wish to edit.

In the SSID configuration window, click the Captive Portal tab.

Select Sign-on with basic login page as the Splash page type.

Select a basic login page from the drop-down menu.

[Optional] Click Splash page editor to open the splash page editor window.

Select Local authentication as the Basic Login Page type.

[Optional] Choose to enable or disable simultaneous logins.

10. Select alocal authentication database from the drop-down menu.
Note: Local authentication databases can be configured separately. Refer to the Local
Authentication section for more information.

N
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11. [Optional] Click Add authentication users to create a new local authentication database.
Or click Local authentication List to view the Local authentication database.
12. Specify the following information:

Enter a duration (in minutes) before the connection session

Session Timeout
automatically times out. The default is 120 minutes.

Enter a duration (in minutes) of allowed inactivity before the

Idle timeout
captive portal page times out. The default is 30 minutes.

[Optional] Enter the maximum amount of sessions limited

Session Limited (unlimited, or 1-5).

[Optional] Specify how much data (MB/session) a client can

Traffic Limited transfer in a session. Enter O to not restrict the data amount.

[Optional] Add a walled garden configuration to the captive

Walled Garden
portal.

[Optional]lf URL redirection is enabled, users will be
URL Redirection redirected to the chosen URL after access to the SSID is
granted.

13. Click Save.
14. Click Push Configuration.

Configuring an SSID Captive Portal with Basic Login Page Using a RADIUS or LDAP Server

=

Navigate to Configure > Access Point > Profiles.

From the Profile list, click SSID under the Actions column of the Profile of the SSID you
wish to edit.

From the SSID list, click the SSID name of the SSID you wish to edit.

In the SSID configuration window, click the Captive Portal tab.

Select Sign-on with basic login page as the Splash page type.

Select a basic login page from the drop-down menu.

[Optional] Click Splash page editor to open the splash page editor window. Refer to the
Splash Pages section for more information.

8. Select RADIUS or LDAP as the Basic Login Page type.

N
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Note: Authentication servers can be configured separately. Refer to the Local Authentication
section for more information.

9. [Optional] If you have no pre-configured RADIUS or LDAP servers, click Add a RADIUS
server or Add an LDAP server and specify the following information:

Server Name

Enter a name for the server.

IP Address Enter the IP address of the server.
Port Enter a port for the server. The range is between 1 and 65535.
(Default: 1812 for RADIUS server; 389 for LDAP server).
Enter the domain for LDAP, for example, cn=admin,
Base DN .
dc=mydomain, dc=local.
Encryption [Optional] Select SSL or TLS or disable this option for LDAP.
Secret Enter a shared secret for RADIUS. Note: Must be
between 2-32 characters.
Authentication Method [Optional] Select the Authentication Method. The options are

PAP, MS-CHAP/MS-CHAPv2, EAP-MD5 or CHAP.

RADIUS Accounting

[Optional] Enable or disable the accounting mechanism. If
enabled, enter the IP Address, Port number, Secret and
Accounting Interim Interval in seconds.

10. Select a primary RADIUS or LDAP server database from the drop-down menu.
11. [Optional] Select a secondary RADIUS or LDAP server database from the drop-down

menu.

12. Specify the following information:

Simultaneous Login

[Optional] Enable to allow the same account to be reused during
multiple concurrent sessions. Note: Different authentication
methods are unrelated regardless if using the same email or not.

Session Timeout

[Optional] Enter a duration (in minutes) before the connection
session automatically times out. The default is 120 minutes.
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Idle timeout

[Optional] Enter a duration (in minutes) of allowed inactivity
before the captive portal page times out.

Session Limited

[Optional] Enter the maximum amount of sessions limited
(Unlimited, or 1-5).

Traffic Limited

[Optional] Specify how much data (MB/session) a client can
transfer in a session. Enter O to not restrict the data amount.

Walled Garden

[Optional] Add a walled garden configuration to the captive
portal.

URL Redirection

[Optional] If URL redirection is enabled, users will be
redirected to the chosen URL after access to the SSID is
granted.

Redirection interval

13. Click Save.

Enter the time (in minutes) clients will be periodically redirected
to the URL.

14. Click Push Configuration.

Configuring an SSID Captive Portal with Third Party Login

N

wish to edit.

NOo Uk w

Navigate to Configure > Access Point > Profiles.
From the Profile list, click SSID under the Actions column of the Profile of the SSID you

From the SSID list, click the SSID name of the SSID you wish to edit.

In the SSID configuration window, click the Captive Portal tab.

Select Sign-on with third party credentials as the Splash page type.

Select a Splash page from the drop-down menu.

[Optional] Click Splash page editor to open the splash page editor window. Refer to Splash

Pages for more information.
8. Select the required information:

3" party credentials

Check to the box next to Facebook, Google, Weibo, Line and
Twitter to enable logging in using respective account credentials.
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Enter a duration (in minutes) before the connection session

Session Timeout . . . .
automatically times out. The range is 2-1440 minutes.

Enter a duration (in minutes) of allowed inactivity before the

Idle timeout . . . .
captive portal page times out. The range is 1-1439 minutes.

[Optional] Enable to allow the same account to reuse during
Simultaneous Login multiple concurrent sessions. Note: Different authentication
methods are unrelated regardless if using the same email or not.

[Optional] Enter the maximum amount of sessions limited.

SEE el Ui liEe The range is unlimited or 1-5.

[Optional] Specify how much data (MB/session) a client can

Traffic Limited transfer in a session. Enter O to disable the limitation.

[Optional] Add a walled garden configuration to the captive

Walled Garden
portal.

[Optional] If URL redirection is enabled, users will be
URL Redirection redirected to the chosen URL after access to the SSID is
granted.

Enter the time (in minutes) clients will be periodically redirected

Redirection interval to the URL.

9. Click Save.
10. Click Push Configuration.

Configuring an SSID Captive Portal with Basic and Third Party Login Using Local
Authentication

=

Navigate to Configure > Access Point > Profiles.

From the Profile list, click SSID under the Actions column of the Profile of the SSID you
wish to edit.

From the SSID list, click the SSID name of the SSID you wish to edit.

In the SSID configuration window, click the Captive Portal tab.

Select Sign-on with basic login page and third party credentials as the Splash page type.
Select a third party sign-on page from the drop-down menu.

N
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7. [Optional] Click Splash page editor to open the splash page editor window. Refer to
the Splash Pages section for more information.
8. Select Local authentication as the Basic Login Page type.
9. Select a local authentication database from the drop-down menu.
Note: Local authentication databases can be configured separately. Refer to Local
Authentication for more information.
10. [Optional] Click Add authentication users to create a new local authentication database.
Or select Local authentication list to view the Local authentication database.
11. Specify the following information:

Check to the box next to Facebook, Google, Weibo, Line and
3" party credentials Twitter to enable logging in using respective account
credentials.

Enable to allow the same account to be reused during multiple
Simultaneous Login concurrent sessions. Note: Different authentication methods are
unrelated regardless if using the same email or not.

Enter a duration (in minutes) before the connection session

Session Timeout
automatically times out. The default is 120 minutes.

Enter a duration (in minutes) of allowed inactivity before the

Idle timeout . . . .
captive portal page times out. The default is 30 minutes.

Enter the maximum amount of sessions limited (unlimited or

Session Limited 1-5)

[Optional] Specify how much data (MB/session) a client can

Traffic Limited transfer in a session. Enter O to not restrict the data amount.

[Optional] Add a walled garden configuration to the captive

Walled Garden
portal.

[Optional] If URL redirection is enabled, users will be
URL Redirection redirected to the chosen URL after access to the SSID is
granted.

Enter the time (in minutes) clients will be periodically redirected

Redirection interval to the URL.
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13. Click Save.

14. Click Push Configuration.

Configuring an SSID Captive Portal with Basic and Third Party Login Using a RADIUS or

LDAP Server

N o=

wish to edit.

NOo Uk~

Navigate to Configure > Access Point > Profiles.
From the Profile list, click SSID under the Actions column of the Profile of the SSID you

From the SSID list, click the SSID name of the SSID you wish to edit.

In the SSID configuration window, click the Captive Portal tab.

Select Sign-on with basic login page and third party credentials as the Splash page type.
Select a basic login page from the drop-down menu.

[Optional] Click Splash page editor to open the splash page editor window. Refer to

the Splash Pages section for more information.
8. Select RADIUS or LDAP Server as the Basic Login Page type.

Note: Authentication servers can be configured separately. Refer to the Local Authentication
section for more information.

9. [Optional] If you have no pre-configured RADIUS or LDAP servers, click Add a RADIUS
server or Add an LDAP server and specify the following information:

Server Name

Enter a name for the server.

IP Address Enter the IP address of the server.

Port Enter a port for the server. The range is between 1 and 65535.
(Default: 1812 for RADIUS server; 389 for LDAP server).
Enter the domain for LDAP, for example, cn=admin,

Base DN .
dc=mydomain, dc=local.

Encryption [Optional] Select SSL or TLS or disable this option for LDAP.
Enter a shared secret for RADIUS. Note: Must be

Secret

between 2-32 characters.

Authentication Method

[Optional] Select the Authentication Method. The options are
PAP, MS-CHAP/MS-CHAPv2, EAP-MD5 or CHAP.
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[Optional] Enable or disable the accounting mechanism. If
RADIUS Accounting enabled, enter the IP Address, Port number, Secret and
Accounting Interim Interval in seconds.

10. Select a primary RADIUS/LDAP server database from the drop-down menu.
11. [Optional] Select a secondary RADIUS/LDAP server database from the drop-down menu.
12. Specify the following information:

Check to the box next to Facebook, Google, Weibo, Line and
3" party credentials Twitter to enable logging in using respective account
credentials.

Enable to allow the same account to be reused during multiple
Simultaneous Login concurrent sessions. Note: Different authentication methods are
unrelated regardless if using the same email or not.

Enter a duration (in minutes) before the connection session

Session Timeout
automatically times out. The default is 120 minutes.

Enter a duration (in minutes) of allowed inactivity before the

Idle timeout . . . .
captive portal page times out. The default is 30 minutes.

Enter the maximum amount of sessions limited (unlimited or

Session Limited 1-5)

[Optional] Specify how much data (MB/session) a client can

Traffic Limited transfer in a session. Enter O to not restrict the data amount.

[Optional] Add a walled garden configuration to the captive

Walled Garden
portal.

[Optional] If URL redirection is enabled, users will be
URL Redirection redirected to the chosen URL after access to the SSID is
granted.

Enter the time (in minutes) clients will be periodically redirected

Redirection interval to the URL.
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13. Click Save.
14. Click Push Configuration.

Configuring an SSID Captive Portal with SMS Authentication

=

Navigate to Configure > Access Point > Profiles.

From the Profile list, click SSID under the Actions column of the Profile of the SSID you
wish to edit.

From the SSID list, click the SSID name of the SSID you wish to edit.

In the SSID configuration window, click the Captive Portal tab.

Select Sign-on with SMS Authentication as the splash page type.

Select an SMS sign-on page from the drop-down menu.

[Optional] Click Splash page editor to open the splash page editor window. Refer to
the Splash Pages section for more information.

8. Select an SMS configuration from the drop-down menu.

N

NOo Uk

Note: SMS settings can be configured separately. Refer to the SMS Configuration section for more
information.

9. If you do not yet have an SMS configuration, click Add Twilio SMS Settings and add the
following information:

Name Enter a name for the Twilio service profile.
Twilio Enter your Twilio account SID
Account SID Y ’
Ueee i Enter the authentication token for your Twilio account.
Token
Twilio from -
Enter the number of your Twilio account.
Number

Resend after | The elapse time for sending another SMS. Enter O to disable the limitation.
(minutes)

E/Ieasgrr:jum The maximum number of times that an SMS can be resent. Enter O to
. restrict it to one time only.
(times)
E/Ieaxlzr:slim The maximum number of times that an SMS for password purposes can
(tir?wes) be requested. Enter O to disable the restriction.

Nuclias Cloud Documentation - en Page 292 of 482



The amount of waiting time for another request after the Maximum
Resend or Request limit has been reached. Enter O to disable the
restriction.

Denial
Period

OTP Expires | The amount of time that a password sent through SMS is valid.
(minutes)

Country calling codes that are allowed to use SMS service for sending
password. Use "," to separate code list, e.g. +886,+91. The default is "*"
which means all country codes are allowed.

Allowed
Phone Prefix

1. Specify the following information:

Enable to allow the same account to be reused during multiple
Simultaneous Login concurrent sessions. Note: Different authentication methods are
unrelated regardless if using the same email or not.

Enter a duration (in minutes) before the connection session

Session Timeout
automatically times out. The default is 120 minutes.

Enter a duration (in minutes) of allowed inactivity before the

Idle timeout
captive portal page times out. The default is 30 minutes.

[Optional] Specify how much data (MB/session) a client can

Traffic limited transfer in a session. Enter O to disable the limitation.

[Optional] Add a walled garden configuration to the captive

Walled Garden
portal.

If URL redirection is enabled, users will be redirected to the

URL Redirection chosen URL after access to the SSID is granted.

Enter the time (in minutes) clients will be periodically redirected

Redirection interval to the URL.

13. Click Save.
14. Click Push Configuration.

Nuclias Cloud Documentation - en Page 293 of 482



Configuring an SSID Captive Portal with Email Authentication, SMS Authentication and
Third Party Credentials

1. Navigate to Configure > Access Point > Profiles.
2. From the Profile list, click SSID under the Actions column of the Profile of the SSID you
wish to edit.
From the SSID list, click the SSID name of the SSID you wish to edit.
In the SSID configuration window, click the Captive Portal tab.
5. Select email authentication, SMS authentication and third party credentials as the
Splash page type.
6. [Optional] Click Splash page editor to open the splash page editor window. Refer to
the Splash Pages section for more information.
7. Select a Grace Period from the drop-down menu to define how much time users have for
email verification before timing out. The default is 5 minutes.
8. Select the amount of times a guest user can be authenticated on Wi-Fiin one day. The
default timeiis 2.
9. Enter atime limit for guest users to request another email authentication if they
previously failed to connect and/or their grace period expired. The default is 30 minutes.
10. Select an SMS configuration from the drop-down menu.

H>w

Note: SMS settings can be configured separately. Refer to the SMS Configuration section for
more information.

11. If you do not yet have an SMS configuration, click Add Twilio SMS Settings and add the
following information:

Name Enter a name for the Twilio service profile.

Twilio Enter your Twilio account SID

Account SID Y .

U i Enter the authentication token for your Twilio account.
Token

Twiliofrom Enter the number of your Twilio account.

Number

Resend after | The elapse time for sending another SMS. Enter O to disable the limitation.
(minutes)

E/Ieasgrr]r:jum The maximum number of times that an SMS can be resent. Enter O to
. restrict it to one time only.
(times)
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MBI The maximum number of times that an SMS for password purposes can

R.equest be requested. Enter O to disable the restriction.

(times)

Denial The amount of waiting time for another request after the Maximum
Period Resend or Request limit has been reached. Enter O to disable the

restriction.

OTP Expires | The amount of time that a password sent through SMS is valid.
(minutes)

Country calling codes that are allowed to use SMS service for sending
password. Use "," to separate code list, e.g. +886,+91. The default is "*"
which means all country codes are allowed.

Allowed
Phone Prefix

12. Specify the following information:

Check to the box next to Facebook, Google, Weibo, Line and
3" party credentials Twitter to enable logging in using respective account
credentials.

[Optional] Enable to allow the same account to be reused during
Simultaneous Login multiple concurrent sessions. Note: Different authentication
methods are unrelated regardless if using the same email or not.

Enter a duration (in minutes) before the connection session

Session Timeout
automatically times out. The default is 120 minutes.

[Optional] Enter a duration (in minutes) of allowed inactivity
Idle timeout before the captive portal page times out. The default is 30
minutes.

[Optional] Enter the maximum amount of sessions limited

Session Limited (unlimited or 1-5).

[Optional] Specify how much data (MB/session) a client can

Traffic limited transfer in a session. Enter O to not restrict the data amount.

[Optional] Add a walled garden configuration to the captive

Walled Garden
portal.
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[Optional] If URL redirection is enabled, users will be
URL Redirection redirected to the chosen URL after access to the SSID is
granted.

Enter the time (in minutes) clients will be periodically redirected

Redirection interval to the URL.

13. Click Save.
14. Click Push Configuration.

Configuring an SSID with an External Captive Portal

=

Navigate to Configure > Access Point > Profiles.

From the Profile list, click SSID under the Actions column of the Profile of the SSID you
wish to edit.

From the SSID list, click the SSID name of the SSID you wish to edit.
In the SSID configuration window, click the Captive Portal tab.
Select Sign-on with External Captive Portal as the Splash page type.
Enter your custom external captive portal splash page URL.

Enter the IP address for your primary RADIUS server.

[Optional] Enter a secondary RADIUS server.

[Optional] Enable or disable MAC authentication.

10. Specify the following information:

N
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Enter a duration (in minutes) before the connection session

Session Timeout
automatically times out. The default is 120 minutes.

Enter a duration (in minutes) of allowed inactivity before the

Idle timeout
captive portal page times out. The default is 30 minutes.

Enter the maximum amount of sessions limited (unlimited or

Session Limited 1-5)

[Optional] Add a walled garden configuration to the captive

Walled Garden
portal.

11. Click Save.
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12.

Click Push Configuration.

Configuring an SSID with Facebook Wi-Fi

N

Navigate to Configure > Access Point > Profiles.

From the Profile list, click SSID under the Actions column of the Profile of the SSID you
wish to edit.

From the SSID list, click the SSID name of the SSID you wish to edit.

In the SSID configuration window, click the Captive Portal tab.

Select Sign-on with Facebook Wi-Fi to redirect users to visit a designated Facebook page
and check in.

Click Configure to configure your Facebook Wi-Fi settings.

Click Save. If you want to delete a connected Facebook page, click Delete.

Click Push Configuration.

Configuring SSID Access Control Settings

Configuring SSID MAC Filtering Settings Using MAC ACL

Using MAC Access Control Lists (ACL), you can manage access to the network based on the MAC
address of the connecting device. Clients with MAC addresses corresponding to MAC addresses in
the ACL can be allowed or denied access to the network.

1.

N

NOo ko

Allow

Navigate to Configure > Access Point > Profiles.

From the Profile list, click SSID under the Actions column of the Profile the SSID you wish
to edit.

From the SSID list, click the SSID name of the SSID you wish to edit.

In the SSID configuration window, click Access Control.

In the MAC Filtering section, click Enable.

Select MAC ACLs as the Filter type.

Choose a MAC ACL policy:

Allow devices that correspond with a MAC address in the MAC
ACL to connect to the SSID.

Deny

Prevent devices that correspond with a MAC address in the MAC
ACL to connect to the SSID.
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7.

8.
9.
10.

Select a MAC ACL from the drop-down menu.

Note: To create a MAC ACL, refer to MAC ACL for more information.
[Optional] Click Add a MAC ACL to create anew MAC ACL.

Click Save.

Click Push Configuration.

Configuring SSID MAC Filtering Settings Using RADIUS Authentication

You can configure an external 802.1x RADIUS server to authenticate users attempting to access
the network.

Select a primary RADIUS server database from the drop-down menu.

1.

N

A

Navigate to Configure > Access Point > Profiles.

From the Profile list, click SSID under the Actions column of the Profile the SSID you wish
to edit.

From the SSID list, click the SSID name of the SSID you wish to edit.

In the SSID configuration window, click Access Control.

In the MAC Filtering section, click Enable.

Select RADIUS Server as the Filter type.

Note: Authentication servers can be configured separately. Refer to the Local Authentication
section for more information.

7.

[Optional] If you have no pre-configured RADIUS servers, click Add a RADIUS server and
specify the following information:

Server Name Enter a name for the RADIUS server.

IP Address Enter the IP address of the RADIUS server.

Port

Enter a port for the RADIUS server. The range is between 1 and
65535 and default is 1812.

Secret Enter ashared secret. Note: Must be between 2-32 characters.

Authentication Method

[Optional] Select the Authentication Method. The options are
PAP, MS-CHAP/MS-CHAPv2, EAP-MD5 or CHAP.

[Optional] Enable or disable the accounting mechanism. If

RADIUS Accounting enabled, enter the IP Address, Port number, Secret and

Accounting Interim Interval in seconds.
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8. Select a primary RADIUS server database from the drop-down menu.

9. [Optional] Select a secondary RADIUS server database from the drop-down menu.
10. Click Save.
11. Click Push Configuration.

Configuring SSID IP Filtering Settings Using IP ACL

Using IP Access Control Lists (ACL), you can manage access to external resources using the clients'
IP addresses. Clients with IP addresses corresponding to IP addresses in the ACL can be allowed or
denied access to IP addresses outside the current wireless network.

1. Navigate to Configure > Access Point > Profiles.

2. From the Profile list, click SSID under the Actions column of the Profile the SSID you wish
to edit.
3. From the SSID list, click the SSID name of the SSID you wish to edit.
4. Inthe SSID configuration window, click Access Control.
5. Inthe IP Filtering section, click Enable.
6. Choose an IP ACL policy:
Allow devices that correspond with an IP address in the IP ACL to
Allow
connect to the SSID.
Prevent devices that correspond with an IP address in the IP ACL
Deny
to connect to the SSID.

7. Select an IP ACL from the drop-down menu.
Note: To create an IP ACL, refer to the IP ACL section.
8. [Optional] Click Add an IP ACL to create a new IP ACL.
9. Click Save.
10. Click Push Configuration.

Configuring SSID Schedule Settings

1. Navigate to Configure > Access Point > Profiles.

2. From the Profile list, click SSID under the Actions column of the Profile of the SSID you
wish to edit.

3. Fromthe SSID list, click the SSID name of the SSID you wish to edit.
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In the SSID configuration window, click the Scheduled Availability tab.

Select a desired Schedule policy.

[Optional] Click the 24 Hours or AM/PM tabs to change the time display format.

To create a new Schedule Policy, click Schedule Policy. Click Add Schedule Policy and click

the corresponding radio button to enable or disable the SSID during the selected day of
the week. If Off is selected, the SSID will not be available for use that day.

8. If Onis selected, enter times in the From and To fields to define at what hours of the day
the SSID will be available to connect to.

Note: To create a Schedule Policy, refer to Schedule Policies for more information.

9. Click Save.

10. Click Push Configuration.

Configuring Advanced SSID Settings

1. Navigate to Configure > Access Point > Profiles.
2. From the Profile list, click SSID under the Actions column of the Profile of the SSID you

wish to edit.

3. From the SSID list, click the SSID name of the SSID you wish to edit.
4. Inthe SSID configuration window, click the Advanced tab.
5. Specify the following information:

Client Limit

Enter the maximum number of concurrent clients that can
connect to the SSID. The maximum is 64.

Max Allowed Client
Retries

Enter the maximum amount of times a client can attempt to
reconnect to the SSID once the maximum client limit has been
reached. After retrying the set amount times, the client will
associate with the AP for a maximum of up to 128 clients.

Note: If set to 0, no additional clients will be accepted by the AP
despite the amount of retries.

Max Upstream

Enter a maximum uploading bandwidth limit (in Kbps) for this
SSID.
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Max Downstream

Enter a maximum downloading bandwidth limit (in Kbps) for this
SSID.

Max Client Upstream

Enter a maximum uploading bandwidth limit (in Kbps) for each
client connected to this SSID.

Max Client Downstream

Enter a maximum downloading bandwidth limit (in Kbps) for each
client connected to this SSID.

Forward Bonjour Pkts

Enable or disable the forwarding of Apple Bonjour packets from
wireless clients to the rest of the network.

IGMP Snooping

Enable or disable IGMP Snooping. This allows the SSID to listen
in on IGMP conversations on the network.

Max Multicast Ingress

Enter a maximum multicast ingress bandwidth limit (in Kbps).

RTS Threshold

Enter the packet size threshold to determine when the device
will issue a RTS before sending the packet.

Force Roaming

Enable or disable force roaming. Clients will be forced to roam to
another access point once the signal strength falls below the set
threshold.

Signal Strength Threshold

Enter the signal strength threshold (in dbm) for clients to start
roaming.

Weak Signal Exception

Enable or disable weak signal exception. This allows clients with a
weak signal to connect to the SSID after a set number of
attempts.
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Enter the number of times a client with a weak signal can try to
connect, after which the access point will allow the client to
connect toit.

Weak RSSI Client
Associations Attempts

6. Click Save.
7. Click Push Configuration.

Deleting an SSID

1. Navigate to Configure > Access Point > Profiles.

2. From the Profile list, click SSID under the Actions column of the Profile the SSID you wish
to delete belongs to.

3. From the SSID list, click the checkbox next to the SSIDs you wish to delete.

4. Click Delete.

/ Access point / Profiles / D-Cafe / SSID

&% PUSH CONFIGURATION
ssiD RADIO SETTINGS

Broadcast SSID ecuril

D-Cafe Guest: Open

() | D-Cafe Staff: WPA2/WPA3
O | Exdelia Open

O] ke Op:

O tinkve Op

O] Purple Op:

() stampede Op:

-/

5. When prompted to confirm, click Yes.

Configuring Profile Radio Settings

From the Radio window, you can configure the 2.4 GHz and 5 GHz wireless bands settings
including basic radio functionality, channel selection, and advanced settings and troubleshooting
features.

Configuring Basic Profile Radio Settings

1. Navigate to Configure > Access Point > Profiles.
2. From the Profile list, click RADIO under the Actions column of the Profile you wish to edit
radio settings for.
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£ PUSH CONFIGURATION

BASIC CHANNEL ADVANCED

24GHz 5GHz

SsSID RADIO SETTINGS

Radio @ enable () Disable @ cenable (O Disable

Radio mode B/G/N - A/N/AC -
Channel bandwidth 20/40 MHz (Auto) - 20/40/80 MHz (Auto) -

Tx power 100 % 100 %

SSID Isolation @ Enable (O Disable

Cancel Save

3. Click the Basic tab.
4. Specify the following information:
Note: The settings below apply to both the 2.4 GHz and 5 GHz bands.

Choose to enable or disable the 2.4 GHz and 5 GHz wireless

Enabl i
nabled radio band.

Select a radio mode from the drop-down menu. Only devices that
Radio Mode support the selected wireless standards will be able to connect to
this wireless band.

Select the channel transmission bandwidth for the 2.4 and 5 GHz

Channel Bandwidth . .
wireless frequencies from the drop-down menu.

Enter the maximum transmission power (in %) for the 2.4 GHz

Tx power and 5 GHz wireless bands.
SSID Isolation Choose to enable or disable station isolation.
5. Click Save.

6. Click Push Configuration.
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Configuring Profile Radio Channel Settings

1. Navigate to Configure > Access Point > Profiles.
2. From the Profile list, click RADIO under the Actions column of the Profile you wish to edit
radio settings for.
Select the Channel tab.
4. Specify the following information:
Note: The settings below apply to both the 2.4 GHz and 5 GHz bands.

w

Choose to enable or disable to automatically scan and assign

Auto channel .
devices.

If Auto channel is disabled, select a wireless channel from the

Channel
drop-down menu.

Click on a channel number to enable (dark blue) or disable (white)
the channel. The SSID will only broadcast on the enabled

Eligible channels channels.

Note: The available channels may vary based on the country of
operation.

Choose to enable or disable the auto channel scan to be forced.
Force auto channel scan Forcing the scanis more accurate, but wireless clients may be
disconnected during the scan.

Specify the interval (in hours) at which the auto-channel scan is

Auto channel interval
performed.

5. [Optional] Click Run Auto Channel now to manually perform an auto-channel scan.
6. Click Save.
7. Click Push Configuration.

Nuclias Cloud Documentation - en Page 304 of 482



Configuring Advanced Profile Radio Settings

1. Navigate to Configure > Access Point > Profiles.
2. From the Profile list, click RADIO under the Actions column of the Profile you wish to edit
radio settings for.
Click the Advanced tab.
4. Specify the following information:
Note: The settings below apply to both the 2.4 GHz and 5 GHz bands.

w

Select the multi-cast rate for the 2.4 GHz and 5 GHz wireless
bands from the drop-down menu. This value determines the
Multicast rate minimal signal quality for connection. A lower rate allows longer,
weaker signals to connect. A higher rate only allows shorter,
stronger signals to connect.

Enter a beacon interval value (in ms) between 40 and 3500. This
Beacon interval determines the delay in ms between each information beacon
broadcasted by the AP.

Enter a DTIM interval value between 1 and 255. This determines
the delay between each Delivery Traffic Indication Map (DTIM).

DTIM int |
nrerve The value represents the number of beacons sent before a DTIM
is sent.
Choose to enable or disable Unscheduled Automatic Power Save
UAPSD Delivery (UAPSD). This feature allows connected clients to save

power.

Choose to enable or disable Short Guard Interval. This reduces
Short guard interval signal loss from the multipath effect where multiple signals reach
the receiving antenna at different times.

5. Click Save.
6. Click Push Configuration.
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Configuring General Profile Settings

From the General Profile settings, you can configure a proxy server to route traffic and enable
IPvé6 support.

1. Navigate to Configure > Access Point > Profiles.

2. From the Profile list, click Settings under the Actions column of the Profile you wish to edit
general settings for.

3. Specify the following information:

Proxy Choose to enable or disable proxy server functionality.

Proxy Host If proxy server is enabled, enter the proxy server host address.

If proxy server is enabled, enter the proxy server port. The range

Proxy Port is between 1 and 65535.

Choose to enable or disable IPvé6 support. This allows the Profile

IPv6
v towork in an IPv6 network environment.

Chose to enable or disable the Fast Roaming feature. Note:
Fast Roaming This feature cannot be enabled for SSIDs which enable NAT
mode or WPAS3 security.

Enable or disable the Management VLAN function. If enabled,
enter the VLAN tag for the Management VLAN. Once it is
enabled, make sure that the device administering the wireless

Management VLAN network is a member of this VLAN.

Note that the management VLAN setting applies to the SSID
when NAT mode is enabled. Go to the Basic tab for the NAT
mode setting.

4. Click Save.
5. Click Push Configuration.
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Pushing Configuration Changes

The Push Configuration function allows users to quickly apply Profile configuration changes to all
devices using this Profile.

Note: Any time a change is made to the Profile settings, the changes need to be pushed to all
associated devices in order to apply these changes.

Navigate to Configure > Access Point > Profiles.

Check the profiles that you wish to update the configuration settings from the list.

Click Push Configuration at the top.

You can choose to Push the Configuration now or Schedule the push at a later time.
Click Schedule Changes.

Note: A result window will appear providing a summary of the update status. The Status
column will also reflect the status of the profile configuration changes.

uhowbde
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Devices

From the Devices page, you can add devices and configure individual devices. This page also
provides a detailed overview of all currently registered devices with additional information

including status, clients, and general settings.

Filtering Device Information

1. Navigate to Configure > Access Point > Devices.
2. Select atime frame from the drop-down menu.
3. Click thefilter selection in the top-right.

Configure / Access point / Devices

Add device

[ ] Status Device name MAC address Public IP Local IP Model name Connectivity
0O 1 BCPDD-2820P 00:AD:24:36:84:80 DBA-2820P [ ]
o 2 ° DEMOAPAPQ006 86:F6:3¢:DSEAB1  118.163.108246  176.251.93215  DBA-X2830P ]
o 3 O DEMOAPAPO0O5 118163108246 2491033691  DBA-2820P ]
0 s ° DEMOAPAPQ004 26:A25AA0BRFA 118163108246  40.250.227.216  DBA-1210P ]
o s F4:SCEBEIDDN7  F4SCEBERDD:17 DBA-2720P ]
O s DBA-2820P-1 00:AD:24:36:82:80 DBA-2820P ]
o 7 DBA-1210P-1 6C:19:8F:1B:7C:41 DBA-1210P [ ]
0 s 6C:19:8FAB7C:38  6C:19:8F1B:7C:3B  1.34.142.221 172.17.192235  DBA-1210P ]

Time frame :

Syncstatus
Config changed
Synced

Not synced
Config changed
Config changed
Config changed
Config changed

Scheduling

Last 24 hours

Device UID

NEWBZCAP224C

DEMOAPAPO006

DEMOAPAP0005

DEMOAPAP0004

AM7X37HV2B34

2YZC6WYZ729C

2LZDYKEU97DF

2GFG5RXZAGH7

Profile
D-Link HQ-DBA-2820P
DBAX2830P

D-Link HQ-DBA-2820P
DBA-1210P-test
DBA-2720P

D-Link HQ-DBA-2820P
D-LinkHQ

D-Cafe

Site tag

D-Link HQ
D-Cafe
D-Cafe
D-Cafe
D-Link HQ
D-Link HQ
D-Link HQ

D-Cafe

4. Check the information parameters to display the corresponding device information in the
overview window. Check All to show all device information parameters.

Adding and Registering Devices

1. Navigate to Configure > Access Point > Devices.

2. Click Add device.

Configure / Access point / Devices

Add device

Time frame :

Syncstatus

Last 24 hours

Device UID

Profile

Sitetag

[ ] Status Device name MAC address Public IP Local IP Model name Connectivity

0 1 BCPDD-2820P 00:AD:24:36:84:80 DBA-2820P [ ]
0o 2 ° DEMOAPAP0006 118.163.108.246  176.251.93215 DBA-X2830P [ ]
0 s ° DEMOAPAP0005 118.163.108.246  249.103.36.91 DBA-2820P [ ]
O s ° DEMOAPAPQ004 26:A25AA0BRFA  118.163.108246  40.250.227.216 ~ DBA-1210P ]
o s FABCEBEIDDT  F48C:EBESDD:17 DBA-2720P ]
0 6 DBA-2820P-1 00:AD:24:36:82:80 DBA-2820P ]
[ DBA-1210P-1 6C:19:8F:1B:7C:41 DBA-1210P [ ]
O s 6C:19:8F:1B:7C:38  6C:19:8F:1B:7C:3B  1.34.142.221 172.17.192.235  DBA-1210P ]
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Config changed
Synced

Not synced
Config changed
Config changed
Configchanged
Config changed

Scheduling

NEWBZCAP224C

DEMOAPAPO006

DEMOAPAPOOOS

DEMOAPAP0004

4AMTX37HV2B34

2YZC6WYZ729C

2LZDYKEU97DF

2GFG5RXZAGH7

D-Link HQ-DBA-2820P
DBAX2830P

D-Link HQ-DBA-2820P
DBA-1210P-test
DBA-2720P

D-Link HQ-DBA-2820P
D-LinkHQ

D-Cafe

D-Link HQ
D-Cafe
D-Cafe
D-Cafe
D-Link HQ
D-Link HQ
D-Link HQ

D-Cafe
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3. Fill out the required information.

Enter the device’s UID is found on the label printed on the device.

Device UID The UID may be listed in the format XXXX-XXXX-XXXX or
XXXXXXXKXXXX. When entering the UID, do not include
dashes.

Device name Enter a name for the device.

Site Select a Site to link this device to.

Select a Profile for this device. The device will use the settings

Profile . . .
configured in that profile.

[Optional] Enter the device license key.

License Key Note: Every new device will be issued a one year free license key.
Once expired, an additional license must be purchased to
continue using the device.

4. Click Save.

Editing a Device
Editing the Device Name

Navigate to Configure > Access Point > Devices.

From the device list, click the device name link. The Device Information page appears.
Click the device name in the Device Name field.

Enter a new name and press Enter or click outside of the field.

Click Apply.

ARSI
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Changing the Device Site and Profile

uhowbde

Navigate to Configure > Access Point > Devices.

From the device list, click the device name link.

In the Site and Profile section, select a Site from the drop-down menu.

In the Site and Profile section, select a Profile from the drop-down menu.
Click Apply.

Changing the Device Connection Type to DHCP

Depending on configuration of the network, the device may require DHCP configuration in order
to connect to the Nuclias Cloud.

Note: By default, the connection type is set to Local Setting, which refers to the local connection
type configured on the physical device. All unmodified devices are configured to use DHCP.

1. Navigate to Configure > Access Point > Devices.
2. From the device list, click the device name link.
3. Inthe IP Connection section, select DHCP as the Type.
Note: Changing the connection type may disrupt the connection to the Nuclias Cloud.
4. When prompted to confirm, click Yes.
5. Specify the following information:
[Optional] Check to enable VLAN functionality. This segments
VLAN .
traffic on the SSID.
Select the VLAN type.
VLAN mode Tagged: Adds an 802.1Q header to traffic.
Untagged: Does not add a tag to traffic.
VLAN ta If the VLAN mode is set to Tagged, specify a VLAN tag. This will
S segment traffic with the respective VLAN tag.
6. Click Apply.

Nuclias Cloud Documentation - en Page 310 of 482



Changing the Device Connection to Static IP

Depending on configuration of the network, the device may require a static IP configurationin
order to connect to the Nuclias Cloud.

Note: By default, the connection type is set to Local Setting, which refers to the local connection
type configured on the physical device. All unmodified devices are configured to use DHCP.

1. Navigate to Configure > Access Point > Devices.
2. From the device list, click the device name link.
3. Inthe IP Connection section, select Static IP as the Type.
Note: Changing the connection type may disrupt the connection to the Nuclias Cloud.
4. When prompted to confirm, click Yes.
5. Specify the following information:

Local IP Enter a valid IP address.
Subnet Mask Enter a subnet mask.
[Optional] Check to enable VLAN functionality. This segments
VLAN .
traffic on the SSID.
Select the VLAN type.
VLAN mode Tagged: Adds an 802.1Q header to traffic.
Untagged: Does not add a tag to traffic.
VLAN ta If the VLAN mode is set to Tagged, specify a VLAN tag. This will
2 segment traffic with the respective VLAN tag.
Gateway Enter a default gateway address.
DNS server #1 Enter a DNS server address.
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DNS server #2, #3 Enter the optional DNS server addresses.

6. Click Apply.

Configuring the Local Device SSID Settings

Under normal circumstances, devices will use the SSID configuration settings of the Profile it is
assigned to. If necessary, you can configure individual devices using local settings which override
the Profile settings. This may be useful in instances where a device requires customized settings to
accommodate a specific use.

AN

Navigate to Configure > Access Point > Devices.

From the device list, click the device name link.

Click the SSID tab.

In the Use profile configuration field, select disable.

Note: Local settings are configured identically to Profile settings. Refer to Profiles for
more information on how to configure each section.

Configuring the Local Device Radio Settings

Under normal circumstances, devices will use the radio configuration settings of the Profile it is
assigned to. If necessary, you can configure individual devices using local settings which override
the Profile settings. This may be useful in instances where a device requires customized settings to
accommodate a specific use.

AN

Navigate to Configure > Access Point > Devices.

From the device list, click the device name link.

Click the Radio tab.

In the Use profile configuration field, select disable.

Note: Local settings are configured identically to Profile settings. Refer to the Profiles for
more information on how to configure each section.

Performing a Device Ping Test

A ping test is used to test the connection of the device to a target IP address.

RANE I

Navigate to Configure > Access Point > Devices.

From the device list, click the device name link.

Click the Tools tab in the top-right of the screen.

In the IP address/FQDA field in the Ping section, enter a valid IP address or FQDA.
Click Ping.
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Performing a Device Traceroute Test

A traceroute test can be used to analyze the amount of hops a data packet requires to reach its
destination. This may be useful to diagnose slow data transmissions.

Navigate to Configure > Access Point > Devices.

From the device list, click the device name link.

Click the Tools tab in the top-right of the screen.

In the IP address/FQDA field in the Traceroute section, enter a valid IP address or FQDA.

Click Traceroute.

ARSI

Performing a Blink LED Test

A blink LED diagnostics test is used to verify the indicator LEDs on the tested device are working
correctly.

Navigate to Configure > Access Point > Devices.

From the device list, click the device name link.

Click the Tools tab in the top-right of the screen.

In the Others section, click Start to start the test.

Note: The Start button will change to Stop once the test begins.
5. Click Stop to stop the test.

AL

Manually Rebooting a Device

1. Navigate to Configure > Access Point > Devices.
2. From the device list, click the device name link.
3. Click the Tools tab in the top-right of the screen.
4. Inthe Others section, click Reboot.

Adding a License Key to a Device

Navigate to Configure > Access Point > Devices.
From the device list, click the device name link.
Click the License tab in the top-right of the screen.
In the License Table section, click Add License.
Enter avalid license key.

Click Save.

ok owbdpeE

Deleting a License Key From a Device

1. Navigate to Configure > Access Point > Devices.
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2. From the device list, click the device name link.

Click the License tab in the top-right of the screen.

4. Inthe License Table section, from the license key list, click Delete under the Actions
column of the license key you wish to delete.

5. When prompted to confirm, click Yes.

6. Note: Deleting a license key from a device will reclassify it as Unused in the license
management inventory until it is reassigned to another device.

w

Deleting Devices

Assigned devices can be unassigned and remain in the device inventory so they can be reassigned
at a later point.

Navigate to Configure > Access Point > Devices.

From the device list, click the checkbox next to the device you wish to delete.

Click Delete.

You will be asked whether you would like to delete the device permanently or move it to
the inventory.

NS S

Downloading the Device List

The device list can be exported in a CSV-formatted file and download to the local device.

1. Navigate to Configure > Access Point > Devices.
2. From the device list, click the Download icon in the top-right.

Congure / Accass point / Davicss

——

s0|0jojojoo|o|0gl

Nuclias Cloud Documentation - en Page 314 of 482



IP ACLs

The IP ACLs restrict wireless clients' access to resources outside of the wireless network.

Creating an IP ACL Using Single Entries

1. Navigate to Configure > Access Point > IP ACLs.
2. Click Add an IP ACL.
3. Inthe Add an IP ACL window, enter a name for the IP ACL.
4. Select Access Level for the level of accessibility of the IP ACL.
5. Specify the following information:
IP address [#] Enter a valid IP address.
Subnet Mask [#] Enter a valid subnet mask.

6. [Optional] Click Add to add additional IP entries. Repeat step 2 to 5 for each new entry.
7. Click Save.

Creating an IP ACL Using Bulk Import

1. Navigate to Configure > Access Point > IP ACLs.

2. Click Add anIP ACL.
3. Inthe Add an IP ACL address window, enter a name for the IP ACL.

4. Select Bulk import.
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5. [Optional] Download the reference sample template.

Add an IP ACL

IP ACL name™

Access privilege
Access level

Organization hd

() AddanIPACL

@ Bulkimport

Upload a CSV-formatted file with information you wish to add to database.

Max list records 255

You can download sample template file here

Cancel Save

6. Click Browse.

7. Locate the CSV-formatted file containing the IP addresses and subnet masks using the
following format:
[IP address][subnet mask]

8. Click Save.

Editing Existing IP ACLs
Adding IP Addresses to an Existing IP ACL

1. Navigate to Configure > Access Point > IP ACLs.
2. Fromthe IP ACL list, click the pencil icon under the Actions column of the IP ACL you wish
to edit.
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Configure / Access point / IPACLs

(® AddanIPACL Q -

Access level Entries Associated devices Associated profiles

1 test €3 Organization 1 0 0 & EDIT |, EXPORT T DELETE
2 testoz € | Site(11112) 1 0 0 & eoim |, exPoRT T DELETE
3 test03-of)  Organization 1 0 0 & eDIT | 3, EXPORT  Til] DELETE

3. Inthe Update IP ACL window, click Add to add more IP addresses.
4. Specify the following information:

IP Address [#] Enter a valid IP address.

Subnet mask [#] Enter a valid subnet mask.

5. [Optional] Click Add to add additional IP entries. Repeat step 4 for each new entry.
6. Click Save.

Editing an IP Addressinan I[P ACL

1. Navigate to Configure > Access Point > IP ACLs.
2. Fromthe IP ACL list, click the pencil icon under the Actions column of the IP ACL you wish

to edit.
3. Inthe Update IP ACL window, enter the correct IP address and subnet mask for the IP

entry you wish to edit.
4. Click Save.

Deleting an IP Address From an Existing IP ACL

1. Navigate to Configure > Access Point > IP ACLs.
2. Fromthe IP ACL list, click the pencil icon under the Actions column of the IP ACL you wish

to edit.
3. Inthe Update IP ACL window, click the trash can icon under the Actions column of the IP

entry you wish to delete.
4. Click Save.
5. When prompted to confirm, click Yes.

Exporting an IP ACL

IP access control lists can be exported in a CSV-formatted file and download to the local device.
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1. Navigate to Configure > Access Point > IP ACLs.
2. Fromthe IP ACL list, click Export to export the desired IP ACL entry.

Associated profilas

Deletingan IP ACL

1. Navigate to Configure > Access Point > IP ACLs.
2. Fromthe IP ACL list, click the trash can icon under the Actions column of the IP ACL you

wish to delete.
3. When prompted to confirm, click Yes.
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Configure - Switch

Overview

From the Configure section, you can manage profiles and devices for organizations. Because
profiles and devices are managed on the organization level and are not shared between
organizations, you must select a specific organization from the organization drop-down menu.

The following sections provide more detailed information about Profile and Device management

respectively.

From the Profiles section, you can create new and edit existing profiles, and push

Profiles . . . . .
profile configuration settings to device groups.
. From the Devices section, you can add a single device and configure and register
Devices o .
individual devices.
Switch From the Switch Ports section, you can configure features on a single port or a
Ports group of selected ports.
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Profiles

Profiles are a set of general configuration settings that can be swiftly and easily applied to all
devices associated with the Profile so all devices are configured identically as a group.

<nuclias s « B S Poae

Creating a Profile

After a profile is created, you can configure switch port functionality, port activity schedules, and
advanced features including VLAN, Quality of Service, and access control functions in each profile.

Note: Profiles are created for individual organizations. In order to configure Profiles, select the
organization from the drop-down menu at the top of the page.

1. Navigate to Configure > Switch > Profiles.

2. Click Create Profile.

3. Enter a name for the Profile and choose the device model.
Note: The Profile can only be used for the selected device model type.

4. Select the Access Level for the accessibility level of the profile.

5. [Optional] Select Clone from existing profile and choose a Profile from the drop-down
menu to clone an existing Profile.

6. Click Create Profile.

Deleting Profiles

1. Navigate to Configure > Switch > Profiles.

2. Click the checkbox next to the Profiles you wish to delete.

3. From the Profile list, click Delete profile at the top of the table.
4. When prompted to confirm, click Yes.
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Configuring Switch Port Settings

From the Ports window, you can configure basic and advanced settings for individual ports or
groups of ports. Switch ports are categorized into group ports, with each group referring to the
number of ports on the physical switch model. For example, port group 10 configures port settings
for 10-port switches. The port settings configured in the profile will only apply to the ports of the
corresponding switch type. For example, any port configurations for port group 10 will only apply
to corresponding ports on 10-port switch using this profile.

Customizing the Profile Port Configuration Overview

1. Navigate to Configure > Switch > Profiles.

From the Profile list, click Ports under the Actions column of the Profile you wish to edit.

3. Select a port group from the Ports group drop-down menu. This will only display ports for
the selected port group profile. For example, selecting port group 28 will only show ports 1
to 28 of the profile used for 28-port switches. Select All to show all port groups.

N

G PUSH CONFIGURATION

PORTS SETTINGS

Tag ~ | 90switchports Portsgroup: | All - Q - Hilg

[ ] Ports group / port Ports group Port# Aggregate Link ‘Speed downshift Type Allowed VLANs Port state _ address RSTP LBD Mrout
O 1 10ports/1 10ports. 1 - Auto Disabled Trunk Native 1 1 Enabled Enat 10ports Disabled  Disabled -
28ports
o 2 10ports /2 10ports 2 - Auto Disabled Trunk Native 1 1 Enabled Enat Disabled Disabled -
52ports
o s 10ports/3 10ports 3 - Auto Disabled Trunk Native 1 1 Enabled | C I ———— Disabled Disabled -
0 4 10ports/4 10ports 4 - Auto Disabled Trunk Native 1 1 Enabled Enabled  Disabled Disabled Disabled -
0O s 10ports /5 10ports 5 - Auto Disabled Trunk Native 1 1 Enabled Enabled  Disabled Disabled Disabled -
O ¢ 10pos/s 10ports s - Auto Disabled Tunk  Natvel 1 Enabled Enabled  Disabled Disabled  Disabled -
0O 7 10pors/7 10ports 7 - Auto Disabled Trunk  Natvel 1 Enabled Enabled  Disabled Dissbled ~ Disabled -
O 8 10pors/s 10ports 8 - Auto Disabled Trunk  Natvel 1 Enabled Enabled  Disabled Disabled  Disabled -
0O 9 10ports/9 10ports 9 - SFP:1Gbps (auto) - Trunk  Natvel 1 Enabled - - - Disabled  Disabled -
O 10 10ports/10 10ports 10 - SFP: 1Gbps (auto) - Trunk  Natvel 1 Enabled - - - Disabled  Disabled -
‘
& PUSH CONFIGURATION
PORTS SETTINGS
Taz - | 90switchports Portsgroup: | All - Q - e

Port# Aggregate Link Speed downshift e e alive Al

1 10ports/1 10ports 1 - Auto Disabled Trunk Native 1 1 Enabled Enabled  Disabled Ports group/ port PDIP address
2 10ports/2 10ports 2 - Auto Disabled Trunk Native 1 1 Enabled Enabled  Disabled Ports group RSTP
Rorts/d i . Port # LBD
3 10ports/3 10ports 3 - Aute Disabled Tk Nativel 1 Enabled Enabled  Disabled
Aggresate Mrouter port (VLANs)
4 l0ports/4 10ports 4 = Auto Disabled Tunk  Nativel 1 Enabled Enzbled  Disabled . port Cos
10ports/5 10ports 5 - Auto Disabled Trunk Nativel 1 Enabled Enabled  Disabled Speed downshift Portschedule
Mirror
6  l0ports/é 10ports 3 - Auto Disabled Tunk  Nativel 1 Enabled Enzbled  Disabled
ic segmentation

7 10ports/7 10ports 7 - Auto Disabled Trunk Nativel 1 Enabled Enabled  Disabled

@ "
8  10ports/8 10ports 8 - Auto Disabledt Tunk  Nativel 1 Enabled Enabled  Disabled
ags
9 10ports/9 10ports 9 - SFP:1Gbpsauto) - Tunk  Netivel 1 Enabled
@ Portname

Ojloo/ojojo/o oo ol

10 10ports/10 10ports 10 - SFP:1Gbps (auto) - Trunk Nativel 1 Enabled @
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5. Click the checkbox next to the parameters to display them in the overview.
Note: All checked parameters will automatically appear.

Configuring Profile Port Settings for One or More Switch Ports

Switch port configuration allows administrators to configure extensive port functionality including
port availability, port speed, redundancy, VLAN, PoE, and port activity schedules for individual
ports or for a group of ports.

Navigate to Configure > Switch > Profiles.

From the Profile list, click Ports under the Actions column of the Profile you wish to edit.
From the port list, check the box next to the ports you wish to edit.

Click Edit.

Specify the following information:

Note: At the top of the edit port window is a list of all selected ports. The changes made
will apply to all selected ports.

RANE IR

Enter a name for the port. If multiple ports are selected, this

Port name . .
name will be applied to all ports.

Port state Choose to enable or disable the port.

Choose to enable or disable RSTP.

RSTP Note: RSTP cannot be used in conjunction with LBD.

Note: User must enable Profile/Settings/STP Configuration for
this port to enable RSTP

If RSTP is enabled, choose the guard type.

STP guard Disabled: Do not use root guard enhancement.

Root guard: Root guard enhancement allows administrators to
define the position of the root bridge port in the network.

LBD Choose to enable or disable LBD.
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Note: LBD cannot be used in conjunction with RSTP.

Select the Class of Service (CoS) value (0-7) to mark the

PortCos packets transmitting out of this port.
Choose the function type of the port.

Type Trunk: Sends and receives tagged data from different VLANS.
Access: Only sends and receives untagged data from the VLAN
the port belongs to.

Native VLAN Enter the ID of the native VLAN the port belongs to if the Trunk

type is selected.

Allowed VLANSs

Enter the IDs of the VLANSs that can route traffic through this
port if the Trunk type is selected. Enter All to allow all traffic
from all VLANSs to pass through this port.

Access VLAN

Enter the ID of the VLAN the port belongs to if the Access
type is selected.

Access Policy

Select the Access Policy for this port if the Access type is
selected. The options include Disabled, MAC Whitelist, Port
Security Delete-on-Time Mode, and Port Security Permanent
Mode.

Static Whitelisted MACs

Enter the MAC addresses that can access this port to
restrict access to this port to devices with specific MAC
addresses. If entering multiple MAC addresses, enter only
one address per line.

Dynamic Whitelist Size
Limit

Enter the maximum number of allowed MAC addresses that the
device should learn dynamically for the Port Security Delete-on-
time Mode or Port Security Permanent Mode.

Dynamic Whitelisted
MACs

Display the learned MAC addresses for the Port Security Delete-
on-time mode and Port Security Permanent Mode.
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Enter a descriptive tag for the port. Multiple tags can be entered.

Tags . . .
& If multiple ports are selected, any tags will be applied to all ports.

Choose the maximum link speed of the port. Select Auto to allow
Link (RJ45) the port to auto-negotiate port speed with the partner port or
device.

Choose the maximum link speed of the port. Select Auto to allow
Link (SFP) the port to auto-negotiate port speed with the partner port or
device.

Enables/disables automatic speed downshift on the supported
Speed downshift interface when the designated maximum speed cannot be
established.

Choose to enable or disable Power over Ethernet (PoE)

functionality on this port.
PoE
Note: The PoE setting will only apply to ports that support Power

over Ethernet.

Enable or disable the automatic detection of the Powered

PD Alive Devices status.

PD IP address Enter the IP address of the Powered Device.

Choose a port schedule. Port schedules are separately

Port Schedul
ort seheduie configured. Refer to the Creating a Switch Port Schedule section.

Enable or disable traffic segmentation on this port to further
Traffic segmentation restrict traffic flow in your network. If enabled, select the
forward ports.

Forward Ports Select the forward ports if traffic segmentation is enabled.

Enable or disable the flow control on the port to regulate the

Flow control data transfer rate between two devices.
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6. Click Save.
7. Click Push Configuration.

Aggregating Multiple Switch Profile Ports

Port aggregation allows you to link multiple physical ports together as one logical link to increase
port bandwidth and redundancy in the event of a single physical link failure. Ports can be
aggregated using either LACP or static link.

Note: Port aggregation is not supported if the port type is set to “Access”. To configure the port
type, refer to the above Configuring Profile Port Settings for One or More Switch Ports section for
more information.

Navigate to Configure > Switch > Profiles.

From the Profile list, click Ports under the Actions column of the Profile you wish to edit.
From the port list, check the box next to the ports you wish to link together.

Click Aggregate.

In the Link Aggregation Setting window, select the aggregation type.

Note: Static link requires manual configuration of the ports in the aggregation group. Link
Aggregation Control Protocol (LACP) dynamically queries to listening ports to join the
aggregation group.

vk owbde

LACP (Link Aggregation Control Protocol) allows the switch to

LACP
automatically detect links in a port trunk group.

Static Static link aggregation.

6. Click Aggregate.
Note: Aggregated ports can be identified by the combined port number in the Aggregate
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column of the port overview.

% PUSH CONFIGURATION
PORTS SETTINGS

Taz ~ | 89switch ports Ports group: | All - Q - v

Ports group / port Ports group Port# Aggregate Speed downshift Allowed VLANs Port state PoE PD alive PD IP address

10ports /1,2 10 ports 12 Port-channel 1(Static)  Auto - Trunk Native 1

10ports/3 10 ports Auto - Trunk Native 1

Enabled Enabled - Disabled  Disabled

Enabled Enabled - Disabled  Disabled

10ports/4 10 ports Auto - Trunk Native 1 Enabled Enabled - Disabled  Disabled

10ports/5 10 ports Auto - Trunk Native 1 Enabled Enabled - Disabled  Disabled

10ports/7 10 ports Auto - Trunk Native 1 Enabled Enabled - Disabled  Disabled

10ports/8 10 ports Auto - Trunk Native 1 Enabled Enabled - Disabled  Disabled

10ports/9 10 ports SFP: 1Gbps (auto) - Trunk Native 1 Enabled = = - Disabled  Disabled

10ports/10 10 ports 10 - SFP: 1Gbps (auto) - Trunk Native 1 Enabled - - - Disabled  Disabled

Oo/loojlojo|ojo oo ol

1
3 1
4 1
5 1
10ports/6 10ports 6 - Auto - Trunk  Natvel 1 Enabled Enabled - Disabled  Disabled
7 1
8 1
¢ 1
1
1

10 28ports/1 28 ports 1 - Auto - Trunk Native 1 Enabled Enabled - Disabled  Disabled

7. Click Push Configuration.
Splitting Aggregated Switch Ports

Linked port groups can be split into their respective individual ports. Splitting port groups will
undo all aggregation settings applied to the affected ports.

Navigate to Configure > Switch > Profiles.

From the Profile list, click Ports under the Actions column of the Profile you wish to edit.
From the port list, check the box next to the aggregated port(s) you wish to split.

Click Split.

Note: This will immediately split the selected aggregated ports.

5. Click Push Configuration.

AN

Mirroring Port Traffic to Another Switch Profile Port

Port Mirroring is a method of monitoring network traffic that forwards a copy of each incoming
and/or outgoing packet from one port of the switch to another port, where the packet can be
studied. This enables network managers to better monitor network performance.

Navigate to Configure > Switch > Profiles.

From the Profile list, click Ports under the Actions column of the Profile you wish to edit.
From the port list, check the box next to the port(s) you wish to mirror.

Click Mirror.

Specify the following information:

ok owbdeE

Select the data to mirror from the drop-down menu for each
selected port.

Source ports
Sl Both: Mirror both incoming and outgoing.

Rx: Mirror only data received on the port.
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Tx: Mirror only data transmitted by the port.

Enter the port number of the destination port.
Destination port Note: The port number should be in numerical format, for
example 28.

6. Click Create port mirror.
7. Click Push Configuration.
Undoing Port Traffic Mirroring
1. Navigate to Configure > Switch > Profiles.
From the Profile list, click Ports under the Actions column of the Profile you wish to edit.
From the port list, check the box next to the mirrored port(s) you wish to unmirror.
Click Unmirror.
Click Delete port mirror.
Click Push Configuration.

ok wnd

Adding a Tag to One or More Switch Profile Ports

User can add descriptive tag to ports to identify and filter different ports or groups of ports. Tags
are purely informational and do not affect the functionality of the port.

Navigate to Configure > Switch > Profiles.

From the Profile list, click Ports under the Actions column of the Profile you wish to edit.
From the port list, check the box next to the port(s) you wish to add a tag to.

Click Tag.

In the Add field, enter the tag content. Multiple tags can be entered.

Note: If this is a new tag, click Add option to make this a reusable tag.

ok owbdeE

£33 PUSH CONFIGURATION

PORTS SETTINGS
Edit Mirror Tag =~ | 90switchports Portsgroup: | All -~ Q - Hiv
[ ] Ports group / port Portsgroup oo Allowed VLANs Port state 3 PDalive PD IPaddress o
0O 1 10ports/1 10ports 1 s Addtag lativel 1 Enabled Enabled - Disabled  Disabled -
2 10ports/2 10ports 2 PP lativel 1 Enabled Enabled - Disabled  Disabled -
Add option” se” "
o s 10 ports/3 10ports 3 wative 1 1 Enabled Enabled - Disabled Disabled -
O 4 10ports/4 10ports 4 = Auto = Trunk  Nativel 1 Enabled Enabled - Disabled  Disabled -
0 5 10ports/s 10ports 5 - Auto - Trunk  Nativel 1 Enabled Enabled - Disabled  Disabled -
o s 10 ports/6 10ports 6 - Auto - Trunk Native 1 1 Enabled Enabled - Disabled Disabled -
O 7 10peris/7 10ports 7 - Auto - Trunk  Nativel 1 Enabled Enabled - Disabled  Disabled -
O 8 10ports/8 10ports 8 - Auto - Trunk  Nativel 1 Enabled Enabled - Disabled  Disabled -
O 9 10 ports/9 10ports 9 - SFP: 1Gbps (auto) - Trunk Native 1 1 Enabled - - - Disabled Disabled -
(J 10 10ports/10 10ports 10 - SFP: 1Gbps (auto) - Trunk Native 1 1 Enabled - - - Disabled Disabled -
‘
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6.

Click Add tag.
Note: Any tags associated to a port will be shown in the Tags column.

i3 PUSH CONFIGURATION

PDIPaddress RSTP LBD Mro Port CoS Portschedule

AAAAAAA
AAAAAAA

AAAAAAA

Enabled Enabled - Disabled  Disabled - Alwzyson Disabled - Disabled Disabled
Enabled Enabled - Disabled  Disabled - Alwzyson Disabled - Disabled Disabled

Enabled Enabled - Disabled  Disabled - Alwzyson Disabled - Disabled Disabled

Removing a Tag From One or More Switch Ports

1.
2.
3.

Navigate to Configure > Switch > Profiles.

From the Profile list, click Ports under the Actions column of the Profile you wish to edit.
From the port list, check the box next to the tagged port(s) you wish to remove the tag(s)
from.

Click Tag.

In the Delete field, enter the tag name. Alternatively, click the input field to bring up a list
with all the associated tags.

Click Remove tag.

Configuring Basic Switch Profile Settings

Configuring Management VLAN Membership

The management VLAN is the primary VLAN to connect to the cloud to configure and manage the
network. By default, management VLAN 1 is the default for all switch ports.

1.
2.

Navigate to Configure > Switch > Profiles.

From the Profile list, click Settings under the Actions column of the Profile you wish to
edit.

Click the Basic tab.

In the VLAN Configuration section, select a VLAN ID from the drop-down menu or directly
enter an ID into the VLAN ID field.

Note: Changing the management VLAN ID requires the management port(s) to be
assigned to the new management VLAN ID.

Click Save.

Click Push Configuration.
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Configuring Spanning Tree Protocol (STP)

RSTP is an availability and redundancy feature that prevents redundant backup links between
switches and prevents switch loops from forming by shutting down the port causing the loop. If
RSTP is enabled under profile settings, this profile’s device will be enabled. You can enable/disable
RSTP of individual ports under the Switch Ports page, or at Configure > Switch > Profile > Ports.
Note: RSTP must be manually enabled under BOTH Switch Settings of a profile and Switch Ports.

1. Navigate to Configure > Switch > Profiles.

From the Profile list, click Settings under the Actions column of the Profile you wish to
edit.

Click the Basic tab.

In the RSTP Configuration section, select Enable next to RSTP.

Click Add to add an RSTP bridge priority.

In the Set the bridge priority for switches window, specify the following information:

N

o U kW

Enter the name of the switch or click the field and select an

Switch
available switch from the drop-down menu.

Select a priority value from the drop-down menu. Lower values
Bridge Priority are more likely to act as the root, while higher values are more
likely to act as edges.

7. [Optional] Click Add to add additional bridge priorities.
Click Add.
9. [Optional] To delete a bridge priority, check the checkbox next to the switch and click
Delete under the Actions column.
10. Click Save.
11. Click Push Configuration.

o

Configuring DHCP Server Screening

DHCP screening allows administrators to whitelist DHCP servers to prevent unauthorized DHCP
servers and devices from gaining access to the network.

1. Navigate to Configure > Switch > Profiles.

2. From the Profile list, click Settings under the Actions column of the Profile you wish to
edit.

3. Click the Basic tab.
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In the DHCP Server Screening Configuration section, select Enable next to DHCP Server
Screening.

In the Allowed DHCP server field, enter the IP address of the DHCP server to whitelist.
Note: Up to 5 DHCP servers can be whitelisted.

Click Save.

Click Push Configuration.

Configuring Voice VLAN

Voice traffic from IP phones can be assigned to a dedicated VLAN (via Voice VLAN ID setting) and
given traffic priority (via Voice VLAN CoS setting).

Note: Voice VLAN priority settings overrule any priority settings configured in the Quality of
Service section.

Note: Voice VLAN is not supported if the port type is set to “Trunk”.

1.

N

o Uk w

Navigate to Configure > Switch > Profiles.

From the Profile list, click Settings under the Actions column of the Profile you wish to
edit.

Click the Basic tab.

In the Voice VLAN Configuration section, select Enable next to Voice VLAN.

In the Voice VLAN ID field, enter an ID between 2 and 4094.

Select a Voice VLAN Class of Service (CoS) level from the drop-down menu.

Note: The CoS level reflects the priority level of Voice VLAN traffic. A higher value means
a high priority, whereas a lower value means a low priority.

[Optional] Click Add to add a Voice VLAN OUI.

Note: An Organizationally Unique Identifier (OUI) is used to add additional manufacturers
to the voice VLAN identification list in addition to the pre-configured OUls.

8. Inthe Add OUls for switches window, specify the following information:
OUI Address TI’.]IS flel'd WI.|| contain which MAC address range the OUI mask
will begin with.
With the same concept of subnet mask, OUI Mask uses “F” as
Mask R
match, while "0” as any.
Description Add a description for the OUI.
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OUI Address Description

00:01:E3:00:00:00 FF:FF:FF:00:00:00 Siemens
00:03:68:00:00:00 FF:FF:FF:00:00:00 Cisto
D0:09:6E:00:00:00 FF:FF:FF:00:00:00 Avaya
D0:DF-E2:00:00:00 FF:FF:FF:00:00:00 Huawei&3C0M
00:60:B9:00:00:00 FF:FF:FF:00:00:00 NEC&Philips
00:D0:1E:00:00:00 FF:FF:FF:00:00:00 Pingtel
00:£0:75:00:00:00 FF:FF:FF:00:00:00 Veritel

D0:E0:BE-00:00:00 FF:FF:FF:00:00:00 3CO0M

9. [Optional] Click Add to add additional OUls.
10. Click Add.
11. [Optional] To delete an OUI, check the checkbox next to the OUI and click Delete.
Note: Default OUIs cannot be deleted.
12. Click Save.
13. Click Push Configuration.

Configuring Jumbo Frame

Enabling Jumbo Frame allows the port to switch frames larger than the standard Ethernet frame
and can maximize server-to-server performance.

1. Navigate to Configure > Switch > Profiles.

From the Profile list, click Settings under the Actions column of the Profile you wish to
edit.

Click the Basic tab.

In the Jumbo Frame Configuration section, select Enable next to Jumbo Frame.

Click Save.

Click Push Configuration.

N

ok w

Configuring Quality of Service Settings

QoS is an implementation of the IEEE 802.1p standard that allows network administrators to
reserve bandwidth for important functions that require a larger bandwidth or that might have a
higher priority, such as VolP (voice-over Internet Protocol), web browsing applications, file server
applications or video conferencing. By reserving more bandwidth for critical traffic, the overall
network performance can be maintained and critical data can be transmitted smoothly.

The Quality of Service windows displays the status of Quality of Service priority levels of each
port, a higher priority means the traffic from this port will be first handled by the switch. For
packets that are untagged, the switch will assign the priority depending on your configuration.

1. Navigate to Configure > Switch > Profiles.

2. From the Profile list, click Settings under the Actions column of the Profile you wish to
edit.

3. Click the Basic tab.
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4. Inthe Quality of Service section, select the Trust State. The selection determines the CoS
value assignment method. For CoS/802.1p, the CoS will be based on the packet's Queue
ID. For DSCP, the CoS will be based on the DSCP value. Configure the mapping between
Queue ID and CoS and between CoS and DSCP below for your selection.

5. Select the Scheduling method: SP (Strict Priority) and WRR (Weighted Round Robin. For
SP, incoming traffic with the highest priority will be transmitted first. For WRR, the
proportion of the incoming packets to be transmitted will be based on the weight of the
gueue.

6. Inthe DSCP to CoS Mapping section, select a Class of Service value between 0 to 7 for
each DSCP value. A higher value means a higher priority while a lower value means a lower
priority. Depending on the Scheduling Method, Traffic from ports with assigned CoS
values are processed differently.

DDDDDD

n

7. Inthe CoS to Queue Mapping section, select the Queue ID to for each CoS value (0-7).

8. Click Save.
9. Click Push Configuration.

Configuring SNMP Settings

Simple Network Management Protocol (SNMP) can be enabled to support monitoring and
management tasks on the network. Depending on the capabilities of the switch, versions v1, v2c
and v3 are supported. Once it is enabled, the switch device can then reply to the SNMP commands
and generate trap messages when there are alert events.

1. Navigate to Configure > Switch > Profiles.

2. From the Profile list, click Settings under the Actions column of the Profile you wish to
edit.

3. Click the Basic tab.

In the SNMP section, enable or disable the SNMP.

5. Enter the UDP port for SNMP communication. The default is 161.

>
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6. Enter the SNMP community name. The default is public.
7. Enable or disable the trap state. If enabled, enter the trap receivers' IP addresses. Separate
multiple addresses with a comma, space, or semicolon.
8. [Optional] Click Download MIBs to download MIB files. You can view them with a MIB
browser.
9. Click Save.
10. Click Push Configuration.

Configuring ACL Settings
Creating IPv4 Access Control Policy Rules

IPv4 Access Control Lists (ACL) allow administrators to configure a set of criteria for permitting or
denying traffic coming from and to the switch based on IP addresses.

1. Navigate to Configure > Switch > Profiles.

2. From the Profile list, click Settings under the Actions column of the Profile you wish to
edit.

3. Click the ACL tab.

In the User Defined IPv4 Rules section, click Add.

5. Inthe Add an IPv4 rule window, specify the following information:

»

Enter a sequence number for the ACL for proper positioning

SEEUENEEN: of the entry.

Select an access policy.
Permit : Traffic with matching parameters will be forwarded.

Policy
Deny: Traffic with matching parameters will be denied.
Select a protocol from the drop-down menu.
Any : The rule applies to any protocol traffic.

Protocol

UDP: The rule only applies to traffic with a UDP header.

TCP: The rule only applies to traffic with a TCP header.

Enter the source IP address. If the source address is configured as
Source Any, all source traffic will be evaluated according to the
conditions of the rule.
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Specify the source port number between O and 65535.

Srcport If the source port is configured as Any, all source ports will be
evaluated according to the conditions of the rule.
Enter the destination IP address. If the destination address is
Destination configured as Any, all destination traffic will be evaluated
according to the conditions of the rule.
Specify the destination port number between O and 65535.
Dst port If the source port is configured as Any, all destination ports will
be evaluated according to the conditions of the rule.
Specify the VLAN ID of the traffic. If it is configured as Any,
VLAN all VLANs will be evaluated according to the conditions of the
rule.
Comment Enter a description for the rule.
6. Click Add.
7. Click Save.

8. Click Push Configuration.

Editing IPv4 Access Control Policy Rules

1. Navigate to Configure > Switch > Profiles.
2. From the Profile list, click Settings under the Actions column of the Profile you wish to

edit.

3. Click the ACL tab.

4. Inthe User Defined IPv4 Rules section, click Edit in the Actions column of the rule you wish

to edit.

5. Specify the following information:

Sequence No.

Enter a sequence number for the ACL for proper positioning
of the entry.
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Policy

Select an access policy.
Permit : Traffic with matching parameters will be forwarded.

Deny: Traffic with matching parameters will be denied.

Protocol

Select a protocol from the drop-down menu.
Any : The rule applies to any protocol traffic.

UDP: The rule only applies to traffic with a UDP header.

TCP: The rule only applies to traffic with a TCP header.

Source

Enter the source IP address. If the source address is configured as
Any, all source traffic will be evaluated according to the
conditions of the rule.

Src port

Specify the source port number between O and 65535.

If the source port is configured as Any, all source ports will be
evaluated according to the conditions of the rule.

Destination

Enter the destination IP address. If the destination address is
configured as Any, all destination traffic will be evaluated
according to the conditions of the rule.

Dst port

Specify the destination port number between O and 65535.

If the source port is configured as Any, all destination ports will
be evaluated according to the conditions of the rule.

VLAN

Specify the VLAN ID of the traffic. If it is configured as Any,
all VLANs will be evaluated according to the conditions of the
rule.

Comment

Enter a description for the rule.
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6. Click Save.
7. Click Push Configuration.

Deleting IPv4 Access Control Policy Rules

1. Navigate to Configure > Switch > Profiles.

2. From the Profile list, click Settings under the Actions column of the Profile you wish to
edit.

3. Click the ACL tab.

4. Inthe User Defined IPv4 Rules section, click the checkbox next to the rule(s) you wish to
delete.

5. Click Delete.

USER DEFINED IPV4 RULES

6. When prompted to confirm, click Yes.

Creating MAC Access Control Policy Rules

Besides ACL filtering according to IP addresses, MAC addresses can also be configured and
applied to ACL.

1. Navigate to Configure > Switch > Profiles.

2. From the Profile list, click Settings under the Actions column of the Profile you wish to
edit.

3. Click the ACL tab.

In the User Defined MAC Rules section, click Add.

5. Inthe Add a MAC ACL window, specify the following information:

>

Enter a sequence number for the ACL for proper positioning

SEEUENEEN of the entry.

Select an access policy.

Policy Permit : Traffic with matching parameters will be forwarded.

Deny: Traffic with matching parameters will be denied.
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Enter the Ethernet type using the hex value, for example,

Ethernet Type Ox0-Oxffff. Enter Any for all Ethernet types.

Enter the source MAC address. If the source address is
Source MAC configured as Any, all source traffic will be evaluated according
to the conditions of the rule.

Enter the destination MAC address. If the destination address is
Destination MAC configured as Any, all destination traffic will be evaluated
according to the conditions of the rule.

Enter the Class of Service value (0-7). Enter Any if all CoS

oS should be evaluated.
Specify the VLAN ID of the traffic. If it is configured as Any,
VLAN all VLANs will be evaluated according to the conditions of the
rule.
Comment Enter a description for the rule.
6. Click Save.

7. Click Push Configuration.

Configuring Access Policies
Creating an Access Policy

Administrators can configure one or more remote RADIUS servers for port-based or MAC-based
authorization and authentication. This ensures that only users with matching credentials have
access to the network. Administrators can also configure a Guest VLAN to grant Internet access to
visitors, while preventing them from accessing the network.

1. Navigate to Configure > Switch > Profiles.

2. From the Profile list, click Settings under the Actions column of the Profile you wish to
edit.

Click the Access Policy tab.

4. Enter a name for the policy.

w
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5. Inthe RADIUS servers field, select a pre-configured RADIUS server or click Add a RADIUS
server to add a new RADIUS server.
6. Inthe Add RADIUS servers window, specify the following information:

Server Name

Enter a name for the RADIUS server.

IP address

Enter the IP address of the RADIUS server.

Port

Enter a port for the RADIUS server. The range is between 1 and
65535 and default is 1812.

Authentication method

Select an authentication method: Password Authentication
Protocol (PAP), Challenge-Handshake Authentication
Protocol (CHAP), Microsoft Challenge-Handshake
Authentication Protocol (MS-CHAP), MS-CHAPv2, or
Extensible authentication protocol Message-digest
algorithm (EAP-MD5).

Secret

Enter ashared secret.

RADIUS Accounting

Enable or disable RADIUS accounting. Note that this feature
depends on the features of the device model.

Note: RADIUS servers can be configured centrally in the Authentication menu. Refer
to Authentication for more information.

7. [Optional] Click RADIUS server 2/RADIUS server 3 to add additional RADIUS servers.
8. Select an access policy type:

802.1x port-based

This method requires only one user to be authenticated per port
by a remote RDIUS server to allow the remaining users on the
same port to access the network.

802.1x MAC-based

Using this method, the Switch will automatically learnup to a
maximum of 512 MAC addresses by port and set them in a list.
Each MAC address must be authenticated by the Switch using a
remote RADIUS server before being allowed access to the
Network.
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Note: DBS-2000 can support a total number of IPv4 and MAC
rules of 512 (go to the ACL tab of the profile setting) and 256 for
the total number of users for authentication.

9. [Optional] Select a VLAN ID for guest VLAN from the drop-down menu.
10. Click Save.
11. Click Push Configuration.

Configure a Guest VLAN

Administrators can configure one or more Guest VLANSs to grant internet access to visitors, while
preventing them from accessing the network.

1. Navigate to Configure > Switch > Profiles.

From the Profile list, click Settings under the Actions column of the Profile you wish to
edit.

Click the Access Policy tab.

Select a Guest VLAN from the list.

Click Save.

Click Push Configuration.

N

o Uk w

&% PUSH CONFIGURATION
PORTS SETTINGS

IGMP SNOOPING VLAN

GGGGGG Disable ~ | 0 member ports belonging to this guest VLAN in the profile ports.

0 member ports belonging to this guest VLAN currently.

Configuring Internet Group Management Protocol (IGMP) Snooping

IGMP Snooping allows administrators to configure switches to subscribe to, and receive multicast
traffic. If a switch is not added to the IGMP list, it will not receive multicast traffic by default.

1. Navigate to Configure > Switch > Profiles.

2. From the Profile list, click Settings under the Actions column of the Profile you wish to
edit.

3. Click the IGMP Snooping tab.
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4. Click Add to add a switch to the IGMP snooping list.
5. Inthe Add IGMP snooping settings for switches window, specify the following information:

Enter the name of the switch or click the field and select an

Switch
wite available switch from the drop-down menu.
Select an IGMP policy.
IGMP Snooping Enable: The switch will subscribe to and receive multicast traffic.

Disable: The switch will not receive multicast traffic.

6. [Optional] Click Add to add switches to the IGMP list.

7. Click Add.

8. To configure IGMP snooping VLAN settings, click Add.

Enter the following information:

VLAN ID

Assign a VLAN ID for the IGMP VLAN group.

IGMP Snooping

Select an IGMP policy.

Enable: The VLAN will subscribe to and receive multicast
traffic.

Disable: The VLAN will not receive multicast traffic.

Querier state

Enable or disable the Querier state for sending query
messages to discover members of a given multicast group.

Multicast filtering mode

Select the filtering mode for multicast: Forward
unregistered or Filter unregistered.

Static Mrouter port
settings

9. Click Save.

10. Click Push Configuration.
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Static Multicast router (Mrouter) port which connects to a
multicast router for forwarding multicast traffic.
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Viewing Current VLANSs on the Switch
The configured VLANSs can be viewed in the Profile settings. To obtain the VLAN list, go to
Configure > Switch > Profiles.

1. Navigate to Configure > Switch > Profiles.

2. From the Profile list, click Settings under the Actions column of the Profile you wish to
view or edit.

3. Click the VLAN tab.

The following information is displayed:

VLAN ID The VLAN ID.

Shows the VLAN type: Management VLAN, Voice VLAN, or

VLAN Type Guest VLAN. If it is not specified, it is regular VLAN.

Tagged member ports/

Untagged member ports Shows the member ports' VLAN type.

Shows the IGMP status for the VLAN.
IGMP Snooping Status Enabled: The VLAN will subscribe to and receive multicast traffic.

Disabled: The VLAN will not receive multicast traffic.

Pushing Configuration Changes

The Push Configuration function allows you to quickly apply Profile configuration changes to all
devices using this Profile.

Note: Changes made to a Profile’s ports or settings will be pushed to all associated devices after
the user selects Push Configuration.

1. Navigate to Configure > Switch > Profiles.

2. From the Profile list, click the checkbox next to the Profiles you wish to push the
configuration to apply it to the associated devices of the configured model.

3. Click Push Configuration at the top of the table.
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4. Select either Push Configuration Now or Schedule a Configuration Pushing Time to apply

the configuration changes at a later time. The schedule will be reflected in the Scheduled
Push column of the Profiles list.

Note: A result window will appear providing a summary of the update status.

5. Inthe Push Configuration Result window, click the Xicon in the top-right to close the
window.
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Devices

From the Devices page, you can add and register devices and configure individual devices. This
page also provides a detailed overview of all currently registered devices with additional
information including device status, resource utilization information, and general settings.

Filtering Device Information

1. Navigate to Configure > Switch > Devices.
2. [Optional] Select a time frame from the drop-down menu.
3. Click thefilter selection in the top-right.

Configure / Switch / Devices

MAC address PublicIP Local IP Modelname ~ Connectivity Powerdelivered  Powerbudget ~ Tags  Syncstatus Site Sitetag  Firmware version
JE2ESASE0R  SAOFESCFEATO 119463108246 19216871226 e v 130w Synced DES2000  D-Cate . 100033 10 online
IAABOCS0S3BS  GEO9397GFEST 118163108246 19216871226 I v 130w Synced DBS-2000  D-LinkEurope - 100033 10 Online
16BOACDACE1E 5244ACE9:3A43 118163108246 19216871226 Des-zo00-1ovp [N 5w 130W Synced DBS2000  D-LinkHQ - 100.033 10 Online.

.

4. Check the information parameters to display the corresponding device information in the
overview window. Check All to show all device information parameters.

Adding a Single Device

1. Navigate to Configure > Switch > Devices.
2. Click Add device.

Configure / Switch / Devices

Add d T~ Time frame | Last 24 hours - Q - sy W
nectivi elivere et Fags ite irm on s

SE0E355508  JAOFBSCFBATO 115163108246 19216871226 DBs2000-rove NN 25w 20w Synced DBS2000  DCate E 100033 10 online
IAABOCSO93BS 6E0PO97FEYT 11163108246 19216671226 DBS2000-iov NN 25w 0w Synced DBS2000  DiLinkEurope - 100033 10 Online
ISBOICOACEIE 5244ACSS3A43 115163108246 19216871226 DBs20c0-ove NN 25w 20w Synced bBS2000 DLikMQ - 100033 10 online

‘

3. Fill out the required information.

Device UID Enter the device’s UID found on the label printed on the device.
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The UID may be listed in the format XXXX-XXXX-XXXX or
XXXXXXXXXXXX. When entering the UID, do not include

dashes.
Device name Enter a name for the device.
Site Select a Site to link this device to.

Select a Profile for this device. The device will use the settings

Profile
configured in that profile.
Enter the device license key.

Add more Licenses Note: Every new device will be issued a one-year free license key.
Once expired, an additional license must be purchased to
continue using the device.

4. Click Save.

Adding a Tag to One or More Devices

You can add descriptive tag to devices to identify and filter different devices or groups of devices.
Tags are purely informational and do not affect the functionality of the device.

1. Navigate to Configure > Switch > Devices.
2. From the devices list, check the box next to the tagged device(s) you wish to add a tag to.
3. Click Tag.
4. Inthe Add field, enter the tag content. Multiple tags can be entered.
Note: If this is a new tag, click Add option to make this a reusable tag.

Configure / Switch / Devices

]

= I8
g

N - |
°

5

e o o K

=Nulin]
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5. Click Add Tag.
Note: Any tags associated to a device will be shown in the Tags column.

Removing a Tag From One or More Devices

1. Navigate to Configure > Switch > Devices.

2. From the devices list, check the box next to the tagged device(s) you wish to remove the
tag(s) from.

3. Click Tag.

4. Inthe Delete field, enter the tag name. Alternatively, click the input field to bring up a list
with all the associated tags.

5. Click Remove Tag.

Editing a Device

1. Navigate to Configure > Switch > Devices.

From the device list, click the device name link.

3. Inthe Device Information section, click the device name in the Name field. You will be
navigated to the Monitor > Switch > Devices page when you select a device from this list.
Please refer to Monitor > Switch > Devices for a comprehensive guide on how to edit and
monitor your switch.

N

Deleting Devices

Assigned devices can be unassigned and remain in the device inventory so they can be reassigned
at alater point.

Navigate to Configure > Switch > Devices.
From the device list, click the checkbox next to the device you wish to delete.

Click Delete.
You will be asked whether you would like to delete the device permanently or move it to

the inventory.

AP

Downloading the Device List

The device list can be exported in a CSV-formatted file and download to the local device.

1. Navigate to Configure > Switch > Devices.
2. From the device list, click the Download icon in the top-right.
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Configure / Switch / Devices

Local IP

Timeframe : | Last 24 hours - ~ -

Power delivered Power budget Synestatus Profile Firmware version

Adddevice | Delete | T v
Status Device name MAC address PublicIP

O: e o 11816310824

> e eassoceasss 118163108246

3 L) 26B0:1CDAC6:1B  FEB2:54:433CED  118.163.108.246
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19216871226

19216871226

19216871226

[ 10w Synced DBS2000  D-Cfe 100033 10
v 10w primary  Synced DBS-2000  D-Link=Europe 100033 0
I 5w 130W synced DES2000  DAinkHQ - 100033 10
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Switch Ports

From the Switch Ports section, you can configure individual ports or groups of ports for physical
switches. Any settings configured in this window are applied to the physical switch directly and
override any overlapping or conflicting settings in the Profile applied to the switch.

Local switch configurations may be useful in cases where one switch in a group of switches
requires specialized settings that are not configured in the associated Profile to accommodate a
specific application.

Customizing the Switch Ports Configuration Overview

1. Navigate to Configure > Switch > Switch Ports.s
2. Select the desired site from the site drop-down menu.

< nuchas - [ @ pen B
cloud
Q
DASHBOARD MONITOR CONFIGURE
All
Configure / Switch / Switch Ports Q site-tag01
© 11111

B # Switch / Ports Port# Q D-Cafe Speed downsh
1 1

. Q D-Link Europe

23 ESIE36:568:08/1 Disabled

© D-LinkHO
M 2 23E9:2E:36:58:08/2 2 = AULYY DoDLs Disabled

3. Select a port group from the port groups drop-down menu. This will only display ports
for the select port group profile. For example, selecting port group 28 will only show
ports 1 to 28 of 28- port switches added to the organization. Select All to show all port
groups.
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Mrouter port (VLANS) Port CoS

4. From the port list, check the box next to the ports you wish to edit.

5. Click Edit.

6. Specify the following information:
Note: At the top of the edit port window is a list of all selected ports. The changes made
will apply to all selected ports.

Configuring Local Port Settings for One or More Switch Ports

Switch port configuration allows administrators to configure extensive port functionality including
port availability, port speed, RSTP, VLAN, PoE, and port schedules for an individual port or for a
group of ports.

Note: These local settings will override any conflicting Profile settings associated with the device.

Navigate to Configure > Switch > Switch Ports.

From the port list, check the box next to the ports you wish to edit.

Click Edit.

Specify the following information:

Note: At the top of the edit port window is a list of all selected ports. The changes made
will apply to all selected ports.

SIS S

Enter a name for the port. If multiple ports are selected, this

Port name . .
name will be applied to all ports.

Port state Choose to enable or disable the port.

Choose to enable or disable RSTP.

RSTP
Note: RSTP cannot be used in conjunction with LBD.
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Note: User must enable Profile/Settings/STP Configuration for
this port to enable RSTP

If RSTP is enabled, choose the guard type.

Disabled: Do not use root guard enhancement.

STP guard
Root guard: Root guard enhancement allows administrators to
define the position of the root bridge port in the network.
Choose to enable or disable LBD.

LBD
Note: LBD cannot be used in conjunction with RSTP.

Port CoS Assign a Class of Service value for the port (0-7).

Choose the function type of the port.

Type Trunk: Sends and receives tagged data from different VLANSs.
Access: Only sends and receives untagged data from the VLAN
the port belongs to.

Native VLAN Enter the ID of the native VLAN the port belongs to if the Trunk

type is selected.

Enter the IDs of the VLANSs that can route traffic through this
Allowed VLANSs port if the Trunk type is selected. Enter All to allow all traffic
from all VLANS to pass through this port.

Enter the ID of the VLAN the port belongs to if the Access type is

Access VLAN selected.

Access Policy Select the Access Policy for this port if the Access type is
selected. The options include Disabled, MAC Whitelist, Port
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Security Delete-on-Time Mode, and Port Security Permanent
Mode.

Enter the MAC addresses that can access this port to

restrict access to this port to devices with specific MAC
addresses. If entering multiple MAC addresses, enter only one
address per line.

Static Whitelisted MACs

Enter the maximum number of allowed MAC addresses that the

DElE U e e S device should learn dynamically for the Port Security Delete-on-

Limit
time Mode or Port Security Permanent Mode.
Dynamic Whitelisted Display the learned MAC addresses for the Port Security Delete-
MACs on-time mode and Port Security Permanent Mode.
- Enter a descriptive tag for the port. Multiple tags can be entered.
. If multiple ports are selected, any tags will be applied to all ports.
Choose the maximum link speed of the port. Select Auto to allow
Link (RJ45) the port to auto-negotiate port speed with the partner port or
device.
Choose the maximum link speed of the port. Select Auto to allow
Link (SFP) the port to auto-negotiate port speed with the partner port or
device.
Enables/disables automatic speed downshift on the supported
Speed downshift interface when the designated maximum speed cannot be
established.
PoE Choose to enable or disable Power over Ethernet (PoE)

functionality on this port.
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Note: The PoE setting will only apply to ports that support Power
over Ethernet.

Enable or disable the automatic detection of the Powered

PD Alive Devices status.

PD IP address Enter the IP address of the Powered Device.

Choose a port schedule. Port schedules are separately

Port Schedul
ort>cheddie configured. Refer to the Schedule Policies section.

Enable or disable traffic segmentation on this port to further
Traffic segmentation restrict traffic flow in your network. If enabled, select the
forward ports.

Forward Ports Select the forward ports if traffic segmentation is enabled.

Enable or disable the flow control on the port to regulate the

Flow control data transfer rate between two devices.

5. Click Apply. The details link next to the Switch/Ports will direct you to the Port
Information page. You can view detailed information such as packets sent/received and
configuration status.

Aggregating Switch Ports

Port aggregation allows you to link multiple physical ports together as one logical link to increase
port bandwidth and redundancy in the event of a single physical link failure. Ports can be
aggregated using either LACP or static link.

Note: Aggregated ports must maintain the same settings, otherwise you will not be permitted to
aggregate multiple ports in one group.

Note: Port aggregation is not supported if the port type is set to “Access”.
Note: These local settings will override any conflicting Profile settings associated with the device.

1. Navigate to Configure > Switch > Switch Ports.

2. From the port list, check the box next to the ports you wish to link together.
3. Click Aggregate.

4. Inthe Link Aggregation Setting window, select the aggregation type.
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1. LACP
2. Static

Note: Static link requires manual configuration of the ports in the aggregation group. Link
Aggregation Control Protocol (LACP) dynamically queries to listening ports to join the aggregation
group.

5. Click Aggregate.
Note: Aggregated ports can be identified by the combined port number in the Port # and
Aggregate column of the port list.

Configure / Switch / Switch Ports

Type VIAN Allowed VLANs. ort state of PD alive PDIP address RSTP LBD

Splitting Aggregated Switch Ports

Linked port groups can be split into their respective individual ports. Splitting port groups will
undo all aggregation settings applied to the affected ports.

Note: These local settings will override any conflicting Profile settings associated with the device.

1. Navigate to Configure > Switch > Switch Ports.
2. From the port list, check the box next to the aggregated port(s) you wish to split.
3. Click Split.

Note: This will immediately split the selected aggregated ports.

Mirroring Port Traffic to Another Switch Port

Port Mirroring is a method of monitoring network traffic that forwards a copy of each incoming
and/or outgoing packet from one port of the switch to another port, where the packet can be
studied. This enables network managers to better monitor network performance.

Note: These local settings will override any conflicting Profile settings associated with the device.

1. Navigate to Configure > Switch > Switch Ports.

2. From the port list, check the box next to the port(s) you wish to mirror.
3. Click Mirror.

4. Specify the following information:
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Select the data to mirror from the drop-down menu for each
selected port.

Source ports Both: Mirror both incoming and outgoing.

Rx: Mirror only data received on the port.

Tx: Mirror only data transmitted by the port.

Enter the destination port number.
Destination port Note: The port number should be in numerical format, for
example 28.

5. Click Create port mirror.
Undoing Port Traffic Mirroring

1. Navigate to Configure > Switch > Switch Ports.
2. From the port list, check the box next to the mirrored port(s) you wish to unmirror.
3. Click Unmirror.
Note: This will immediately undo the selected mirrored ports.
4. Click Delete port mirror.

Adding a Tag to One or More Switch Ports

You can add descriptive tag to ports to identify and filter different ports or groups of ports. Tags
are purely informational and do not affect the functionality of the port.

Note: These local settings will override any conflicting Profile settings associated with the device.

1. Navigate to Configure > Switch > Switch Ports.
2. From the port list, check the box next to the port(s) you wish to add a tag to.
3. Click Tag.
4. Inthe Add field, enter the tag content. Multiple tags can be entered.
Note: if this is a new tag, click Add option to make this a reusable tag.
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Configure / Switch / Switch Ports

Edit

1

2

O/ojo|jojo|o|jo|o

0 ®

10

Swi Port# Agzrezalliyen

EAABOCE0:9386/1

EAABOC80:9386/2

EAABOCE0:9386/3

EAABOCS0:93B6/4

EAABOCE0:9386/3

EAABOCE0:93B6/6

EAABOCE0:9386/7

EAABOCB0:9386/8

EAABOCE0:9386/9

EAABOCE0:9386/10

5. Click Add.

Note: Any tags associated to a port will be shown in the Tags column.

Configure / Switch / Switch Ports

Access policy

Mirror | Unmirror | Tag 4 | 10switchports

2
Delete

E - No tags on the selected ports

4 - Auto/ 1Gbps

5 - Auto/ 1Gbps

s - Auto/ 1Gbps

7 - Auto/ 1Gbps

8 - Auto/ 1Gbps

s - 1Gbps (auto) / Link down
10 - 1Gbps (auto) / Link down

10switchports

Disabled

Disabled

Disabled

Disabled

Disabled

Mirror Traffic segmentation

Add

Trunk

Trunk

Trunk

Trunk

Trunk

Trunk

Trunk

Forward portls) &

Allowed VLANs

Port state

PDalive

Ports group:

PD IPaddress

LBD Mrouter port (VLANs)

Native 1

Mative1

Native 1

Native1

Native1

Native1

Native 1

Flow control

LLDP

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Port name

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Device name

Ports group

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Rxbroadcast pkis

Disabled - o
Dissbled - o
Disabled - o
Disabled - o
Disabled - o
Disabled - o
Disabled - o
Disabled - o
Disabled - o
Disabled - o
>
- Al -
Q - iR

Always on

Always on

ahways on

Always on

Always on

Aways on

Always on

Always on

Ahways on

Ahways on

‘

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Mirror destination Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Port: Mirrored to EA-ABOC:S0:93:86 /1 (Both)  Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Removing a Tag from One or More Switch Ports

1. Navigate to Configure > Switch > Switch Ports.
2. From the port list, check the box next to the tagged port(s) you wish to remove the tag(s)

from.

3. Click Tag.
4. Inthe Delete field, enter the tag name. Alternatively, click the input field to bring up a list

with all the associated tags.
5. Click Remove.
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Configure - Gateway

Configure - Gateway
From the Configure section, you can manage profiles and devices for organizations. Profiles can be
created to tailor configuration requirements to specific gateway models.

The following sections provide more detailed information about Profile and Device management.

From the Profiles section, you can create new and edit existing profiles and apply

Profiles
profile configuration settings to devices according to a schedule.

From the Devices section, you can add devices with Site and Profile information and

Devices . e .
configure individual devices.
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Profiles

Profiles are a set of general configuration settings that can be swiftly and easily applied to all
devices associated with the Profile so all devices are configured identically as a group.

< nuclias

Creating a Profile

After a profile is created, you can configure network routing rules and security features within
each profile.

Note: Profiles are created for individual organizations. In order to configure Profiles, select the
desired organization from the drop-down menu at the top of the page.

1.
2.
3.

Navigate to Configure > Gateway > Profiles.

Click Create Profile.

Enter a name for the Profile and choose the device model.

Note: The Profile can only be used for the selected device model type.

Select the Access Level for the accessibility level of the profile under the Organization, Site
tag, or Site.

[Optional] Select Clone from existing profile and choose a Profile from the drop-down
menu to clone an existing Profile. Or select Use default configuration to apply the default
configurations. The page provides modification options to let you modify configurations
later.

Click Create Profile.

Deleting Profiles

1. Navigate to Configure > Gateway > Profiles.
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2. From the Profile list, click the checkbox next to the Profiles you wish to delete.
3. Click Delete profile at the top of the table.
4. When prompted to confirm, click Yes.

Pushing Configuration Changes

The Push Configuration function allows you to quickly apply Profile configuration changes to all
devices using this Profile.

Note: Changes made to a Profile’s settings will be pushed to all associated devices after the user
selects Push Configuration.

1. Navigate to Configure > Gateway > Profiles.

2. From the Profile list, click the checkbox next to the Profiles you wish to push the
configuration to apply it to the associated devices of the configured model.

3. Click Push Configuration at the top of the table.

4. Select either Push Configuration Now or Schedule a Configuration Pushing Time to apply
the configuration changes at a later time. The schedule will be reflected in the Scheduled
Push column of the Profiles list.

5. The Result windows appears to display the push configuration status, affected profiles
and devices, time of the configuration change, and details about the update process.

Result

# Status Profle Device name ime Sync status details

05/02/202304:03PM  Starting update process
05/02/2023 04:03 PM Update completed
05/02/2023 04:03 PM Starting update process
05/02/2023 04:03 PM Update completed

1 Success DBG2000 DEMOGWGWO001

2 Success DBG2000 DEMOGWGWO0002

Configuring Network Settings

From the Network window, you can configure basic port settings and advanced settings for
routing and traffic management.

1. Navigate to Configure > Gateway > Profiles.
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2. From the Profile list, click Network under the Actions column of the Profile you wish to

edit.

To configure a port’s basic settings:

3. Select the Network tab at the top. The LAN ports of the device are displayed along with
their information shown in the table below.
Note: The Profile can only be used for the selected device model type.

4. Under Port Configuration, select a port and click EDIT under Actions.

Specify the following information for the selected LAN port:

Interface Type

Select the connection type: LAN or DMZ.

Interface Name

Enter a name to identify this interface.

Enable or disable bridging with another network. Configure the

Bri N k
ridge Networ interface with more settings below if bridging is not enabled.

P Address/Subnet Enter an IP address with subnet mask.

Mask

DHCP mode Enable or disable DHCP service for IP address assignment.
Enter the following information if DHCP server is selected.
Domain name: Assign a domain name for DHCP service.
Starting IP address/Ending IP address: Enter the range of |IP
addresses that can be assigned dynamically.

DHCP server Default gateway: Assign a default gateway for DHCP

service.

DNS server: Configure DNS by specifying a static DNS
server, DNS setting from the ISP, or using DNS proxy. For
static DNS, enter the DNS servers or WIN server IP address.

Lease Time: Enter a time value of 1 to 10080 minutes.
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Allow ping from LAN/

Enable or disable ping command executed from this port.

DMZ
DHCP Relay Enter the remote DHCP server address if DHCP relay is selected.
DNS proxy Enable or disable DNS proxy.

For a WAN port (if the device supports this feature), configure the following:

Interface Type

Select the WAN interface for configuration.

Connection Type
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Select the connection method: DHCP, Static IP, PPPoE,
PPTP, L2TP, DS-Lite/IPIP, or MAP-E. For Static IP, enter the
IP address/Subnet mask, Gateway IP address and Primary/
Secondary DNS servers, and specify whether to keep the
original MAC address as well as the MTU size. For PPPoE,
select the Address mode: Dynamic IP or Static IP. For static
IP, enter the IP address/Subnet mask and PPPoE connection
Username and Password. Then specify the Authentication
type from one of the following: None, MS-CHAPv2, MS-
CHAP, CHAP, PAP, or Auto-negotiate. For Dynamic IP, you
don’t need to enter the IP address/subnet information but
configure all other settings as specified above. For both
addressing modes, enter the Service name (optional) and
select the Reconnect mode: Always on, or On demand (enter
the Maximum idle time to wait before terminating the
connection in minutes for this option). Then configure the
DNS servers and specify whether to keep the original MAC
address as well as the MTU size. For PPTP, if Static IP is
selected, enter the following IP address information: IP
address/Subnet mask, Gateway IP address, and Static DNS
IP address. For both Address modes, enter the PPTP server
name and connection Username and Password. For both
modes, configure whether MPPE (Microsoft Point-to-Point
Encryption (MPPE) will be used and the Reconnect mode:
Always on or On demand (enter the Maximum idle time to
wait before terminating the connection in minutes for this
option). Then configure the DNS servers and specify
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whether to keep the original MAC address as well as the
MTU size. For L2TP, if Static IP is selected, enter the
following IP address information: IP address/Subnet mask,
Gateway IP address, and Static DNS IP address. For both
Address modes, enter the L2TP server name and connection
Username and Password. For both modes, enter the Secret
(optional) and configure the Reconnect mode: Always on or
On demand (enter the Maximum idle time to wait before
terminating the connection in minutes for this option). Then
configure the DNS servers and specify whether to keep the
original MAC address as well as the MTU size.

For DS-Lite/IPIP, select the Service Provider and Address
Family Transition Router (AFTR) Addressing method. For MAP-
E, select the Service Provider.

Note: Service providers are only available in specific countries.

Advanced Settings

Enable or disable the following passthroughs:

Internet Protocol Security (IPsec) which is used for
securing packets exchange at the IP layer.

Point-to-Point Tunneling Protocol (PPTP) which is used for
tunneling the Point-to-Point Protocol (PPP) communication
in an IP network.

Layer 2 Tunneling Protocol (L2TP) which is used for
implementing Point-to-Point sessions utilizing multipoint
tunneling technique.

5. Click Push Configuration at the top left to apply the settings to the affected devices

immediately.

Configuring the Default WAN Configuration

Note: The availability of the WAN Mode Configuration depends on device model.

1. Navigate to Configure > Gateway > Profiles.

2. From the Profile list, click Network under the Actions column of the Profile you wish to

edit.

3. Under Default WAN Configuration, select IPv4 and IPvé default WAN port. Note that the
settings or configurations here depend on the device model and firmware.

4. Under WAN Mode, select a WAN mode from the available options. For Auto-rollover
using WAN, select both Primary and Secondary WAN ports as well as the Health Check
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method. If DNS servers or Ping IP address method is selected, enter the respective server
IP address as the destination to check the connectivity. Also enter the Retry interval
(seconds) and Failover after (number of failed retries).

5. For Load balancing, select the method (either Round robin or Spillover mode). For Round
robin, configure the Health check method (or none) and enter the Retry interval
(seconds) and Failover after (number of failed retries). Hence, if a WAN interface
disconnects, only the alternate WAN ports will transfer traffic flows in a round robin
manner. For Spillover, enter the Load tolerance (%) and Max bandwidth (Mbps) as the
threshold value. Once the threshold is exceeded for a WAN port, new traffic flows will be
allocated to the alternate WAN interfaces. The precedence for selection is based on the
configuration of Primary, Secondary, and Tertiary WAN interface.

6. Click Push Configuration at the top left to apply the settings to the affected devices
immediately.

Configuring Wireless Settings

You can create multiple SSIDs under a single Profile and configure each SSID with unique settings
to accommodate different wireless usage scenarios. Note that this feature is only available on
supported models.

To create an SSID:

1. Navigate to Configure > Gateway > Profiles.

2. From the Profile list, click Network under the Actions column of the Profile you wish to
edit.

3. Select Wireless.

4. Under SSID, click Add to add a new SSID profile setting. Enter the following information:

SSID Name Enter a name for the SSID (1-32 characters).

Select the radio frequency to be used for the SSID

Band Selecti
and efection configuration: 2.4GHz and/or 5GHz.

3. Click Edit under Actions to modify an SSID profile setting. Enter the following information:

SSID Name Enter a name for the SSID (1-32 characters).

Select the security mode:

Security
Open: Select this option for an unsecured network.
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Enhanced open: This method provides protection based on
opportunistic wireless encryption (OWE) and open
authentication.

Enhanced Open+Open: This method provides transition from an
open to Enhanced Open wireless environment.

WPA2: The Wi-Fi Protected Access Il (WPA2) security protocol
requires users to enter an alphanumeric passphrase or the
information of a RADIUS server.

WPA/WPA2: This method allows both WPA and WPAZ2 clients to
connect.

WPA3: WPAS3 is the strongest encryption method among WPA
standards.

WPA2/WPAZ3: This method allows both WPA2 and WPAZ3 clients
to connect.

Authentication

Select the respective authentication method for the security
type selected above. If a RADIUS server is used in your network
environment, enter the RADIUS server information (refer

thod
metho to Authentication Servers) as well as the Group key update
interval and the encryption method.
Enable or disable MAC Filtering and select the desired filtering
mechanism: MAC ACLs or RADIUS server. If MAC ACLs is
MAC Filtering selected, specify whether it is a Allow or Deny rule. For

information on managing MAC ACLs, refer to MAC ACLs. If
RADIUS server is selected, enter the RADIUS server
information (refer to Authentication Servers).

Broadcast SSID

Enable or disable the visibility of the SSID.

Band Selection

Select the available radio frequencies that the device supports
and enable or disable band steering which automatically connects
newer devices to the higher frequency band available.

Guest Access Mode

Enable or disable guest access function.
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Station Isolation

Enable or disable isolation of stations within the SSID so that
wireless clients will not be able to communicate with each other.

NAS-IP-address
(optional)

Enable the network access server IP address to let RADIUS
server to choose an access policy for a connection request.

Bridge to Interface

Bridge this wireless network to a LAN/VLAN interface.

Schedule Policy

Select a pre-defined schedule policy to designate a time frame to
make the configuration effective. To view all available schedule
policies, go to Configure > Schedule policies. To add a new
schedule policy, click Add schedule policy ( refer to Schedule
Policies for more information).

4. Click Next to configure more settings:

Max Client

Enter the maximum number of concurrent clients that can
connect to the SSID. The maximum is 64.

Max Allowed Client
Retries

Enter the maximum amount of times a client can attempt to
reconnect to the SSID once the maximum client limit has
been reached. After retrying the set amount times, the client
will associate with the AP for a maximum of up to 128 clients.

Note: If set to 0, no additional clients will be accepted by the
AP despite the amount of retries.

Max Upstream

Enter a maximum uploading bandwidth limit (in Kbps) for
this SSID.

Max Downstream

Enter a maximum downloading bandwidth limit (in Kbps) for
this SSID.

Max Client Upstream

Enter a maximum uploading bandwidth limit (in Kbps) for
each client connected to this SSID.
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Max Client Downstream

Enter a maximum downloading bandwidth limit (in Kbps) for
each client connected to this SSID.

Forward Bonjour Pkts

Enable or disable the forwarding of Apple Bonjour packets
from wireless clients to the rest of the network.

IGMP Snooping

Enable or disable IGMP Snooping. This allows the SSID to
listen in on IGMP conversations on the network.

Max Multicast Ingress

Enter a maximum multicast ingress bandwidth limit (in Kbps).

RTS Threshold

Enter the packet size threshold to determine when the
device will issue a RTS before sending the packet.

Fragmentation
Threshold

Limit the packet size for wireless packets transmitted in the
network.

Force Roaming

Enable or disable force roaming. Clients will be forced to
roam to another access point once the signal strength falls
below the set threshold.

Signal Strength
Threshold

Enter the signal strength threshold (in dbm) for clients to
start roaming.

Weak Signal Exception

Enable or disable weak signal exception. This allows clients
with a weak signal to connect to the SSID after a set number
of attempts.

Weak RSSI Client
Associations Attempts
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Enter the number of times a client with a weak signal can try
to connect, after which the access point will allow the client
to connecttoit.

5. Under Radio, configure the following information for each available radio frequency:
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Radio

Enable or disable this radio frequency.

Radio Mode

Select the 802.11 mode.

Channel Bandwidth

Select the channel bandwidth. The availability of channel width
depends on the selected 802.11 mode.

Tx Power

Enter the transmission power.

Auto Channel

Enable or disable auto channel. If disabled, select the channel
number.

Eligible Channels

Select channels to be operable under the Auto channel mode.

Force Auto Channel
Scan

Enable or disable automatic channel scan.

Auto Channel Interval

Specify the time interval for auto channel scan.

Beacon Interval

Enter the interval between beacon transmissions in milliseconds
(40-3500).

DTIM Interval

Specify the delivery traffic indication map interval (1-255). A
larger interval sets a longer idle power time for the client devices.

Short Guard Interval

Enable Short guard interval to decrease the time between data
characters to avoid propagation delays and reflections.

U-APSD

Unscheduled Automatic Power Save Delivery is a power-saving
mechanism designed for latency sensitive traffic.

SSID Isolation
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6. Click Push Configuration at the top-left to apply the settings to the affected devices

immediately.

Configuring Addressing

Configuring VLANSs

VLANSs allow you to divide the network to different segments on your local network.

To configure a VLAN:

1. Navigate to Configure > Gateway > Profiles.
2. From the Profile list, click Network under the Actions column of the Profile you wish to

edit.
3. Select Addressing.

4. Under VLAN, click Add to add a new VLAN. Enter the following information:

Name

Enter a name for this VLAN.

VLAN ID

Assign a VLAN ID (2-4094).

Untagged Ports

Select the member ports to be untagged.

Tagged Ports

Select the member ports to be tagged.

Bridge to Interface

Select a VLAN to create a network bridge to a VPN
configuration. Note that since an SSID can be configured
to bridge with a VLAN, the connectivity of a wireless
network of an associated SSID will be affected once this
setting has been changed.

InterVLAN

Enable or disable inter-VLAN routing.

VLAN Subnet

Enter the VLAN IP address and subnet mask to define the
VLAN subnet.
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DHCP Mode

Enable or disable DHCP service for IP address
assignment and select the mode for DHCP.

DHCP Server

Enter the following information if DHCP server is selected.
Domain name: Assign a domain name for DHCP service.

Starting IP address/Ending IP address: Enter the range of IP
addresses that can be assigned dynamically.

Default gateway: Assign a default gateway for DHCP service.

DNS server: For static DNS Server assignment, enter the IP
address of a primary and (optional) secondary DNS server.

WINs server: Enter the Windows Internet Naming Service
(WINS) server if it is used.

Lease Time: Enter a time value of 1 to 10080 minutes.

DHCP Relay Server

Enter the remote DHCP server address if DHCP relay is
selected.

DNS Proxy

Enable or disable DNS proxy for this VLAN.

DHCPv6 Mode

Select the DHCPvé6 mode: Disabled, Relay or Server (note not
all models support IPvé configuration). For server mode,
specify the IPv6 assignment below.

RA Mode

Select the Router Advertisement mode for DHCPvé: Relay or
Server. For server mode, specify the IPvé assignment below.

IPvé6 Assignment

If IPv6 assignment is enabled, enter the following:

IPvé6 assignment prefix length: enter a number between 1 and
128.

IPvé6 assignment hint: enter a hint message for the assighnment.

IPvé6 suffix: select the suffix assignment method: EUI-64,
Random, or Manual. For Manual, enter an IPvé suffix to be
assigned.

If IPv6 assighment is disabled, enter an IPvé6 address.
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Select the IPvé Autoconfiguration method: SLAAC (Stateless
Address Autoconfiguration) +Stateless DHCPvé6, DHCPvé6
(Stateful), SLAAC+RDNSS (Recursive DNS Server), or Disable.

IPvé Autoconfiguration
Service

Enable or disable Neighbor Discovery Protocol (NDP) proxy to
NDP-Proxy enable the proxy function which will respond upon receiving
NDP messages.

Enable or disable Captive portal for connection control of this

Captive Portal
aptive rorta VLAN. Then assign a Captive portal page toit.
Enable or disable the transmitting the ping command from this

Allow Ping from LAN VLAN.

5. Click Save.

6. Click Push Configuration at the top left to apply the settings to the affected devices

immediately.
IP Management List

The IP Management allows static DHCP assignment.
To configure IP management for DHCP clients:

1. Navigate to Configure > Gateway > Profiles.

2. From the Profile list, click Network under the Actions column of the Profile you wish to
edit.

3. Select Addressing.

4. Under IP Management List, click Add to add a new IP assignment. Enter the following

information:
Host Name Enter the host name of the client device.
Interface Select the interface associated with the DHCP IP assignment.
IP Address Assign an IP address to the host.
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MAC Address The MAC address of the host.

[optional] Assign an IPvé6 suffix for IPvé addressing for the last 8
IPvé suffix hexadecimal characters.

Enable or disable the binding of the IP and MAC address so that
IP/MAC Binding the device with the specified MAC address cannot use any other
IP address to access the network.

Enable or disable the reservation of this DHCP IP lease for the
DHCP IP client with the specified MAC address. It ensures that the same IP
Reservation address is assigned to the designated client whenever the

client connects to the network.

Note: You can add an entry to the static DHCP assignment without enabling either IP/ MAC
binding or DHCP IP reservation; in this case, it will only be a reference assignment.

5. Click Push Configuration at the top left to apply the settings to the affected devices
immediately.

Configuring Routing

Routing determines the path for packet delivery in a network. The routing capabilities vary
depending on the device model.

Configuring Static Route

Static Routing is a fixed pathway that packets will take when there is no automatic route updating
mechanism in the current network topology.

To configure a static route:

1. Navigate to Configure > Gateway > Profiles.
2. From the Profile list, click Network under the Actions column of the Profile you wish to

edit.
3. Select Routing. Under Static Route, click Add to add a new route. Enter the following
information:
Name Enter a name for this route
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Destination Enter the destination subnetwork IP address.

Subnet mask Enter the subnet mask of the destination address.
Gateway Enter the IP address of the gateway or next hop.
Interface Select the interface through which the route is accessible.
Metric Enter the number of hub count (range: 2-15).

Enable the private option to disallow sharing of this route with

Private
other routers.

4. Click Push Configuration at the top left to apply the settings to the affected devices
immediately.

Configuring Policy Route

Policy Route designates a specific type of traffic to a particular WAN link to meet the desired
quality of service. It is only applicable when dual WAN mode is supported on the device. Note that
the IPvé6 Policy Route is only available for supported models.

To configure Policy Route:

1. Select a Profile for the desired Gateway model.
2. Select Network > Routing.
3. Under Policy Route, click Add to add a new route. Enter the following information:

Name Enter a name for this route.

Select the port of the device that the route should use for

Local Gateway . .
policy routing.
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Protocol Select the protocol that will use this route.

Source interface Select the source interface.

« o«

Enter asingle IP address or a range of IP addresses using “-“, for
example, 192.168.200.101-192.168.200.188. Enter “any” for all
source |P addresses. For IPvé,

enter XXXX:XXXXIXXXXXXXXXXXXXXXXEXXXXXXXX, Where X is a
hexadecimal digit. You can also use CIDR notation, for

example, a.b.c.d/n for IPv4 and
XXXXXXXKXKXKEXXXXXXXXEXXXXXXXXXXXX/N, where n represents
the subnet prefix length.

Source Network

Destination Select the destination interface.

Interface
Enter a single IP address or a range of IP addresses using “-“, for
example, 192.168.200.101-192.168.200.188. Enter “any” for all
source IP addresses. For IPvé,

Destination enter XXXX:XXXXIXXXXXXXXXXXXXXXXXXXX:XXXX, where X is a

Network hexadecimal digit. You can also use CIDR notation, for

example, a.b.c.d/n for IPv4 and
XXXXEXXXK XXX XXX XXXKXXXXXXXXXXXX/N, where n represents
the subnet prefix length.

Enter the port number used for this type of traffic (Range:
1-65535). Enter a single port or a range of ports using “,” or
source Port “-“ for example, 3000,3001 (do not include space) or
3000-3200. Enter “any” for all source ports for this service.

Enter the port number used for this type of traffic (Range:
1-65535). Enter a single port or a range of ports using “,” or
“-“ for example, 3000,3001 (do not include space) or
3000-3200. Enter “any” for all destination ports for this

service.

Destination Port

4. Click Push Configuration at the top left to apply the settings to the affected devices
immediately.
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Configuring RIP

Routing Information Protocol (RIP) utilizes distance vector as the metric for routing packets in
local networks. It has two versions: RIP version 1 and RIP version 2. RIP version 1 is classful
whereas RIP version 2 is classless. And only RIP version 2 uses authentication.

To configure RIP:

1. Select a Profile for the desired Gateway model.
2. Select Network > Routing.
3. Under RIP Configuration, click Add to add a new route. Enter the following information:

Select the port of the device to allow RIP information to be
Interface

exchanged.
. . Select the either inbound, outbound, or traffic for both
Direction . . .
directions should use this route.
. Select the protocol version on which routing information should
Version

be exchanged.

Enable or disable authentication of RIP packets. This is not
available for RIP-1. If it is enabled, enter the following

Authentication information:

MD5 (challenge-response authentication) Key ID (1-255)
and Authentication Key (16 characters maximum).

4. Click Push Configuration at the top left to apply the settings to the affected devices
immediately.

Configuring OSPFv2

Open Shortest Path First (OSPF) is a link-state routing protocol that learns about neighbor routers
specified by OSPF parameters through LSA.

To configure OSPFv2:

1. Select a Profile for the desired Gateway model.

2. Select Network > Routing.

3. Under OSPFv2 Configuration, click Add to add a new route. Enter the following
information:
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Interface

Select an interface to be assigned to the area defined below.

Enable or disable the not-so-stubby area (NSSA) which can

SRS import external route information.
Area Assign an OSPF area ID.
Priority Assign a priority which helps determine the OSPF

designated router.

Hello Interval

Specify the length of time between each hello packet
(1-65535 seconds).

Dead Interval

Set the time (1-65535 seconds) the device must wait before
it declares a neighbor OSPF router down when a hello
packet has not been received.

Cost

The cost of the OSPF path (1-65535) which helps determine
the best path.

Authentication

Enable or disable the authentication of OSPF packets.

Authentication type: Simple or MD5. If MD5 is used, enter
the Key ID (1-255) and Authentication Key (16 characters
maximum).

LAN Route Exchange

Enable or disable the exchange of LAN routing table
through OSPF.

Active

Enable or disable this OSPF configuration.

4. Click Push Configuration at the top left to apply the settings to the affected devices

immediately.
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Enabling Services

Supported services can be configured individually depending on the features of the gateway.

First, Select a Profile for the desired Gateway model.

Then, enable or disable the following features:

IGMP Snooping

Enable or disable IGMP Snooping. This allows the device to listen on
IGMP conversations on the network and maintain the multicast
forwarding table to ensure that traffic is sent only to member
devices.

IGMP Proxy

IGMP proxy allows the device to receive IGMP membership
requests from the hosts on the LAN and issue IGMP messages on
behalf of these hosts.

Jumbo Frame

Jumbo Frame allows the device to process frames larger than the
standard Ethernet frame and can maximize server-to-server
performance.

Allows applications that uses Real Time Streaming

RTSP Protocol (RTSP) to receive streaming media from the Internet
UPnNP allows network devices such as PCs, gateways, and APs to
UPnP . .
discover each other and communicate.
Session Initiation Protocol (SIP) allows devices and applications
SIP . : .
using VolP (Voice over IP) to communicate.
H.323 also allows IP telephony. However, it differs from SIP in
H.323 many ways such as encoding, reliability, and extended support
for file sharing and other applications.
TETP Trivial File Transfer Protocol (TFTP) is a simple protocol for file
transfer without authentication mechanism.
SMTP Simple Mail Transfer Protocol (SMTP) is a protocol for email

transmission.
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Managing Traffic Policies

The Traffic Management provides control over traffic of certain types by setting limits on
bandwidth and session. Note that this function depends on the capability of the gateway.

To configure Traffic Shaping:

1. Select a Profile for the desired Gateway model.
2. Select Network > Traffic Management.

Under Traffic Shaping, click Add to add a new rule. Enter the following:

Name

Enter a name for this policy.

Policy Type

Specify the traffic policy should be applied to inbound or
outbound traffic.

WAN Interface

Select the WAN port that this policy should be applied to.

Management Type

Select the metric to define the policy: Rate or Priority.
Configure the following if Priority is selected: Low,
Medium, or High. Higher priority means the traffic will be
allocated with more bandwidth. If Rate is selected, enter
the maximum bandwidth and minimum bandwidth.

Service

Select the type of traffic based on the protocol or
application service.

Traffic Selector Match
Type

Select the criteria to which the policy should be applied: IP
address, MAC address, or Interface and enter an IP
address or a MAC address or select a LAN interface
respectively. Only the IP address match type can be used
for managing inbound traffic.

Schedule Policy

Select the schedule policy to make the policy effective
during the designated time frame. Go to Configure >
Schedule policies for information about configured
schedules.

3. Click Saveto save the settings.
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To configure Session Limiting:

1. Under Session Limiting, click Add to add a new rule. Enter the following:

Enter a name for this policy.

Name

Source Type Select the criteria to which the policy should be applied: IP
address, IP range, or Interface. Enter an IP address or a
range of IP addresses or select a LAN interface
respectively.

Maximum Sessions The maximum number of concurrent sessions for the
specified traffic flow (1-999).

Schedule Policy Select the schedule policy to make the policy effective
during the designated time frame. Go to Configure >
Schedule policies for information about configured
schedules.

2. Click Save

You can also configure a warning page to display related messages when the maximum session has
been reached.

To configure a warning page:

1. Under Custom Warning Page, click Add to add a new warning page. Enter the following:

Enter a name for this configuration.
Name

Warning page Select one of the pre-defined warning page to be
displayed. Go to Configure > Splash pages for information
about configured splash pages.

2. Click Push Configurationat the top left to apply the settings to the affected devices
immediately.

Configuring SSID Captive Portal Settings

The captive portal displays a splash page to wireless users which requires them to agree to terms
and conditions to use Internet services.

To configure Captive Portal:
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1. Select a Profile for the desired Gateway model.
2. Select Network > Captive Portal.
3. Under Captive Portal, click Add. Enter the following:

Name

Enter a name for this profile.

User Authentication

Specify the authentication method for the users:
None: No signing-on method required.

Click-through: Sign on by simply clicking to agree the
terms.

Sign-on with basic login page: Sign on using a login page

Sign-on with third-party credentials: Sign on using account
access from a third-party app or service.

Sign-on with basic login and third-party credentials: Sign
on using a login page or account access from a third-party
app or service

Sign on with e-mail authentication, SMS authentication
and third-party credentials: Sign on with email account
verification, short message authentication or third-party
credentials.

Sign-on with external captive portal: Sign on using an
external captive portal.

Sign-on with Facebook Wi-Fi: Sign on through a designated
Facebook page that requires users to check in.

After an authentication is selected, configure the Splash
page accordingly by clicking Splash page editor. On the
Splash page editor screen, you can configure the header,
footer, terms of use text, etc. Alternatively, select a pre-
defined Splash page from the drop-down list that is
customized for the selected authentication type.

Splash Page Enter the splash page which a wireless user must visit prior
to using Internet services. The design of the page depends
on the use case.

Splash Page URL Enter the URL of a splash page if using an external captive

portal.
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Email Authentication

For email authentication, enter the following:

Grace period: The time period in minutes for email
verification.

Authentication times: The number of email authentication
that a user can request in one day.

Denial period limit: The time period to wait for another
request of email authentication if the previous verification
fails.

SMS configuration: SMS text messages for authentication
requires Twilio SMS account settings. Click Add Twilio
SMS settings to add your account information or select
one pre-defined SMS configuration from the drop-down
menu.

SMS configuration

SMS text messages for authentication requires Twilio SMS
account settings. Click Add Twilio SMS settings to add your
account information or select one pre-defined SMS
configuration from the drop-down menu. Refer

to SMS_Configuration in Advanced Settings.

Local Authentication

For basic login page, select a local authentication database
or click Add authentication users to create a new Local
Authentication database.

3rd party Credentials

Select the third-party credential to be used for login.

Authentication Server

For basic login page, select a pre-configured server in
accordance with the existing authentication system or
click Add a RADIUS/LDAP/AD/NT Domain server to
configure a new server. You can select the primary and
backup servers. Refer to Authentication for more
information.

RADIUS Server

For external captive portal, select a pre-configured
RADIUS server in accordance with the existing
authentication system or click Add a RADIUS server to
configure a new server. You can select the primary and
backup servers. Refer to Authentication for more
information.
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MAC Authentication Enable or disable MAC authentication if an external
captive portal is selected.

Simultaneous Login Allow or disallow users to login simultaneously from
different sessions with the same user.

Session Limited Select the session number to be limited.

Session Timeout Select the timeout value for connection in minutes
(2-1440).

Idle Timeout Select the timeout value for authentication in minutes
(1-1439).

URL Redirection Enter the URL redirection which users will visit after

successful login.

Redirection Interval Enter the URL redirection time length after which users
will visit periodically.

Walled Garden [Optional] Select a pre-configured Walled Garden which
permits access to certain websites before a user has been
authorized. Go to Configure > Walled Garden for a list of
pre-defined walled garden.

SSID/VLAN Assign a pre-configured VLAN to this captive portal
profile.
4. Click Save.
5. Click Push Configuration at the top left to apply the settings to the affected devices
immediately.

Configuring High Availability for VRRP

Virtual Router Redundancy Protocol (VRRP) can be utilized to implement fault tolerance and load
balancing on a LAN by designating primary and backup roles among the virtual routers. The
primary router is responsible for processing packets send to a virtual IP address and the backup
router takes up the primary role when the primary becomes unavailable. This availability of this
feature depends on device model.
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To configure VRRP:

1. Select a Profile for the desired Gateway model.
2. Select Network > High Availability.
3. Enter the following:

Enter a unique identifier for the VRRP group.

VRRP ID

Interface Select the interface to which the VRRP configuration
would be applied.

IP Address Enter the virtual IP address.

Node Type Select the designated role of the virtual router.

Priority Priority determines the order of selection for a primary
virtual router among the backup virtual routers (1-255).
Higher number means high priority.

Configuring Security Settings
Security features consist of firewall, intrusion prevention, web content filtering, and application
control.

1. Navigate to Configure > Gateway > Profiles.
2. From the Profile list, click Security under the Actions column of the Profile you wish to
edit.

Configuring Firewall Settings

IPV4/1Pv6 FIREWALL RULES
To Configure IPv4/IPvé Firewall rules:

1. Select Security > Firewall.
2. Under IPv4 or IPv6 Firewall Rules, click Add to add a new rule.

Enter the following:

Priority Assign a priority number (1-998). Lower number means
higher priority.
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Name Enter a name for the new rule (1-64 characters).
Policy Select the option to allow or deny the specified traffic.
Protocol Select the protocol to which the rule should be applied: Any,

TCP,UDP, TCP/UDP, or ICMP.

Source Interface

Select the interface that the traffic is sent from.

Source

“n

Enter asingle IP address or a range of IP addresses using “,
or “-“, for example, 192.168.200.100,192.168.200.101 (do
not include space), or 192.168.200.105-192.168.200.188.
Enter “any” for traffic from all IP addresses. For IPvé,

enter XXXX:XXXXXXXX:XXXXXXXXXXXXXXXX:XXXX, where X is a
hexadecimal digit. You can also use CIDR notation, for
example, a.b.c.d/n for IPv4 and

XXXX XXX XKXKEXXXK XXX XXX XXX XXX X/ for IPvé, where n
represents the subnet prefix length.

Source Port

Enter the port number used for this type of traffic (1-65535).
Enter a single port or a range of ports using “,” or “-, for
example, 3000,3001 (do not include space), or 3000-3200.

Enter “any” for all ports for this service.

Destination

“wn

Enter asingle IP address or a range of IP addresses using “,
or “-“, for example, 192.168.200.100,192.168.200.101 (do
not include space), or 192.168.200.105-192.168.200.188.
Enter “any” for traffic to all IP addresses. For IPvé,

enter XXXX:XXXX:XXXXEXXXXXXXXXXXX:XXXXXXXX, Where X is a
hexadecimal digit. You can also use CIDR notation, for
example, a.b.c.d/n for IPv4 and
XXXXXXXKXKXKEXXXK XXX XXX XXX XXX/ for IPvé, where n
represents the subnet prefix length.

Destination Port

Enter the port number used for this type of traffic (1-65535).
Enter a single port or a range of ports using “,” or “-*, for
example, 3000,3001 (do not include space), or 3000-3200.

Enter “any” for all ports for this service.
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Schedule

3. Click Save.

Select a pre-configured Schedule to make the policy
effective during the designated time frame. Go to Configure
> Schedule policies for information about configured
schedules.

4. Click Push Configuration at the top left to apply the settings to the affected devices

immediately.

Note: The availability of IPv6 Firewall Settings depends on the features of the device.

Port Forwarding

Port Forwarding redirects traffic entering the WAN to another port on the LAN. This is useful
when a certain service is hosted on an interval server on the LAN.

To configure Port Forwarding rules:

1. Select Security > Firewall.

2. Under Port Forwarding, click Add to add a new rule. Enter the following:

Name Enter a name for the rule (1-64 characters).

Mode Select whether the rule is for traffic forwarding with or
without port translation. If port translation is used, enter
the Local Port below.

Interface Select the WAN interface to which this rule should be
applied.

Protocol Select the protocol to which the rule should be applied:
TCP,UDP, or TCP/UDP.

Public Port Enter the external port associated with this type of traffic
or service (1-65535). Enter a single port or a range of ports
with “-“, e.g. 3000-3002.

Local IP Enter the IP address of the local server.

Local Port Enter the local port used for this service if translation mode

is selected. Note that the length of the port range must be
the same as for the public port specified above.
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Allowed Remote IPs Enter the IP addresses of the remote hosts that are allowed
to make connections on the ports specified above . Any
means to allow all remote hosts. Multiple IP address can be
entered using"," or "-" for an IP address range, for example,
192.168.1.5,192.168.1.6 or 192.168.1.5-192.168.1.6. You
can also use the CIDR notation, for example,
192.168.1.0/24.

3. Click Save.
4. Click Push Configuration at the top left to apply the settings to the affected devices

immediately.
Port Triggering

Port Triggering dynamically opens public ports for inbound traffic after certain ports are triggered
by a service request.

To configure Port Triggering rules:

1. Select Security > Firewall.
2. Under Port Triggering, click Add to add a new rule. Enter the following:

Name Enter a name for the rule (1-64 characters).

Protocol Select the protocol to which the rule should be applied:
TCP,UDP, or TCP/UDP.

Outgoing Trigger Port| Enter the outgoing port used for this service. Enter a single
port or a range of ports using “-“, for example, 3000 or
3000-3200.

Incoming Trigger Port| Enter the incoming port used for this service. Enter a single

o«

port or a range of ports using “-“, for example, 3000 or

3000-3200.
3. Click Save.
4. Click Push Configuration at the top left to apply the settings to the affected devices
immediately.
1:1 NAT

One-to-one NAT allows a static mapping between an internal IP address and an external IP
address.

To configure 1:1 NAT rules:

1. Select Security > Firewall.
2. Under 1:1 NAT, click Add to add a new rule. Enter the following:
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Name Enter a name for the rule (1-64 characters).

Protocol Select the protocol to which the rule should be applied:
TCP, UDP, or TCP/UDP.

Interface Select the WAN interface that this rule should be applied
to.

WAN IP Enter the WAN IP address as the external IP address for
translation.

Local IP Enter the local IP address as the internal IP address for

translation. It is usually an internal server or device that
hosts services for the designated WAN connection to
access.

Port The port used for this traffic type. Enter a single port or a
range of ports using “-“, for example, 3000 or 3000-3200.

Allowed Remote IPs The IP addresses of the remote hosts that this rule will be
applied to when the device receives incoming packets for
connections on the specified ports. Any means this rule
apply to all remote hosts. Multiple IP address can be
entered using"," or "-" for an IP address range, for example,
192.168.1.5,192.168.1.6 or 192.168.1.5-192.168.1.6. You
can also use the CIDR notation, for example,
192.168.1.0/24.

3. Click Save to save the settings.
4. Click Push Configuration at the top left to apply the settings to the affected devices
immediately.

Configuring IPS Settings

IPS

To Configure Intrusion detection and prevention:

1. Select Security > IPS.
2. If the device is equipped of intrusion detection functions, you can enable or disable the
following services:
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Intrusion Detection

Enable intrusion detection. And select the interface that the
IPS and IDS should be implemented.

Intrusion Enable intrusion prevention. And select the interface that the

Prevention IPS and IDS should be implemented.

Stealth Mode This mode protects your device from Internet intrusion by
not responding to unauthorized requests.

Block TCP Flood Enable this to block TCP flooding to WAN.

Bock UDP Flood Enable this to block UDP flooding to LAN.

Filter Check Mode

Enable the TCP filtering check mode.

Allow ICMP Traffic

Enable this to allow packets of Internet Control Message
Protocol to pass through.

DoS Attacks

Denial-of-Service (DoS) attacks encompass SYN Flood, ICMP
Flood, and Echo storm. Configure the flood rate of each
attack in packets/second for detection.

3. Click Push Configuration at the top left to apply the settings to the affected devices

immediately.

Configuring Web Content Filter

The Web Content Filter is used to prevent access to unwanted websites. It allows you to create
profiles that can take effect during the designated time frame and block websites belonging to a

certain category.

Web Content Filter List

To add a web content filtering rule:

1. Select Security > Web Content Filter.
2. Under Web Content Filter List, click Add to add a new rule. Enter the following:

Name

Enter a name for the filtering rule.
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Policy Select whether this is a allow or block policy. Go to
Configure > Schedule policies for information about
configured schedules.

Scope The specified hosts or the whole network that this rule
will be applied to.

Non-managed Action | If Block policy is selected, select Allow or Block to allow
or block unmanaged sites (i.e. sites not being in the filter).
And select Enable for Allow override if you would like to
allow the site temporarily. Then enter the Override
timeout in seconds to specify the length of time that a
blocked site will be allowed before being blocked. The
Update on access can also be enabled to restart the timer
for each access attempt to the blocked sites.

Policy Scope Select either Global or By feature to define the scope of
the policy. If By feature is selected, enter a single IP
address or a range of IP addresses or select an interface
to apply the policy with the respective options from
Network. Select None for Network if you do not want to
apply this rule using IP addresses.

Content Filtering Define filtering rules using URL or default category alone,
both default category and URL, or custom groups. If category
or custom group is selected, select the default category or

a pre-configured group of categories encompassing a wider
variety of website themes. If URL is selected,enter the name
or keyword for the website.

You can also configure a warning page to display related messages to prompt the user when a
restricted website has been visited.

To configure a warning page:

Under Custom Warning Page, click Add to add a new warning page. Enter the following:

Name Enter a name for this configuration.

Warning Page Select one of the pre-defined warning page to be displayed.
Refer to Splash Pages.
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Configure a Custom Group if Custom group will be used to define the content filtering above:

Group Name Enter a name for the custom group.

Custom Filtering Type | Select the filtering type to filter by URL, Category, or URL and
Category.

URL Filtering If URL is selected, enter the name and keyword for the website.
This blocks access to websites based on a website's domain
name (e.g. google.com) and keywords with matching URLs. For
example, use keyword "ABC" to block "www.ABC.com" and
"xxx.ABC.com" as well as other URLs containing ABC.

Category Filtering Select one of the pre-defined categories to block access to.

Bulk Import Use this method to import a list of websites to the filtering list.
It must be a CSV-formatted file containing URLs. Click here to
download a sample file.

3. Click Save to save the settings.
4. Click Push Configuration at the top left to apply the settings to the affected devices
immediately.

Configuring Application Control

The Application Control is used to restrict certain communication of applications. It allows you to
create profiles that can take effect during the designated time frame and prevent traffic of certain
applications from being transferred.

Auto Upgrade

Enable automatic upgrade of application signature database and enter the upgrade frequency in
minutes. You may also select a day of week and specify the time in 12-hour clock format for the
automatic upgrade.

To add an application control rule:

1. Select Security > Application Control.
2. Under Application Control List, click Add to add a new rule. Enter the following:

Policy Name Enter a name for the policy.

Policy Select whether this is a allow or block policy.
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Schedule Select a pre-configured schedule policy. Refer
to Schedule Policies for more information about creating
schedules.

Scope The specified hosts or the whole network that this rule
will be applied to.

Policy Scope Select either Global or By feature to define the scope of

the policy. If By feature is selected, enter a single IP
address or a range of IP addresses or select an interface
to apply the policy with the respective options from
Network.

Application Type

Define filtering rules based on a single application,

a default group or custom group encompassing a variety of
applications from different categories. If default or custom
group is selected, select the group from the list.

Configure a Custom Group if Custom group will be used to define the application type above:

Group Name Enter a name for the custom group.

Application List Select the applications from the list organized by different

categories for the custom group.

3. Click Save to save the settings.
4. Click Push Configuration at the top left to apply the settings to the affected devices

immediately.

Note: For each of the above configuration page, you can opt to use Push Configuration at the top
left of the page to apply the settings to the associated devices of the profile immediately. Or you
can use the Push Configuration on the Profiles page to apply the settings of the profile after you
are done with all configuration immediately or at a scheduled date and time. We recommend the

later method.
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Devices

From the Devices page, you can add a single device and register it to a site with a profile, and
configure individual devices. This page also provides a detailed overview of all currently registered
devices with additional information, including connectivity and operation status, and general
settings such as firmware version and license status.

Device Overview

1. Navigate to Configure > Gateway > Devices.

2. Fromthe device list, enter a keyword in the search field or click the Search field drop-down
menu and specify the criteria to search for a device: Device name, Status, and Site tag.
Select the time frame to further define the connectivity period for display.

Configure / Switch / Devices

Add device

\SESZEQSSE08  JAOFBBCFBATO 115163108245 15216871226 [ 150w Synced DBS-2000  DeCate E 160033 10 Online
IAABOCS0STES  6E093978FE97 115163108246 15216871226 S v 150w Synced DBS2000  DrinkEurope - 100033 10 online
o1coacss s 115163108245 15216871226 v 150w Synced DBS2000  DAlimkHQ - 100033 10 online
,

v

3. Tocustomize the properties of the table listing, click
4. The results will reflect in the refined table listing. You can download the table listing as a

single file in CSV format by clicking the download button. In the connectivity bar, red
means disconnection to the Internet while green means connected status to the Internet.

Adding Devices

1. Navigate to Configure > Gateway > Devices.
2. Click Add device.

3. Fill out the required information.

Device UID Enter the device’s UID found on the label printed on the device.
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The UID may be listed in the format XXXX-XXXX-XXXX or
XXXXXXXXXXXX. When entering the UID, do not include
dashes.

Device Name Enter a name for the device.

Site Select a Site to link this device to.

Profile Select a Profile for this device. The device will use the settings
configured in that profile.

Enter the device license key.

Add More Licenses Note: Every new device should have a valid license key. Once
expired, an additional license must be purchased to continue
using the device.

4. Click Save.

Editing a Device

Editing the Device Name

N

Navigate to Configure > Gateway > Devices.

From the device list, click the device name link.

In the Device Information section, click the device name in the Device Name field. You will
be navigated to the Monitor > Gateway > Device page when you select a device from this
list.

Enter a new name and press Enter or click outside of the field.

Click Save.

Changing the Device Site and Profile
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Navigate to Configure > Gateway > Devices.

From the device list, click the device name link.

In the Site and Profile section, select a Site from the drop-down menu.

In the Site and Profile section, select a Profile from the drop-down menu.
Click Save.
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Configuring the Local Device Network Settings

Under normal circumstances, devices will use the network settings of the Profile they are assigned
to. If necessary, you can configure individual devices using local settings which override the Profile
settings. This may be useful in instances where a device requires customized settings to
accommodate a specific use.

1. Navigate to Configure > Gateway > Devices.

2. From the device list, click the device name link.

3. Click the Network tab.

4. Inthe Use profile configuration field, select disable.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section. After you have finished all
configuration, click Apply at the left top to apply the changes immediately to the affected device.

Configuring the Local Device Security Settings

Under normal circumstances, devices will use the firewall and other related security settings of the
Profile they are assigned to. If necessary, you can configure individual devices using local settings
which override the Profile settings. This may be useful in instances where a device requires
customized settings to accommodate a specific use.

Note: Changing the Routing mode from Network Address Translation (NAT) to Router (go to
Network > Addressing), the Use Profile configuration option for Security's Firewall settings would
be disabled. Moreover, the configured rules of Port forwarding, Port triggering, and 1:1 NAT
would be erased.

1. Navigate to Configure > Gateway > Devices.

2. From the device list, click the device name link.

3. Click the Security tab.

4. Inthe Use profile configuration field, select disable.

Note: Local settings are configured identically to Profile settings. Refer to Profiles of Configure -
Gateway for more information on how to configure each section. After you have finished all
configuration, click Apply at the left top to apply the changes immediately to the affected device.

Configuring the Local Device VPN Connections

A Virtual Private Network (VPN) builds an encrypted connection between endpoints over a public
network utilizing tunneling techniques. VPN can be configured only if your device supports this
feature.

1. Navigate to Configure > Gateway > Devices.
2. From the device list, click the device name link.
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3. Click the VPN tab in the top-right of the screen.

For more details about the configuration settings, refer to VPN Settings in Monitor-
Gateway. After you have finished all configuration, click Apply at the left top to apply the changes
immediately to the affected device.

Troubleshooting Connectivity of a Device

You can perform Ping test, Traceroute test, obtain WAN throughput and Reboot device. You can
also blink the LEDs on the device for diagnostic purposes remotely.

1. Navigate to Configure > Gateway > Devices.
2. From the device list, click the device name link.
3. Select the Tools tab in the top-right of the screen.

For more details, refer to: Performing a Device Ping Test, Performing a Traceroute Test,
Performing LED Blinking and Device Reboot, Performing WAN Throughput Test in Monitor-

Gateway.

Adding a License Key to a Device

Navigate to Configure > Gateway > Devices.
From the device list, click the device name link.
Click the License tab in the top-right of the screen.
In the License Table section, click Add License.
Enter avalid license key.

Click Save.

ok owbdpeE

Deleting a License Key from a Device

Navigate to Configure > Gateway > Devices.

From the device list, click the device name link.

Click the License tab in the top-right of the screen.

In the License Table section, from the license key list, click Delete under the Actions
column of the license key you wish to delete.

5. When prompted to confirm, click Yes.

AN S

Note: Removing a license key from a device will reclassify it as Unused in the license management
inventory.
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Deleting Devices

Assigned devices can be unassigned so they can be reassigned at a later point in the device

inventory.

Navigate to Configure > Gateway > Devices.

Click Delete.

AN

the Inventory.

Downloading the Device List

From the device list, click the checkbox next to the device you wish to delete.

You will be asked whether you would like to delete the device permanently or move it to

The device list can be exported in a CSV-formatted file and download to a local device.

1. Navigate to Configure > Gateway > Devices.
2. Fromthe device list, click the Download icon in the top-right.

Configure / Gateway / Devices

Add device Time frame:

# Status Device name MAC address Management IP Default WAN IPv4 Default WAN IPvé Local IP address Model name

Sync status Profile

1 DEMOGWGWO0D1 — CE94:23:1E98:87 - - - - DBG-2000

3 . DEMOGWGWO004 — 3ZEF6F64:24:A0 118163108246 - - - DBG-2000(B1)

4 0|00
~
L]
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I Corfigchanged  DBG2000
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I  configchanged  DBG-X1000/DBG-200
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Authentication

Local Authentication

Local Authentication is used as a local database for user authentication for connection request in
many applications such as VPN and SSID connection request with Captive Portal,

Lnuclias s . ; R B

Creating a Local Authentication Database

1. Navigate to Configure > Authentication > Local authentication list.
2. Click Add local authentication.

Foor &
For ok
For &
For &

In the Add local authentication window, enter a name for the local authentication list.

Select the Access level for the accessibility level of the Local authentication list.

Enter a Username and Password for the authentication profile.

Add more users by entering more pairs of usernames and passwords or Bulk Import to

import a list of user accounts.

7. For Bulk Import, you can download the reference sample template by clicking the Here
link. The CSV-formatted file contains the local usernames and passwords using this
format: [Username] [Password]

8. Click Browse to locate the file for bulk import.

o Uk w
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9. Click Save.

After anew entry is created, the following information will be displayed in the Local
Authentication List:

Name The local authentication database name.

Access Level The authorized level of access to this authentication profile.

Entries The number of entries of the authentication profile

Associated Devices The number of devices that have used this authentication profile for
SSID or VPN connection. Click on the number to display the devices’
information.

Associated Profiles The number of configuration profiles that have used this authentication
profile for SSID's captive portal setting. Click on the number to display
the profiles’ information.

Actions Click Edit, Export, or Delete to edit this profile, export the profile as a
single file in CSV format, or delete this profile respectively.

Editing an Existing Local Authentication Database

1. Navigate to Configure > Authentication > Local authentication list.
2. Fromthe local authentication database list, click the pencil icon under the Actions column
of the database you wish to edit.

3. Inthe Edit local authentication window, you can modify the username and password for a
user. Click Delete to delete a user/password entry. Or click Add below the table to add a
new username/password entry.

4. Click Save.
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Deleting a Local Authentication Database

Note: You cannot delete a Local authentication database if there are devices or profiles associated
withiit.

1. Navigate to Configure > Authentication > Local authentication list.
2. From the local authentication database list, click the Delete icon under the Actions column
of the database you wish to delete.

Configure / Authentication / Local authentication list

(® Add local authentication

1 CWAPLocl Organization 2 2 1 & EDIT % EXPORT

2 TEst1234 Organization 1 0 o & i i‘EXPORT
3. When prompted to confirm, click Yes.
Exporting a Local Authentication Database

1. Navigate to Configure > Authentication > Local authentication list.
2. From the local authentication database list, click the Export icon under the Actions column
of the database you wish to export.

3. The CSV file will be downloaded in your browser's default download directory.

Authentication Servers

From the Authentication Servers page, you can configure servers that you have installed in your
environment to manage network resources and control access to the resources. For example, the
Sign-on with basic login for Captive Portal may use an authentication system with an LDAP or a
RADIUS server to grant access to a network by authenticating users when a connection request
has beenissued. And for MAC filtering as an access control for a wireless network, a RADIUS
server can be used to permit only authorized devices.
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LDAP Server

Lightweight Directory Access Protocol (LDAP) servers help medium to large-sized companies
access and maintain information services over an |P network, often used to store, access and share
information within an organization.

Add an LDAP Server
1. Navigate to Configure > Authentication > Authentication Servers.

2. Select LDAP from the Authentication server list, then click Add.
3. Inthe Add an LDAP server window, enter the information below:

Server Name
Enter aname for the server.

IP Address )
Enter avalid IP address.
Port Enter the port used for LDAP communication.
Enter the Base DN, which is the point where the server
Base DN will search for users.
Select the encryption used for the LDAP server from the drop-
Encryption down menu. You can also choose to disable encryption.

Select between Organization, Site Tag or Site for the access
Access Level level from the drop-down menu to restrict who has access
to this server setting.

4. Click Save. You can click Edit or Delete to edit or delete an entry from the list after the
server configuration has been created successfully.

RADIUS Server

Remote Authentication Dial-In User Service (RADIUS) servers are a client/server protocol that
runs a background process of Windows or Linux server to maintain and manage a central database
to authenticate all users/clients, giving you control over who accesses the network.
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Add a RADIUS Server

Add a RADIUS server
Server name™® IP address*
Port™ Secret™
1312 LG

Authentication method 9

CHAP -
RADIUS accounting
() Enable @ Disable
Access privilege

Arcess level

Orzanization -

Cancel Save

1. Navigate to Configure > Authentication > Authentication Servers.
2. Select RADIUS from the Authentication server list, then click Add.
3. Inthe Add a RADIUS server window, enter the information below:

Server Name
Enter a name for the server.

IP Address

Enter a valid IP address.
Port Enter the RADIUS port number.

Enter the secret text string that serves as a password between
Secret hosts (2-32 characters).

Enable or disable accounting service for RADIUs. It collects
RADIUS Accounting traffic data for monitoring and billing. If this is enabled, enter the
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IP address, Port, Secret and Accounting interim interval of the
accounting server.

Select between Organization, Site Tag or Site for the access
Access Level level from the drop-down menu to restrict who has access to
this server setting.

4. Click Save. You can click Edit or Delete to edit or delete an entry from the list after the
server configuration has been created successfully.

POP3 Server

POP3 (Post Office Protocol Version 3) is a mail service protocol that allows emails to be
downloaded from a mail server. POP3 mail servers can be configured for authentication process to

check the username and password supplied by the client.

Add a POP3 server

Server name™® IP address*

Port™® Encryption

110 Disable

Access privilege

Access level

Orzanization

Cancel Save

Add a POP3 Server

1. Navigate to Configure > Authentication > Authentication Servers.
2. Select POP3 from the Authentication server list, then click Add.
3. Inthe Add a POP3 server window, enter the information below:

Server Name
Enter aname for the server.

IP Address
Enter the IP address of the POP3 server.
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Enter the port used to connect to the server.

Port
Encryption Select the encryption used for the POP3 server from the drop-
down menu. You can also choose to disable encryption.
Select the certificate if encryption is used. Refer to Certificate
Certificate Management for more information.

Access Level

Select between Organization, Site Tag or Site for the access
level from the drop-down menu to restrict who has access
to this server setting.

4. Click Save. You can click Edit or Delete to edit or delete an entry from the list after the
server configuration has been created successfully.

Active Directory Server

Active Directory (AD) is a service that uses hierarchical structure for managing user account
information and network resources and sharing the information to authorized users on the

network.

Add a Active Directory

Server name®

Port*

Hostname*®

Access privilege

Arcess level

Organization

IP address*

AD domain®

Cancel Save
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Add a Directory Server

1. Navigate to Configure > Authentication > Authentication Servers.
2. Select Active Directory from the Authentication server list, then click Add.
3. Inthe Add a Active Directory window, enter the information below:

Server Name

Enter a name for the server.

IP Address
Enter the IP address of the AD server.
Port Enter the port used to connect to the server.
AD Domain Enter the defined domain name.
Enter the hostname of the AD server.
Hostname
Access level Select between Organization, Site Tag or Site for the access level

from the drop-down menu to restrict who has access to this server
setting.

4. Click Save. You can click Edit or Delete to edit or delete an entry from the list after the
server configuration has been created successfully.

NT Domain Server

NT Domain is also a directory service as the above introduced AD service for managing user
account information and network resources and sharing the information to authorized users on
the network. However, Windows NT uses NetBIOS and WINS instead of DNS for naming
resolution. They also differ in many other areas such as administration scope and replication

method.
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Add a NT domain server

Server name®

Workgroup™

Access privilege

Arccess level

Organization

Add an NT Domain Server

IP address*

Cancel Save

1. Navigate to Configure > Authentication > Authentication Servers.
2. Select NT Domain from the Authentication server list, then click Add.
3. Inthe Add an NT Domain server window, enter the information below:

Server Name

Enter a name for the server.

IP Address .
Enter the IP address of the NT Domain server.
Workgroup Enter the Windows NT workgroup name.
Access level Select between Organization, Site Tag or Site for the access level

from the drop-down menu to restrict who has access to this server
setting.

4. Click Save. You canclick Edit or Delete to edit or delete an entry from the list after the
server configuration has been created successfully.
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MAC ACLs

From the MAC ACL section, you can create, manage, and delete MAC access control lists used to
manage users' network access using their device’s MAC addresses (go to the Access Control page
of an SSID of an Access Point or Wireless page of the Network configuration of a supported
gateway.)

<hnuclias

Creating a MAC ACL Using Single Entries

Navigate to Configure >MAC ACLs.

Click Add MAC ACLs.

In the Add MAC ACL window, enter a name for the MAC ACL.

Select the Access Level for the accessibility level of the MAC ACL entry.
Select Add MAC address.

Specify the following information:

ok wbdpe

MAC Address [#] Enter a valid MAC address.

6. [Optional] Click Add to add additional MAC entries. Repeat step 2 to 5 for each new entry.
7. Click Save.
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Creating a MAC ACL Using Bulk Import

Navigate to Configure > MAC ACLs.

Click Add MAC ACLs.

In the Add MAC ACL window, enter a name for the MAC ACL.
Select Bulk import.

[Optional] Download the reference sample template.

ok owbdeE

Add MACACL

MAC ACL name™

Access privilege

Access level

Organization hd

() Add MAC address

@ Bulk import

Upload a CS5V-formatted file with information you wish to add to database.

Max list records 2000

You can download sample template file here

Cancel Save

6. Click Browse.

7. Locate the CSV-formatted file containing the MAC addresses of the devices using the
following format:
[MAC address]

8. Click Save.
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Editing Existing MAC ACLs

Adding MAC Addresses to an Existing MAC ACL

1. Navigate to Configure > MAC ACLs.
2. Fromthe MAC ACL list, click the pencil icon under the Actions column of the MAC ACL

you wish to edit.
3. Inthe Update MAC ACL window, click Add.
4. Specify the following information:

MAC Address [#] Enter a valid MAC address.

5. [Optional] Click Add to add additional MAC entries.
6. Click Save.

Editing a MAC Address in an Existing MAC ACL

1. Navigate to Configure > MAC ACLs.
2. Fromthe MAC ACL list, click the pencil icon under the Actions column of the MAC ACL

you wish to edit.
3. Inthe Update MAC ACL window, edit the following information for the desired MAC

entry:

MAC Address [#] Enter a valid MAC address.

5. Click Save.
Deletinga MAC Address From an Existing MAC ACL

1. Navigate to Configure > MAC ACLs.
2. Fromthe MAC ACL list, click the pencil icon under the Actions column of the MAC ACL

you wish to edit.
3. Inthe Update MAC ACL window, click the trash can icon under the Actions column of the

MAC entry you wish to delete.
4. Click Save.
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5. When prompted to confirm, click Yes.

Exportinga MAC ACL

MAC access control lists can be exported in a CSV-formatted file and download to the local device.

1. Navigate to Configure > MAC ACLs.
2. Fromthe MAC ACL list, click Export to export the desired MAC ACL.

Deletinga MAC ACL

1. Navigate to Configure > MAC ACLs.

2. From the MAC ACL list, click the trash can icon under the Actions column of the MAC ACL
you wish to delete.

Configure / MAC ACLs

® AddMAC ACLs Q -

Access level Entries Associated devices Associated profiles Actions

1 Test Organization 404 1 1 ﬁ EDIT ¥, EXPORT {1l DELETE
2 Test2 Organization 219 0 0 & eoim & exporT | @ DELETE
3 Test3 Organization 148 0 0 ¢ EDIT & EXPORT \[ DELETE

3. When prompted to confirm, click Yes.
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Walled Garden

Walled gardens are an internet browsing environment that either restricts from or
redirects clients to certain web addresses. These gardens restrict connectivity to a particular
section of a network and prevent access to other websites.

Configure / Walled garden

(® Add walled garden

Q
Actions

[
AR IR IR
85 e 8 a8

Adding a Walled Garden

Add walled garden

Walled garden name

Add walled garden ranges ()

Range #1*

* Add

Cancel Save

1. Navigate to Configure > Walled Garden.
2. Click Add Walled Garden in the top left.
3. Inthe Add Walled Garden window, enter the information below:

Walled Garden Name Enter a name for your walled garden (1-64 characters).
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Either enter a hostname or a valid IP address or subnet

Walled Garden Ranges for the range of the walled garden.

4. [Optional] To add multiple ranges for your walled garden, click Add.

5. Click Save.

Editing an Existing Walled Garden

(¥) Add walled garden Q

Entries

1y DELETE

1y DELETE

Tii] DELETE

[

]

c

=

™

[ %]
™~

Tl DELETE

IS
w
&
E]
E
7
2
&
||—\
&

Ty DELETE

w
<
3
E
3
2
8
3
IS

1. Navigate to Configure > Walled Garden.

2. From the Walled Garden list, click Edit under the Actions column of the Walled
Garden you wish to edit.

3. Fromthere, delete existing addresses or add addresses to the list of permitted websites.

4. [Optional] Delete multiple entries by clicking the boxes on the left-hand side and then click
Delete.

5. Inthe update window, enter the walled garden range (e.g. 192.168.10.100/32 or
10.90.0.0/16, google.com, dlink.com) for a new entry or edit the existing one.

6. Click Save.

Deleting a Walled Garden

1. Navigate to Configure > Walled Garden.
2. From the Walled Garden list, click Delete under the Actions column of the Walled

Garden you wish to delete.
3. When prompted to confirm, click Yes.
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Schedule Policies

Schedule policies are used for performing automatic functions periodically according to a defined
recurrent frequency. You can create schedule policies to apply configuration changes for functions
such as firewall rules and traffic management policies on specific days or time of day.

Configure / Wlled garden

(® Add walled garden Q

Entries

H ¢ o W DeLETE

& eom @ oEere

S

& eom W oeLeTe

¢ EDIT W DELETE

e

& EDIT W DELETE

Adding a Schedule Policy

Al sehedule palicy

oo
2000
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1. Navigate to Configure > Schedule policies.
2. Click Add Schedule Policy in the top left.
3. Inthe Add Schedule Policy window, enter the information below:

Nuclias Cloud Documentation - en Page 409 of 482



Name Enter a name for the schedule policy (1-64 characters).

Access Level Select among Organization, Site Tag or Site for the access level from
the drop-down menu to define the accessibility level.

Template Select a pre-defined template to start configuring the schedule: 8 to
5 daily, 8 to 5 on weekdays only, Weekday only, or Always on.

Availability Select the on/off button for the availability of each weekday and
enter the start and end time for the days. Optionally, Click the 24
HOURS or AM/PM button in the top-right to change the time
display format.

4. Click Save.

Editing an Existing Schedule Policy

Configure / Schedule policies

(@ Add schedule policy

Associated davices

1 Scheduleol Organization

sto3daily

to 3 onweekdays only

EREERE

i
i

4 Weshdays only Default
i

1. Navigate to Configure > Schedule Policies.

2. From the Schedule Policies list, click Edit under the Actions column of the Schedule Policy
you wish to edit.

3. From there, edit the name for the schedule or modify the days of the week and the time
span for each day .

4. Click Save.
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Splash Pages

From the Splash Page Editor window, you can configure and customize splash pages to use with
the SSID or gateway. This can be configured to have users click through or enter credentials for a
variety of purposes such as Captive Portal authentication page and OpenVPN profile download
page or to display warning messages for Web Content Filtering. You can either customize any of
the default splash pages or create your own unique splash pages.

Creating a Custom Splash Page

1. Navigate to Configure > Splash Pages.
2. Click Add Splash Page at the top left.

r
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3. Inthe Add a Splash Page window, enter the required information:

Splash Name Enter a name for the splash page.

Style Select the Template option to save it as a template.

Select the level of access: Organization, Site tag, or Site to

~geessllevE make the template available under the defined level.

Select a template to use with the design from available

Clone from templates under the designated access level.

Click Next to continue configuring the items on the Splash Page.

Preview and Edit in Use Select the use case of the splash page. The following are
Case available:
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Click-through: Only requires users to click through the splash
page without entering credentials.

Sign-on with basic login page: Requires users to log in using local
user account credentials.

Sign-on with third party credentials: Requires users to login
using third-party account credentials.

Sign-on with basic login and third party credentials: Requires
users to log in using local user account or third-party account
credentials.

Sign-on with email authentication, SMS authentication and third
party credentials: Requires users to log in using their emails,
verification code through SMS, or third-party account
credentials.

Sign-on with SMS authentication: Requires users to log in using
verification code through SMS.

Sign-on OmniSSL VPN: Used for signing to download OpenVPN
clients and connection profile.

Session limit warning page: Used to display warning of maximum
session reached.

Web content filter warning page: Used to display a warning
about restricted web content.

Select the Login tab at the top to edit the login page for signing
Login on. You can click on an element to modify the background image
or the displayed words with the desired fonts and colors.

Select the Messages tab to edit message pages for different
circumstances depending on the use case selected. You can

Messages click on an element to modify the background image or the
displayed words with the desired fonts and colors.
Terms Click this tab at the top to modify the content of Terms.

You can then use the Preview function at the top right to preview the page design under
different devices. Just click Edit to switch back to the Edit mode.

4. Click Save.
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Editing a Splash Page

1. Navigate to Configure > Splash Pages.
2. Inthe Actions column, click Edit for the splash page you wish to edit.
3. Click the respective splash page section tab and edit the following information:

Header Edit the header section of the splash page.
Footer Edit the footer section of the splash page.
Login Edit the login page content.

Edit the processing page. This content will show while connecting

P
roeress to the SSID.
Landin Edit the landing page content. This content will show when users
g have successfully connected to the SSID.
Error Edit the error page content. This content will show when users

have failed to connect to the SSID.

Upload or remove files from the splash page. Example

Managed Files o . .
files include logos, icons, and images.

Terms Edit the Terms of Use content.

4. Click Save.

Deleting a Custom Splash Page

1. Navigate to Configure > Splash Pages.
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2. Fromthe list, click Delete under the Actions column for the splash page you wish to delete.
3. When prompted to confirm, click Yes.
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Reports

Reports

From the Reports section, you can view and generate detailed reports for changes on the platform
such as device activity, network alerts, and license reports.

Note: The availability of the pages of the Reports menu depends depends on the account role and
privilege level of the managing user.

The following sections provide more detailed information about the different types of reports.

From the Change Log section, you can consult a detailed log of

Change Log
changes occurring on the network.

The Summary report provides detailed reports about AP, switch
Summary Report or gateway activities on the managed network. The available
types of statistics for reporting depend on the product category.

From the Alerts section, you can view a detailed log of all alerts

Alerts .
occurring on the network.

From the Licenses section, you can consult a list of detailed
Licenses information about licenses assigned to the selected
organization.
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Change Log

From the Change Log window, you can consult a detailed log of changes to user accounts, profiles,
SSIDs, device configurations as well as other related settings such as schedule policies and MAC
ACLs, and firmware upgrades.

Searching for Change Events

Navigate to Reports > Change Log.

[Optional] Select a time frame from the drop-down menu.

From the change event list, click the Search field.

Enter a keyword to search in all displayed fields,

[Optional] Click the filter drop-down menu and enter the following information:

ok owbde

Note:Multiple filters can be populated to narrow down the search result.

Account Enter the Account name that the event is linked to.
Site Enter the name of the Site the event is linked to.
SSID Select the SSID the event is linked to.

Page Select the menu page related to the event.
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Label Select the label which briefly explains the event.

Downloading Change Logs

1. Navigate to Reports > Change Log.
2. From the change log list, click the Download icon in the top-right.

Report / Change log Timeframe: | Last30days ~ Q -
# i c i f evice name
1 2023/06/021510:04 publicip~116.163.108.246°)
2 publiclp"~118.163.108.246°}
s ubliclp"118.163.108.246°)
4 2023/06/0214:40:0¢ demo@nuclias.com fwan'publiclp™*118.163.106.246]
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Summary Report

The summary reports provide statistic reports (e.g. Highest CPU utilization and top service ports),
which is similar to the Last 24 Hours Summary in the Dashboard; however, it allows you to select
the desired time frame and specific statistics for reporting.

{nuclias. - . 5 & £ oo

Filtering the Reports

Navigate to Reports > Summary report.

Select the desired Site to filter the report.

Select the Product category to filter the report by device type.

Select the types of statistics from Customize report to display statistic information in the

report. Select All to show all report types.

5. Select the maximum number of entries for each information category to display from the
Show top results drop-down menu.

6. Select atime frame from the drop-down menu.

Click Preview.

8. You can download the current report by clicking Download > Download report.

N S

N

Sending Reports by Email

1. Navigate to Reports > Summary report.
Refer to the above section on report filtering to customize the report.
3. Click Email. Fill in email addresses then click Send email. For multiple recipients, please

add separator “;” between email addresses, for example,
123@gmail.com;456@hotmail.com.

N
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Downloading Archived Reports

Monthly reports are automatically archived in Nuclias Cloud and can be downloaded for reference.

Navigate to Reports > Summary report.

Click Download > Download archives in the top-right.
Select a month from the drop-down menu.

Click Download.

SIS

Note: The system archives reports older than 60 days and store them for up to 2 years.
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Alerts

From the Alerts window, you can view a detailed log of all alerts occurring on the network. Alerts
are divided into two types: processed and not processed alerts. Unprocessed alerts are events that
have occurred on the network which are pending action by the managing user. Processed alerts
are event alerts that have been acknowledged and handled by the managing user.

s:nuclia; o . L Fooe

Note: Users of the Viewer role type will not receive alert notifications.

The types of alerts shown in the alert report can be configured in the Alert Settings. Refer to the
Alert Settings section for more information.

Acknowledging Unprocessed Alerts

Unprocessed alerts shown in the alert log can be flagged as acknowledged to keep track of which
alerts have been reviewed and handled by the user.

Note: Alerts are managed per user. Multiple users with the required editing rights within the same
organization can see the same alerts depending on their Alert Settings. If one user acknowledges
or deletes alerts, they will no longer appear for this user, but will still be visible for the other users
until they acknowledge or delete these alerts on their respective user accounts.

Navigate to Reports > Alerts.

Click the Not Processed tab in the top-right of the screen.

From the alerts list, click the checkbox next to the alert(s) you wish to acknowledge.
Click Acknowledge.

Note: Acknowledged alerts will be automatically moved to the Processed tab.

SIS S
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Deleting Unprocessed/Processed Alerts

Alerts shown in the alert log can be deleted from the log.

Note: Alerts are managed per user. Multiple users with the required editing rights within the same
organizations will see the same alerts. If one user acknowledges or deletes alerts, they will no
longer appear for this user, but will still be visible for the other users until they acknowledge or
delete these alerts on their respective user accounts.

ok owbde

Navigate to Reports > Alerts.

Click the Not Processed or Processed tab in the top-right of the screen.

From the alerts list, click the checkbox next to the alert(s) you wish to delete.
Click Delete.

When prompted to confirm, click Yes.

Note: Deleted alerts will be permanently deleted, this action cannot be undone.

Searching for Alerts

1. Navigate to Reports > Alerts.
2. Click the Not Processed or Processed tab to filter the shown alerts.
3. [Optional] Select a time frame from the drop-down menu.
4. From the alert list, click the Search field.
5. [Optional] Click the filter drop-down menu and enter the following information:
Note: Multiple filters can be populated to narrow down the search result.
. Select the device type from the drop-down menu to filter alerts
Device Type
for.
Device Name Enter the name of the device that triggered the alert.
Severity Select an alert severity level from the drop-down menu.

Nuclias Cloud Documentation - en Page 421 of 482



Licenses

The license report page lists registered devices and their active license information; to obtain
information about unregistered devices (i.e. devices without Site and Profile assignment) or
devices with expired licenses, go to Settings > Inventory and select the Devices tab. Furthermore,
you can perform license assighment on the Inventory page.

3

Report / Licenses Q 2028/05/07

Device UID

1 D-LinkCorp. DEMOGWGW0003 ~ B&:F5:AR:D7:35:72 DEMOGWGWO003 ~ DEMOGWGWO003  DBG-X1000 DBG-X1000/DBG-2000(B1)  Registered Active 1 GCGFW74CSHYROYPCHUEA  2023/05/09

2 D-LinkCorp. DEMOGWGW0004  32:EFi6F:6424A40 DEMOGWGW0004 DEMOGWGWO004 DBG-2000(A1)  DBG-X1000/DBG-2000(81)  Registered Active 1 OZ5DLQEDYRIHFODXOIEP 2023/05/09

Note: The Licenses Report page is only available to users with the organization-level access
privilege.

The Licenses page displays the following:

Organization Name

The organization name to which the license belongs.

Device Name

The device name that the license has been registered to.

MAC Address

The MAC address of the device.

Device UID

The device's UID.

Serial Number

The device's serial number.

Model Name The model name of the device.
Profile The profile that has been assigned to the device.
Reg. Status The registration status of the device.

License Status

The status of the device's license. It will display active as
long as the device has one active license.

License Quantity

The number of licenses that have been assigned to the
device.

License Keys

The keys of the licenses.
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Activation Date

The date that the license activates or the license period
starts.

Expiration Date

The date that the license expires (after adding up all the
license terms).

Last Online on

The last time that the device was detected online.

Firmware

Filtering License Logs

The firmware version of the device.

1. Navigate to Reports > Licenses.
2. Use the search bar in the top-right to enter a keyword to filter all the fields.

Report / Licenses

Organization

name

Device name

(CIEE.

1 D-LinkCorp.
2 D-LinkCorp.
3 D-LinkCorp.
4 D-Link Corp.
5 D-LinkCorp.
6  D-LinkCorp.
7 D-LinkCorp.
8 D-Link Corp.
9  D-LinkCorp.

10 D-LinkCorp.

23:E9:2E:36:58:08

26:B0:1C.DACS 1B

6CI19:8F.1B:7C3B

DEMOAPAPODO4

DEMOAPAPODDS

DEMOAPAPODDS

DEMOGWGWO001

DEMOGWGWO0002

DEMOGWGWD003

DEMOGWGWO0004

MAC address Device UID Serial number Model name Profile Reg. status

C6BEDCESBC92  DEMOSWSWO001 — DEMOSWSWO001 — DBS-2000-10MP  DBS-2000 Registered Active 1
F&BE:C4:3C9E:67 ~ DEMOSWSWO003 ~ DEMOSWSW0003 — DES-2000-10MP  DES-2000 Registered Active 1
6C:19:8F1B7C3E  2GFGSRXZAGH? SY61114000006 DEA-1210P D-Cafe Registered Active 1
26AZ5AA0BFFA  DEMOAPAPOOD4 DEMOAPAPDOO4 DBA-1210P DBA-1210P-test Registered Active 1
AA63FCA202C  DEMOAPAPODDS DEMOAPAPOOOS DBA-2320P D-Link HQ-DBA-2520P Registered Active 1
86F6:34DIEAB1  DEMOAPAPODDG DEMOAPAPO006 DBA-X2830P DBAX2830P Registered Active 1
CE:94:23:1E:9887  DEMOGWGWO001  DEMOGWGWOO01L  DBG-2000(A1) DEG2000 Registered Active 1
3E461EA120:02  DEMOGWGWO0OD2 DEMOGWGWO002  DBG-2000(A1) DBG2000 Registered Active 2
B&FIAFD7:3572  DEMOGWGWOOD3 DEMOGWGWO003  DBG-X1000 DBG-K1000/DBG-2000(B1)  Registered Active 2
32EF6F6424A0  DEMOGWGWO0OD4  DEMOGWGWO004  DBG-2000(A1) DEG-X1000/DBG-2000(B1)  Registered Active 3

Downloading License Logs

1. Navigate to Reports > Licenses.
2. Fromthe license log list, click the Download icon in the top-right.

Add icenses

1 Usad
2 Usad
3 s
4 Usad
5 Ussd
6 Usd
7 Usad
8 Usad
5 s
10 Ussd
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Inactive

DEMOAPAPIDOSYFNYWE
DEMOAPAPIDOSXSIDDZ
DEMOAPAPIODSMIKZRIT
DEMOGWGWO0O12RFX5U
DEMOGWGWI002DCLXDS
FWOXOJLCIBIGAQZEWYM
RFFYIBMORISUZIZMMKSS
UVNINODGGHYLIFBKOFE
YOONTWCWPDQIIHVESZOS

GNSNUYPURJETEKTXXFRC

License History Q -

Claimed at Model name pirati Time remaining

1ear Free) 2022/06/03 115313 DEMOAPAPODDS DEA-12109 2022/06/09 2023/06/09 3Bdays
1ear [Free) 2022/06/09 115723 DEMOAPAPOD0S DBA-28209 CTABZZFOBABL  2023/06/09 2023/06/09 3Bdays
1vesriFrasl  Accesspoint 20220809 115827 DEMOAPAPOD0S DEAX2E3P 22DESYATIFEL 202206109 20230607 EEER
Gatmoiay 2022/06/09 10:42:59 DBG-2000 QABSF4CETRIS 202206109 2023/06/09 38days
steway 2022/04/09 10:43:07 DEG-2000 525871097253 2022/08/09 2023/04/09 38 sz
5Years Switch 2022/02/2516:2250  DEMOSWSWO003 DBS-Z000-10MP  16:4L3ETBO3TE 2022102125 2027/02/24 1354dsy3
5¥ears Switch 2022/02/2516:2215  DEMOSWSWO001 DES-Z000-10MP  OZELFS:24AF05 2022/02/25 2027/02/24 1354 days
5Years Switch 2022/02/2516:2236  DEMOSWSWO002 DESZ000-10MP  767AALSFBRAE  2023/02/25 2027/02/24 1354 days
3Yaars Agzess point 202108/2309:36112  2GFGIRXZAGHT DBA-12107 SCAZBRIBTCIE  2020/08/23 2024/08/22 47adzyE

5Years Gatmoiay 2022/06/09 115413 DEMOGWGWOD02  DBG-2000 929871097293
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Settings

Settings

The Settings page provides management functions encompassing portal accessibility and site
security control, alert settings, and license as well as inventory maintenance for administrators.

Note: The availability of the pages of the Settings menu depends on the account role and privilege
level of the managing user.

From the Account Management section, you can view a full overview that
includes detailed information of all managed user accounts, invite new
users, and edit existing users.

Account
Management

Refer to the Account Management page for more information.

From the Organization Management page, you can create and edit Sites
Organization and Site Tags, as well as invite users to the organization.

Management
Refer to the Organization Management page for more information.

From the License Management section, you can consult more detailed
information of all licenses assigned to the organization including status,

License activation and expiration dates, and use license co-termination to align
Management licenses with different termination dates .

Refer to the License Management page for more information.

From the Inventory section, you can consult comprehensive information
about all devices currently assigned to the selected organization, including
status, hardware information, and which Site (Tag) it is associated with.

Inventory
New devices can also be added from this window.

Refer to the Inventory page for more information.
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Firmware

From the Firmware page, you can set device upgrade schedules, or
manually upgrade a device’s firmware.

Refer to the Firmware page for more information.

Alert Settings

From the Alert Settings page, you can choose the type of network events
that will trigger alert notifications.

Refer to the Alert Settings page for more information.

Certificate
Management

From the Certificate Management page, you can maintain digital
certificates and keys in a central place. It allows you to store certificates
issued directly from Nuclias server or from third-party Certificate
Authorities.

Refer to the Certificate Management page for more information.

From the Advanced Settings page, you can change SAML and SMS

Advanced configurations.
Settings
Refer to the Advanced Settings page for more information.
From the Add Device page, you can quickly add a new device to the
Add Device organization.
Refer to the Add Device page for more information.
From the Bulk Import page, you can import devices and config them with
Bulk Import basic registration information at the same time.
Devices

Refer to the Bulk Import Devices page for more information.
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Account Management

From the Account Management window, you can consult an overview of all managed user
accounts. It provides additional information about users, including the organization, Site Tag, and
Site(s) the user is assigned to, and the user status.

{nuclias_

Note: Access to user accounts depends on the account role and privilege level of the managing
user. Only administrators can modify account information of the managed sites.

Inviting a New User

1. Navigate to Settings > Account Management.
2. Click Invite User.

22iz1074730

0 10 Nuze sunny213umpergagmalcom Organization(D-Link Corp) agmin . Verited 202308728021008

3. Specify the following information:

Username Enter the user’s name.
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Enter the user’s email address. This is also the user account to log

Email Add
mal ress in to the Nuclias Portal interface.

Select arole for the user. Roles determine the degree of editing
and viewing privileges of the user.

Admin: Full editing and full viewing rights.
Role . . . L
Editor: Partial editing and full viewing rights.

Monitor: Full viewing rights.

Viewer: Limited viewing rights.

Select the access level of the user. This determines what
Access Level information the user can view. Based on the selected access level,
select the organization from the drop-down menu.

This determines which Sites of which the organization can be
Managed Site viewed by the user. Selecting All sites will allow the user to see all
Sites under the selected organization.

4. Click Submit.

Note: The invited users will receive an email and be required to set their own password to login.
Once logged in, the invited user will be able to manage the sites with the corresponding rights.

Editing an Existing User

1. Navigate to Settings > Account Management.
2. From the user account list, click the user you wish to edit.
3. Inthe Edit User window, edit the following information:

Name Enter the user's name.
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Select arole for the user. Roles determine the degree of editing
and viewing privileges of the user.

Admin: Full editing and full viewing rights.
Role . . . L
Editor: Partial editing and full viewing rights.

Monitor: Full viewing rights.

Viewer: Limited viewing rights.

This determines which Sites of which the organization can be
Managed Site viewed by the user. Selecting All sites will allow the user to see all
Sites under the selected organization.

4. Click Save change.

Searching for a User

1. Navigate to Settings > Account Management.

From the user list, click the Search field.

3. Enter a keyword in the search field.
Note: All fields matching the value entered will automatically appear.

4. [Optional] Click the filter drop-down menu and enter the following information:
Note: Multiple filters can be populated to narrow down the search result.

N

Name Enter the user's name.
Email Enter the user’s email address.
Role Enter the role assigned to the user.
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Deleting a User

User accounts can be deleted from an organization, permanently removing their ability to view and

edit the organization.

Note: The ability to delete a user is dependent on the role and privilege level of the managing user.

1. Navigate to Settings > Account Management.

2. From the user account list, click the checkbox next to the user account(s) you wish to
delete.

3. Click Delete.

4. When prompted to confirm, enter your user password.
Note: This is the password of the managing user and not the password of the user to be
deleted.

5. Click Yes.
Note: The deleted user will receive a notification email to confirm the account was

deleted.
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Organization Management

From the Organization Management window, you can view more information about all
organizations linked to the user account including device status and amount. You can also create
Site and Site Tags, and invite new users depending on the account privilege.

¢nucline smisins: : T T

Note: The availability of the organization management features depends on the account role and
privilege level of the managing user.

Adding a Site to an Organization

Sites are an easy way for organizations to geographically group devices together. Sites are
informational and do not impact the configuration settings of devices that are listed under it.
Creating additional Sites allows you to further subdivide and structure the organization and
network.

1. Navigate to Settings > Organization Management.
2. From the organization list, click Create Site under the Actions column.
3. Specify the following information:

Site Name Enter a name for the Site
Site Tag [Optional] Select a Site Tag from the drop-down menu. This will
place the Site under the selected Site Tag in the organization
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structure. You may also use a Slte Tag if you wish to group Sites
together.

Country and Local Time
Zone

Select a country and time zone from the respective drop-

menu. Wireless products will select legible channels according to
your selection of country. The time zone will be used for the
scheduling such as firmware management

Enter a valid address. This is required for the Site to properly

A
ddress show on the Map overview.
NTP Server 1 Enter an NTP server address.
NTP Server 2 [Optional] Enter a secondary NTP server address.

Devices Credentials

Enter the Password of the admin account used to access the
Device's web interface.

Name

[Optional] Enter the name of the Site’s contact person.

Phone

[Optional] Enter the contact number of the Site’s contact person.

Email Address

4. Click Apply.

[Optional] Enter the email address of the Site’s contact person.

Adding a Site Tag to an Organization

1. Navigate to Settings > Organization Management.

2. From the organization lis

t, click Create Site Tag under the Actions column.

3. Specify the following information:

Site Tag Name

Enter a name for the Site Tag
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Select a Parent Tag from the drop-down menu. This will place this
Parent Tag Site Tag under the selected Parent Tag in the organization’s
structure.

4. Click Save.

Inviting Users to an Organization

Additional users can be invited to the organization through the organization management window.

Note: The ability to invite users depends on the account role and privilege level of the managing
user.

1. Navigate to Settings > Organization Management.
2. From the organization list, click Invite User under the Actions column.
3. Specify the following information:

User Name Enter the user’s name.

Select the access level of the user. This determines what
Access Level information the user can view. Based on the selected access level,
select the organization from the drop-down menu.

Enter the user’s email address. This is also the user name to log

Email Add
mal ress into the Nuclias Portal interface.

Select a Site tag. This determines which Site tags of the
Site Tag organization can be viewed by the user. Selecting None will allow
the user to see all Site tags under the selected organization.

Based on the selected Site tag, select a Site. This determines
which Sites of the organization can be viewed by the user.
Selecting All will allow the user to see all Sites under the selected
organization.

Managed Site
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Select arole for the user. Roles determine the degree of editing
and viewing privileges of the user.

Admin: Full editing and full viewing rights.

Rol
o Editor: Partial editing and full viewing rights.
Monitor: Full viewing rights.
Viewer: Limited viewing rights.
4. Click Submit.

5. The user will then receive an email to validate the email address and set a password.
Deleting an Organization

Organizations can be deleted if the admin is the last remaining member of the Organization. Once
the Organization has been deleted, the remaining licenses will be transferred to the admin.
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License Management

The License Management window provides more detailed information for all licenses assigned to
the selected organization, including status, term, activation and expiration dates, and the device
type for alicense as well as its remaining time. It also allows you to add or import license keys and
view license history of expired licenses.

LA SR AT
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Note: The availability of the License Management page depends on the account role and privilege
level of the managing user.

License Overview

1. Navigate to Settings > License Management.
2. Click the Licenses tab.
3. The License Overview displays licenses in the following category:

Expiring in Next 60 days Licenses that will expire in 60 days. Click to obtain detailed
information about these licenses.

Licenses that have been assigned to devices; the licenses can be
either active or inactive, depending on whether the license
period has been started.

Used Licenses

Licenses that have neither been assigned to devices nor been

Unused Inactive Licenses activated.
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Licenses that have been activated but have not been assigned to

Unused Active Licenses devices

Adding a License Key

License keys can be added to the organization so they can be manually assigned to devices at a
later point.

1. Navigate to Settings > License Management.

2. Click the Licenses tab at the top.

3. Click Add Licenses.

4. Inthe License Key window, enter the required information:

License Key Enter avalid license key.

4. Click Add to add more keys.
To add multiple licenses at once:

Click Bulk Import.

[Optional] Download the reference sample template.

Click Browse.

Locate the CSV-formatted file containing the license keys using the following format:
[License key]

5. [Optional] Download the reference sample template.

AW
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Add license keys

() Add license keys

@ Bulkimport

Upload a CSV-formatted file with license you wish to add to organization.

Browse

You can download sample template file here

Cancel Add

6. Click Add.

Searching for a License Key

Navigate to Settings > License Management.

Click the Licenses tab at the top.

From the license key list, click the Search field.

Enter a keyword to search for all fields.

[Optional] Click the filter drop-down menu to display the search criteria: License Type,
Status, License Device Type, License Key, and Expiration Date.

5. Note: Multiple filters can be populated to narrow down the search result.

6. Theresults are displayed as the refined table listing with the following properties:

SN

License Type The type of the license:
Used - has been assigned to a device.

Unused - has not been assigned to a device.

Status The current status of the license: either Inactive and Active.
License Key License key serial number.
Term Length of the license; 1 Year, 3 Years, etc.
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Date and time the license was added to the organization in the

Claimed at format yyyy/mm/dd hh:mm:ss (24-hour clock).
License Device Type The associated device type of the license.

Device UID UID of the device the license is assigned to.

Model Name Model name of the device the license is assigned to.

MAC Address MAC address of the device the license is assigned to.

Start Date License start date in the format yyyy/mm/dd.

Expiration Date License expiration date in the format yyyy/mm/dd.

Time Remaining The number of days that is left on the license until it expires.

Viewing the License History

The License History shows the licenses that are already expired.

1. Navigate to Settings > License Management.

2. Click the Licenses tab at the top.

3. Fromthe license key list, click License History. The License History shows the licenses that
are already expired with the following information: License Key, Term, Claimed at,
Organization, and Model name. You can select a time slot (number of days) that defines the
time that the license was expired.
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Downloading License Key Lis
gl Key List
1. Navigate to Settings > License Management.
2. Fromthe license key list, click the Download icon in the top-right.
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Viewing the License Log

Operations performed on the organization licenses or important events of the licenses such as
license expiration can be searched and viewed in the License Log.

1. Navigate to Settings > License Management.

2. Select the License Logs tab from the top menu. The table displays the licenses management
activities history including the Time, Account that performed the license activity, License
key, Action that was performed, and Details about the activity.
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License Co-termination

License co-termination eases license management by terminating all licenses of the participating
devices on the same date regardless of their original expiration date.

Note: The operation of license co-termination is irreversible, and the original license cannot be
recovered.

Devices from the same Organization that can participate for Co-termination include devices with
active licenses and expired licenses. Licenses from the same organization that can be used for co-
termination include active and inactive licenses bound on devices and unused active licenses (but
not the unused inactive licenses). Moreover, the Co-termination formula is a weighted average
calculated by multiplying the remaining days by the device weight and dividing the sum by the total
weights of all devices.
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To co-terminate licenses:

N

Navigate to Settings > License Management.

Select the Co-Termination tab from the top menu.

Click Calculate License State. The estimated Expiration date and the remaining number of
days until expiration will be displayed.

[Optional] Click the License co-termination instructions link to learn the principles of the
license co-termination calculation.

Click License co-terminate at the bottom to proceed with the process.

A window will appear to display important notice about the operation. Note that the
operation cannot be reversed, and the original license would be terminated and replaced
by the new license keys with the co-termination date.

After reading the notice, click | understand the terms and still wish to proceed. Then

click Confirm.

You should receive a notification email once the licensing co-termination has been applied.
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Inventory

The inventory can be seen as the virtual stock that you may first add multiple devices to, then
assign to the selected Site and Profile or register with licenses later.

From the Inventory window, you can consult comprehensive information about all the devices
currently assigned to designated access level, including status, hardware information, license
status, and which Site and Profile the devices are assigned to.
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Note: The displayed devices are based on the user's access level.
Device Overview
1. Navigate to Settings > Inventory.
2. Select the Devices tab.
3. The Device Overview displays devices in the following categories:
Total Devices The total number of devices that are in the organization’s

inventory.

The number of access points.
Access Points

The number of switches.
Switches
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Gateways

The number of gateways.

And the table displays the following information about the devices for each category:

Status

The operation status of the device.

Device Name

The device name that the license has been registered to.

MAC Address

The MAC address of the device.

Device UID

The device's UID.

Serial Number

The device's serial number.

Model Name The model name of the device.

Site The site that the device has been assigned to.
Profile The profile that has been assigned to the device.
Reg. Status The registration status of the device.

License Status

The status of the device's license. It will display active as
long as the device has one active license. For detailed
license information, go to Settings > License
Management.

Activation Date

The date that the license activates. For detailed license
information, go to Settings > License Management.

Expiration Date

The date that the license expires (after adding up all the
license terms). For detailed license information, go to
Settings > License Management.

Adding Devices to the Inventory

After adding a new device, assign a Site and Profile to a device to allow it to be used immediately.

1. Navigate to Settings > Inventory.
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2. Click Add device.
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3. Specify the following information:

Enter the device’s Unique Identifier (UID) found on the label

printed on the device.
Device UID
The UID may be listed in the format XXXX-XXXX-XXXX or

XXOXOXXXXXXXXX. When entering the UID, do not include dashes.

To bulk import new devices to the Inventory:

4. Click Bulk import. You can download the reference sample template.
Click Browse.
6. Locate the CSV-formatted file containing the UIDs of the devices.

Note: To add devices to the inventory, use the following format: [UID].
7. Click Save.

b

Assigning Devices to a Site

Registering a new device to the Inventory requires manually assigning it to a Site and Profile.

1. Navigate to Settings > Inventory.
2. Select devices and click Assign to.
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Assign to the site

@ Existingsite and profile )

5ite™

D-Cafe -
Profile™

DBG2000 -

Auto-assign licenses ()

License terms

Unused - 1year -

() Newsiteand profile

Cancel Add to existing

3. Specify the following information:

Select a Site to link this device to. Or you can select New site and
Site profile and enter the following information for a site: Site,
Country, Time zone, and Address. Then click Create site and add.

Select a Profile for this device. The device will use the settings

Profil
rotie configured in that profile.

[Optional] Auto-assign license allows you select an available

Auto-assign License . .
license by license term.
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Note: Every new device will be issued a one-year free license key.
Once expired, an additional license must be purchased to
continue using the device.

6. Click Add to Existing.

Assigning Licensestoa Device

Product Registration requires you to enter a valid license key to activate the service.

1. Navigate to Settings > Inventory.
2. Select the devices and click Assign license.

3. According to the device's product category, specify the license terms to look for available
licenses. Click Addto add more licenses with the desired terms.The system will display
Insufficient Licenses if there are no available licenses for the selected term.

4. Click Assign to let the system assign the license keys to devices automatically. The licenses
will be listed under Used licenses with information such as start and expiration date.

Deleting Devices from the Inventory

Deleting a device from the inventory completely removes the device from the organization it was
linked to, allowing it to be reassigned to a different organization.

1. Navigate to Settings > Inventory.
2. Click the tab of the Devices list to filter the devices by category.

Nuclias Cloud Documentation - en Page 444 of 482



DEVICES OVERVIEW

Device UID

O 1 eca98r187C38 JGFESRAGHT V61114000008 DeA210p
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O = DBA2620P DeA2820P-1
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O e . et
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0O 1 e DBAX2830P DEMOAPAPOOOS

D-cafe
D-Link HQ-DBA-2820P
DLinkHQ

D-Link HQ-DEA-2520P
DBA2720P

DBS-2000

DBS-2000
DEA-1210P-test
D-Link HQ-DBA-2520P

DEAX2830P

2024/08/23

2022/02/25

2022/02/25

2022/06/09

2022/06/09

2022/06/09

2024/08/22

2027/02/24

2027/02/24

2023/06/09

2023/06/09

2023/06/09

3. From the device list, click the checkbox next to the device(s) you wish to delete.
4. Click Delete. You will be asked if you would like to delete this device permanently from

Nuclias.

Add device Delete Assign license

Q (ProductcatezoryGa | v | Y

1 e cE9s231E9E:87 DEMOGWGWO001 DEMOGWGWO001 DBG-2000 DEMOGWGWO001
0 2 . 3E46:1EAL2D:02 DEMOGWGWO0002Z DEMOGWGWIO00Z DBG-2000 DEMOGWGW0002
0 s e BEF5ARDT:3572 DEMOGWGWO003 DEMOGWGWD003 DBGX1000 DEMOGWGWO003
O+ e DEM

5. When prompted to confirm, click Yes.

Searching for a Device

1. Navigate to Settings > Inventory.
Click the Devices tab.

N

DEG2000

DBG2000

DEGX1000/DEG-2000(81)

DEGX1000/DEG-2000(81)

2022/06/09

2022/06/09

2023/05/09

2023/05/09

2023/06/09

2023/06/09

2029/05/07

2034/05/06

3. From the device list, click the Search field to bring up search criteria: Status, Product
category, Model name, Used/Unused (for license status), Expiration date (for license
information), MAC (manually enter the device's MAC address), Device UID, and Serial

number.
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Exporting the Inventory List

1.
2.
3.

4.

Profile

License status|

‘Add device
Status DeviceUID Serfal number Model name
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Os e saD o o
07 e o o 2680:1C0ACE18
Os e o DBA1210P DEMOAPAPOOOS
o s . AABIFCAZ202C DEMOAPAPOODS DEMOAPAPOOOS DBA-2820P DEMOAPAPOODS
0O 1 e DI DBAX2830P DEMOAPAPOOOS

© 2023 D-Link Corporation. Al rights reserved.

DeCate
D-Link HQ
D-LinkHQ
D-LinkHQ
D-LinkHQ
D-Care
D-LinkHQ
D-Care
D-Cate

D-Cafe

DeCafe
D-LinkHQ-DBA-2620P
D-LinkHQ

D-Link HQ-DBA-2820P
DBA-2720P

DBS-2000

DBS-2000
DBA-1210P-test
D-LinkHQ-DBA-2820P

DBAX2830P

Terms Privacy Cookie Preferences

Active
Expired
Expired
Expired
Expired
Active
Active
Active
Active

Active

Product category

Al

Model name

Al

Used/Unused

Both

Expiration date:

Al

Device UID:

Serial number -

| I3

Navigate to Settings > Inventory.

Click the Devices tab.
Refer to the above Searching for a Device section to refine the table listing with the

Search function.

From the device list, click the Download icon in the top-right.

DEVICES OVERVIEW

Total devices

15

Status MACaddress

Device UID

Serial number

Access points

8

Model name

Device name

[ ]
O 1 ecavEraBTCR 2GFGSRXZAGH? 561114000008 DBA1210P scaesriBTCIR
O 2 DBA 25207 BCPOD 25207

o s scaveraBrCa 2AzZDVKEUSTOR 561114000009 DBA1210P DeA1210P:1

O 2 DBA2820P DBA2820P-4

o s F4ECERERDDAT AM7XETHVZBG4 TM41101000007 DBAZ720P F4ECEBEFDDAT
a s o o

o 7 . = 26B0ACDACEB
O s ° 26: BFF DBA-1210P DEMOAPAP0004
Qs e AA83FCAT202C DEMOAPAPOODS DEMOAPAPO0DS DBA2620P DEMOAPABO0DS
O 1 e DBAX2830P DEMOAPAPOOOS

D-Cafe
D-Link HQ.
D-Link HQ.
D-Link HQ.
D-Link HQ.
D-Cate
D-Link HQ.
D-Cafe
D-Cate

D-Cate

Switches

3

Profile
D-Cafe

D-Link HQ-DBA-2820P
DLinkHQ

D-Link HQ-DBA-2520P
DBA2720P

DBS-2000

DBS-2000
DEA-1210P-test
D-Link HQ-DBA-2520P

DEAX2830P

Licensestatus

Active

Expired
Expired
Expred
Expired

Active

Gateways

Activation date Expiration date
2021/08/23 2024/08/22
2022/02/25 2027/02/24
2022/02/25 2027/02/24
2022/06/09 2023/06/09
2022/06/09 2023/06/09
2022/06/09 2023/06/09

5. The table listing will be exported as a single .CSV file in your browser's default download
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Firmware

From the Firmware window, you can view basic firmware information, and set up a firmware
upgrade schedule. Firmware upgrades are managed at the Site level and configured per device
type, which means that all devices of the same type that are linked to that Site will use the same

firmware upgrading policy.

<nuclas = NERPERr 0 E B JEAP
12 ]
i e " " i
0 O ), - =
B, v L auewts
0
b [EE) mEpcncrs

Notes: The Firmware page is only available to users with the Editor role and above.

Setting an Automatic Upgrade

Upgrade windows provide an easy way of regularly maintaining device firmware by setting a fixed
weekly time and date to automatically scan for new firmware and upgrade devices if a new

firmware version is available.

1. Navigate to Settings > Firmware.
2. Select a Site from the Site menu in the top of the screen.

» 1 0
$ nuclllas BT (o pea—— R | O rtemsssemorsesmicon ~ | @) enih -
cloua

DASHBOARD MONITOR CONFIGURE REPORTS SETTINGS HELP

Settings / Firmware
FIRMWARE UPGRADES

Q) (Status:Up to date) -

Product category Model name Firmware availability Current FW version Target PW version Auto-upgrade Upgrade schedule ( Site locg
[J 1 D-LinkHQ Access Paint DBA-1210P 1 Uptodate 2.08.000 2.08.000 Enabled SUNDAY 01:00
[J 2z D-LinkHQ Switch DBs-2000 1 Uptodate 1.25.004 1.25.004 Enabled SUNDAY 01:00
[0 3 D-LinkHQ  Access Point DBA-2520P 2 Uptodate 2.05.002 2.05.002 Enzbled SUNDAY 01-:00
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3. Select amodel from the list and click Schedule upgrades at the top left.
4. Inthe Schedule firmware change window, select the option Schedule auto-upgrade for: to
set a automatic firmware upgrade schedule

Upgrade times may be staggered depending on the number of devices changing firmware.

@ Schedule auto-upgrade for:

SUMDAY - 01:00 -
(site local time)

() Schedule the upgrade for:

2023/06/04 15:00 -
(Site local time)

() Perform the upgrade now.

® Cancel Meact

5. Select a day of a week and time of day from the drop-down menu. Select Next to continue.

6. Check the current firmware and the target firmware which will be the latest firmware set
for the upgrade.

7. Click Schedule changes to confirm the upgrade. A result window will appear showing the
settings of the schedule upgrade.
The configuration will be reflected in the Current FW version, Target FW version, Auto-
upgrade, and Upgrade schedule column of the FW upgrade list.

Schedule upgrades Q -

Product category Model name Devices Firmware availability Current FW version Target FW version Auto-upgrade Upgrade schedule { Site loc
1 D-lLinkHQ  AccessPoint DEA-1210P 1 Uptodate 2.08.000 2.08.000 Enabled SUNDAY 01:00
[] 2 DLnkHQ Switch DBS5-2000 1 Uptodate 125004 125004 Enabled SUNDAY 01:00
C] 3 D-UnkHQ  Access Point DBA-2820P 2 Uptodate 205002 205002 Enabled SUNDAY 01:00
C] 4  D-LinkHQ  Access Point DBA-2720P 1 Update available 200002 200002 Disabled 2020/04/01 1707

Setting a Custom Device Upgrade

You can define a specific time and date to scan for firmware updates which override the automatic
upgrade schedule.

1. Navigate to Settings > Firmware.
2. Select a Site from the Site menu in the top of the screen.
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DASHBOARD MONITOR CONFIGURE REPORTS SETTINGS HELP

Settings / Firmware

FIRMWARE UPGRADES

Q) (Status:Up to date) -
Product category Model name Firmware availability Current FW version Target FW version Auto-upgrade Upgrade schedule ( Site locd
[0 1 D-LinkHQ AccessPoint DEA-1210P 1 Uptodate 2.08.000 2.08.000 Enabled SUNDAY 01:00
[0 2 D-LinkHQ Switch DB5-2000 i Uptodate 125004 1.25.004 Enabled SUNDAY 01:00
[0 3 DlinkHQ AccessPoint DEA-2520P 2 Uptodate 205002 2.05.002 Enabled SUNDAY 01:00

3. Select the Firmware Upgrades tab.

Select a model from the list and click Schedule upgrades.

5. Inthe Schedule firmware change window, select the option Schedule the upgrade for: to
set a scheduled firmware upgrade with a desired firmware version for the designated
device model.

»

Schedule firmware change

Upgrade times may be staggered depending on the number of devices changing firmware.

() schedule auto-upgrade for:

SUMDAY - 01:00 -
(5ite local time)

(" Wschedule the upgrade fo

2023/06/04 15:00 -
(Site local time)

() Perform the upgrade now.

o Cancel Mext

6. Select aday of a week and time of day from the drop-down menu. Then click Next to
continue.

7. For Target FW versionSelect the desired firmware to upgrade to.

8. Click Schedule changes to confirm the upgrade. A result window will appear showing the
settings of the schedule upgrade.
The configuration will be reflected in the Current FW version, Target FW version, and
Upgrade schedule column of the FW upgrade list.
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Performing a Manual Firmware Upgrade

Devices can be manually upgraded by performing an on-the-spot firmware upgrade check.

1. Navigate to Settings > Firmware.
2. Select a Site from the Site menu in the top of the screen.

<nuclias . P | D | Y rrrssramprsamicn - | @ eih -
cloua

DASHBOARD MONITOR CONFIGURE REPORTS SETTINGS HELP

Settings / Firmware
FIRMWARE UPGRADES

Q) (Status:Up to date) -

Product category Model name Firmware availability Current FW version Target FW version Auto-upgrade Upgrade schedule { Site locd
|:| 1 D-Link HQ Access Point DBA-1210P 1 Up to date 2.08.000 2.08.000 Enabled SUNDAY 01:00
|:| 2 D-Link HQ Switch DBS-2000 1 Up to date 125004 125004 Enabled SUNDAY 01:00
0 3 DuLlnkHQ AccessPoint DEA-2520P 2 Uptodate 2.05.002 2.05.002 Enabled SUNDAY 01:00

3. Select the Firmware Upgrades tab.

4. Select a model from the list and click Schedule upgrades.

5. Select the option Perform the upgrade now to perform a manual upgrade now. Then click
Next to continue.

Schedule firmware change

Upgrade times may be staggered depending on the number of devices changing firrmmware.

() Schedule auto-upgrade for:

SUMDAY - 01:00 -
(Site local time)

() Schedule the upgrade for:

2023/06/04 16:00 -
(Site local time)

@ Perform the upgrade now.

L Cancel Next

6. Check the current firmware and select the target firmware to upgrade to.

7. Click Schedule changes to perform the upgrade immediately.

8. Aresult window which summarizes the upgrade task with the device and firmware
information will be displayed. You can click Download at the top right to download the
summary report in your local drive.
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Getting Firmware Management Information

You can obtain the firmware management information such as the the update status, automatic
upgrade schedule, availability of newer releases, and the last upgrade time. You can also customize
the report and download it to your local drive.

To generate a firmware management report:

1.
2.
3.

Navigate to Settings > Firmware.

Select the Firmware Management tab.

Select a model from the Device Model drop-down list to display data only for the model.
Select All to display all models.

Select Update Available to display firmware that has new releases or Up to Date to display
devices having up-to-date firmware. Select All to display both types.

Click Preview to display the results.

Click Download to download the displayed report as a single file in your browser's default
download directory.
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Alert Settings

Q
New alerts will be displayed at the top right to notify you after you log in. Alerts can also be
accessed by clicking Reports > Alerts. You will also receive the configured alerts by email.

snuchias

Note: Users of the Viewer role type cannot configure alert settings here and they are configured
per user. Each user with the required editing rights within the organization can configure the

types of alerts to be notified.

Configuring Alert Notifications

You can customize what types of network events will trigger alert notifications. Events are divided
into general and device-specific events.

1. Navigate to Settings > Alert Settings.
2. Inthe Site-wide section, select the event types to receive alert notifications for:

Device Registry

A new device has been registered to a site and/or profile.

Device Firmware Has
Upgraded Successfully

Sends an alert notification when a device firmware's version
has successfully upgraded.

Device Firmware
Upgrade Has Failed

Sends an alert notification when a device firmware upgrade
failed.
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Device Site and/or Profile| Sends an alert notification when a device has been assigned
Has Been Updated to a different site or profile.

Device Has Connected to | Sends an alert notification when a device has successfully
the Nuclias Cloud connected to Nuclias cloud.
Successfully

Device Profile Sends an alert notification when a configuration update has
Configuration Has Been been successfully pushed to affected devices.
Applied Successfully

Device Profile Sends an alert notification when a configuration update failed
Configuration Update to be pushed to affected devices.
Has Failed

3. Inthe Access Point section, select a time (in minutes) from the drop-down menu, and check
the respective checkbox to receive notifications by both the cloud portal (go to Reports >
Alerts) and email whenever the device goes offline for longer than the selected time
period.

4. Inthe Switch section, select a time (in minutes) from the drop-down menu, and check the
respective checkbox to receive notifications by both the cloud portal (go to Reports >
Alerts) and email whenever the device goes offline for longer than the selected time
period.

5. Select Any port or a specific port from the drop-down menu, select a time (in minutes)
from the drop-down menu, and check the respective checkbox to receive notifications by
both the cloud portal (go to Reports > Alerts) and email whenever the selected port(s) (by
port tags) are down for longer than the selected time period.)

6. Inthe Gateway section, select the event types to receive alert notifications for:

Select a time (in minutes) from the drop-down menu, and check
Gateway Has Been the respective checkbox to receive notifications by both the
Offline for cloud portal (go to Reports > Alerts) and email whenever the
device goes offline for longer than the selected time period.
A DHCP Lease Pool Sends an alert notification when the available addresses of a
Falls Below 10% DHCP lease pool falls below 10%.
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An [Psec Tunnel Is Sends an alert notification when an IPsec tunnel is established.
Connected

An [Psec Tunnel Is Sends an alert notification when an IPsec tunnel is disconnected.
Disconnected

AWAN Port s Sends alert notification when a WAN port of the device is
Connected connected.
A WAN Port Is Sends an alert notification when a WAN port of the device is
Disconnected disconnected.
Network Usage Sends an alert notification when the network volume exceeds the
Exceeds configured threshold value in a defined time frame.

7. Click Save.
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Certificate Management

The Certificate window manages certificates that will be used in application authentication such as
VPN and websites. You can obtain a digital certificate from a wellknown certificate authority (CA)
such as VeriSign, or generate and sign your own certificate using the provided functionality. You
can also upload certificates issued by a certificate authority (CA) or generate a certificate

signing request (CSR) to pass it to the CA for signing.
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Adding Certificates

A certificate can be added to the organization so it can be can be used by an application that
requires secure communication.

1. Navigate to Settings > Certificate Management.
2. Inthe Certificates and Keys table, click Add.

CERTIFICATES AND KEYS

Contents Access level Alternative name Issuer (Authority) Used by Status Renewal schedule
1 Default Private Key ‘Organization - - - OpenVPN(1)  Walid
2 Default Certificate(s) and Private key ~ Organization - Muclias 2023/07/2102:36:27  OpenVPN(1)  Valid 2023/06/21 02:36:27(Auto)
3 Web0z Private Key Organization - - - - Pending
C] 4 aegwr Certificate(s) and Privatekey ~ Organization gwrgwerg Mudlias 2025/05/27 21:12:49 - Valid 2025/04/27 21:12:49(Auto)

Ll 3

3. Select the type of certificate to be generated or import a certificate.
4. If you wish to issue certificate signing request, enter the required information:
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Common Name Enter a name for the certificate.

Alternative Name Enter an alternative name for the certificate.

Signed by Select the certificate authority.

5. If you would like to generate a certificate by uploading a Certificate Signing Request file,
enter the following:

Signed by Select the certificate authority.

Upload Certificate . .
Signing Request (CSR) Click Browse to upload a CSR file.
6. If youwould like to import a certificate to the database, choose one of the following:

Upload PEM-encoded Click Browse to upload a PEM-encoded private key (a PEM
Private key file).

Upload PEM-encoded Click Browse to upload a PEM-encoded certificate (a PEM
Certificate file).

Upload PEM-encoded Click Browse to upload a PEM-encoded certificate chain (a
Certificate Chain PEM file that contains one or more certificates).

7. If youwould like to generate a private key using Diffie-Hellman key exchange (DH) or
Transport Layer Security (TLS) encryption, enter the following:

Key Name Enter a name for the key.
Key Type Select either DH or TLS encryption method.
Key Size Select the key size in bits.

8. If youwould like to import a private key with Diffie-Hellman key exchange (DH) or
Transport Layer Security (TLS) encryption, enter the following:

Key Name Enter a name for the key.

Upload Your Private Key | Click Browse to upload your private key file.

9. Select Access level to specify the accessibility of the generated certificate or key in the
organization.
10. Click Save.

Adding Certificate Authorities

You can manage the certificate issuing authorities in the certificate database.
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To add a certificate authority:
1. Navigate to Settings > Certificate Management.

2. Inthe Certificate Authorities table, click Add.

CERTIFICATE AUTHORITIES

Add Q

@ # Name Access level Certificates Status

1 Nuclias Default 2031/05/03 13:49:35 2 valid B view & cownLoaD

3. Select the Access level for the accessibility of the CA in the organization

4. Upload your RSA private key in unencrypted PEM format for the certificate authority
(CA)*

5. Upload your X.509 certificate in PEM format for the certificate authority (CA)*

6. Click Save.

Searching for a Certificate

The Certificates and Keys list allows you to view a list of certificates (both from a CA and self-
signed) currently loaded on the system. The following certificate data is displayed in the list:

Name/Alternative Name | The Name/Alternative Name of the certificate.

Contents Whether this is a private key or certificate or both.
Accessl Level The accessibility level of this certificate.

Issuer Name The CA name that issued this certificate.

Expiry The date after which this certificate becomes invalid

The VPN configuration with IKE profiles that uses this

Used by certificate.

Status Whether this is valid.

Renewal schedule The planned renewal time for this certificate.

Actions Click View, Update, Delete, or Download to perform the

respective opertion on the certificate.

To search for a certificate:

1. Navigate to Settings > Certificate Management.
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2. Enter akeyword in the search field at the top right of the Certificate Table or Certificate
Authorities Table to search for all fields.

All certificate or keys matching the value entered in the field will automatically appear.

Viewing the Certificate Information

1. Navigate to Settings > Certificate Management.
2. From the Certificate or Certificate Authorities list, select desired entry, then click View to
view more information about the content of the certificate or key.

CERTIFICATE AUTHORITIES

Add

B # Name Access level Certificates

1 Muclias Default 2031/05/03 13:49:53 2 Walid i" DOWNLOAD

Updating the Certificate Information

1. Navigate to Settings > Certificate Management.
2. Fromthe Certificate or Certificate Authorities list, select desired entry, then click
Update to renew an expiring certificate or replace an invalid certificate or regenerate a

private key.

CERTIFICATES AND KEYS

Alternative name Issuer (Authority) Expires.

[«

[«
9 g

Default Private Key Organization Valid - B view

2025/05/20 10:30:11(Auto)  [Z) VIEW

IPSec-CA  Certificatels) Organization IPSec VPN

#
1
2 Default Certificate(s) andPrivatekey ~ Organization = Nuclias 2025/06/2010:30:11 - Valid
3
4

1234566  Certificate(s) and Privatekey  Site (D-Cafe) 7890 Nuclias, 2025/06/0721:49:08  IPSec(1) Valid 2025/05/07 21:49:08(Auto)  [B) VIEW [¢P UPDATE

[«
< i

Downloading Certificate or Key Files

1. Navigate to Settings > Certificate Management.
2. From the Certificate or Certificate Authorities list, select the desired entry, then click
Download to download a certificate file or private key file in PEM format.
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CERTIFICATE AUTHORITIES

Add Q

B # Name Access level Certificates Status

1 nNuclias Default 2031/05/03 13:49:55 2 walid B view & pownLOAD

Managing Local User Certificates

Local User Certificates used for OpenVPN server settings can be revoked or resumed its validity.
Go to the Client List in VPN > Open VPN in Device Configuration page of a gateway .

1. Navigate to Settings > Certificate Management.

2. Fromthe Local User Certificates list, select the desired entry, then click Download to
download a local user certificate file. To revoke a local user certificate, select the desired
entry, then click Revoke to revoke the certificate. To resume the certificate's validity, click
Resume.

After a local user certificate is added successfully, you can reference where the certificate is
applied in.OpenVPN profiles by clicking the Used by field in the table.
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Advanced Settings

The Advanced Settings provide configuration menus for Security Assertion Markup Language
(SAML), SMS and Syslog Server.

Note: The Advanced Settings page is only available to users with the editor role and above.

SAML Configuration

Security Assertion Markup Language (SAML) is an XML standard used for the exchange of user
authentication data. With SAML authentication, single sign-on (SSO) experience can be achieved
across application service domains between an identity provider (IdP) and Nuclias Cloud.

Before you can set up SSO via SAML, please obtain identity provider (IdP) information by visiting
their the help centers. For example, Set up your own custom SAML application from Google.

To enable SAML on the system:

1. Navigate to Settings > Advanced settings > SAML Configuration.

2. Select Enable SAML SSO. The Entity ID (a globally unique name) and URL (Assertion
Consumer Service URL) of the service provider (Nuclias) is displayed.

3. Click Add to add a trusted identity provider (IdP) and enter the following information:

URL Enter the sign-on URL from the IdP.

Issuer Enter the name or URI of the issuer.
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Certificate Upload a PEM certificate from the IdP.

Logout URL When users log out, this URL is used for web redirection.

X.509 Cert The x509 certificate is used to establish trust communication with
SHA1 the IdP.

Fingerprint

Import IdP Metadata | Besides the above method of manual IdP configuration, you can also
use the import method. Enter an IdP information by importing an IdP
metadata XML file downloaded from the IdP.

4. Click Save.

Creating SAML Roles
After establishing a connection with an external IdP, you can grant access permissions to this
SAML user by assigning roles and access level.

1. Navigate to Settings > Advanced settings > SAML Configuration.
2. Inthe SAML Roles section, click Add to add a new SAML role.

| #
0 1 22232 EDITOR 1 ¢ eoiT Tl DELETE
o :z

111 ADMIN 1 & eDIT T DELETE

3. Inthe Add a SAML role window, enter the following information.

Name Enter a name for this user authenticated through SAML (1-64
characters).

Access Privilege/ Select the role to determine the access privilege level of this SAML

Role user.

Managed Site Select which Sites of the organization can be viewed by the user.

4. Click Save.
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SMS Configuration

Short Message Service (SMS) containing one-time password can be sent from the system using
Twilio SMS. The SMS authentication is used for user request for network access in Captive
Portal configuration.

To configure SMS authentication service:

1. Navigate to Settings > Advanced settings > SMS configuration.
2. Click Add Twilio SMS settings.
3. Inthe Add Twilio SMS settings window, enter the following:

Name

A name that identifies this account setting (1-64 characters).

Twilio Account SID

Your Twilio account SID (1-64 characters).

Twilio Auth Token

The authentication token (1-128 characters).

Twilio from Number

The number registered with Twilio.

Resend after
(minutes)*

Enter the resend interval in minutes (0-60 minutes). O means that it
can be resent immediately.

Maximum Resend
(times)

Maximum number of times that the one-time password can be
resent. 0 means it can only be sent once (0-60).

Maximum Request
(times)

Maximum number of times a new one-time password can be
requested. O means it can make unlimited requests (0-60).

Denial Period

The length of time that clients must wait before they can request a

(minutes) one-time password after the above resend and request limits are
reached (0-1440 minutes).

OTP Expires The length of time that a one-time password is valid (5-30

(minutes) minutes).

Allowed Phone
Prefix

Country calling codes that are permitted to use SMS. Separate the
codes with “,” (e.g. +81,+91,+886). “*” means all codes are
permitted.

Nuclias Cloud Documentation - en

Page 462 of 482



Access Level Select level of accessibility for this account setting.

4. Click Save.

Syslog Server Configuration

You can configure the system to send syslog messages to an external syslog server.

To configure a syslog server:

1. Navigate to Settings > Advanced settings > Syslog server configuration.

2. Click Add.
3. Inthe Add Syslog server settings window, enter the following:

Name A name that identifies this syslog setting.

Syslog Server Enter the syslog server’s IP address or FQDN.

Syslog Server Port The port used for the syslog service.

Protocol The protocol to communicate with the syslog server.
Select Site Select the site to allow for the syslog service.
4. Click Apply.
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Add Device

Adding new devices to the Inventory without Site and Profile assignment keeps them inactive. If
you wish to add devices with only UID information and register them at a later point, go to Settings
> Inventory instead.
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Note: The Add Device page is only available to users with the Admin role.

1. Navigate to Settings > Add device.
Note: The add device window will automatically appear.
2. Specify the following information:

Enter the device’s Unique Identifier (UID) found on the label
printed on the device.

Device UID The UID may be listed in the format XXXX-XXXX-XXXX or
XXXXXXXXXXXX. When entering the UID, do not include
dashes.

Device Name Enter a name for the device to easily find the desired device.

Site Select a Site to link this device to.
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Select a Profile for this device to apply that Profile's
Profile configuration settings. Click on the drop-down menu to display a
list of available profiles for your model.

[Optional] Enter the license key. Click on the drop-down menu to
display a list of available licenses for this device type.

Note: Every new device will be issued a one year complimentary

License Key license key. You may add more license keys to extend the period
of use.
Once expired, an additional license must be purchased to
continue using this device.
3. Click Save.
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Bulk Import Devices

Devices can be bulk imported to the Inventory with basic configuration and registration
information.
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Note: The Bulk Import Devices page is only available to users with the Admin role.

Bulk Assigning Devices with Configuration

1. Navigate to Settings > Bulk import devices.

2. [Optional] Download the reference sample template. Note that you can add up to 1,000
devices for a single import.

3. Click Browse.

4. Locate the CSV file containing the UIDs and other required information such as Site and
Time Zone (you can also enter Profile assignment and License keys for device registration)
as shown in the following example:

Device name Profile License-1 License-2 License-3
FFFFEEEEQOOD1 |DBS Taipei Asia/Taipei
FFFFEEEEQOO2 |DBA Hsinchu |Asia/Taipei
FFFFEEEEQOO2 DBG Hsinchu |Asia/Taipei
5. Click Upload.
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Help

Contact Technical Support

From the Contact Technical Support window, you can submit a support ticket for various issues
with devices or the platform, as well as provide feedback so we may continue to improve the

quality of our platform.

Contacting Technical Support

1. Navigate to Help > Contact Technical Support.
2. Specify the following information:

Name Click to enter a sender name. The recipient will see this name. By
| FEesteccccanmo000mm222 SUE kR s st e E T e e R R EEEELEEEEELELEEEE . R
Enter an email address. Responses to submitted tickets will be
E-mail received on this email address. By default, this is the user account
email.
Phone [Optional] Enter a contact number.
Issue Category Select a category type from the drop-down menu.
Device Type Select a device type.
. If Installation, Device Problem, or License Issue is selected as the
Problem Device .
category, select the UID of the affected device.
Description Enter a description of the issue or feedback.

3. [Optional] Drag and drop an image file of up to 2 mb in size. Alternatively, click Browse and

navigate to the image file.
4. Click Submit.
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5. Our local technical support center will reply to the submitted case once received.

Troubleshooting

From the Troubleshooting page, you can allow the Nuclias Cloud support team to access your
organization and site information.

Allow Nuclias Support

1. Navigate to Help > Troubleshooting.

2. Select to either Enable or Disable the support feature of Nuclias Cloud. If enabled, the
Nuclias team will be able to access this organization and its sites. You will need to enable
this feature to receive assistance.

3. When enabled, you will be provided a PIN code that the Nuclias team can use to access
your account and help troubleshoot.

Tutorials

From the Tutorials tab, you will be navigated to the Nuclias Cloud tutorial video page which has
instructional videos on how to complete various management tasks within Nuclias Cloud.

Navigate to Help > Tutorials.
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Nuclias Cloud Mobile App

The Nuclias Cloud App is D-Link’s mobile cloud-based networking solution. With the Nuclias App,
organizations can deploy, configure, manage and monitor networks, all from the convenience of
your mobile device.

Download the Nuclias App

The Nuclias App is available for iPads and Android tablets. Go to the App Store and search for
Nuclias, or scan the QR code below:

Download on the

. App Store

GET IT ON
" Google Play
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Logging into your Nuclias Cloud Account

After you have downloaded and installed the Nuclias app from the App Store or Google Play Store,
open the application and you will be prompted to enter your Nuclias Cloud account's email and
password to login to your Nuclias Account.

Note: It is recommended you first register, set up and configure your account from the your
desktop, then login using your existing account.
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Cloud - Supported Devices

Access Points

<nuclias

DBA-1210P

Nuclias Cloud Managed AC1300 Wave 2 Access Point

DBA-1510P

Nuclias Cloud Managed AC1750 Access Point
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< nuclias

DBA-1520P

Nuclias Cloud Managed AC1750 Wave 2 Access Point

DBA-2520P

Nuclias Cloud Managed AC1900 Wave 2 Access Point
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DBA-2620P

Nuclias Cloud Managed AC1300 Wave 2 Smart Antenna Access Point

<nuclias

DBA-2720P

Nuclias Cloud Managed AC2200 Wave 2 Tri-Band Access Point
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DBA-2820P

Nuclias Cloud Managed AC2600 Wave 2 Access Point

DBA-3620P

Nuclias Cloud Managed AC1300 Wave 2 Outdoor Access Point
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DBA-3621P

Nuclias Cloud Managed AC1300 Wave 2 Outdoor Access Point

<nuclias |
prord

DBA-X2830P

Nuclias Cloud Managed AX3600 Access Point
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e

DBA-X1230P

Nuclias Cloud Managed AX1800 Access Point
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Switches

S ¢ nuclias

DBS-2000 Series

< nuclias

DES.2000-101

DBS-2000-10MP

10-Port Nuclias Cloud-Managed PoE Switch
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< nuclias

DBS-2000-28

28-Port Nuclias Cloud-Managed Switch
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== MR A

DBS-2000-28MP

28-Port Nuclias Cloud-Managed PoE Switch
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DBS-2000-28P
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28-Port Nuclias Cloud-Managed Switch
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DBS-2000-52

52-Port Nuclias Cloud-Managed Switch

O I O
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DBS-2000-52MP

52-Port Nuclias Cloud-Managed PoE Switch
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Gateways

< nuchas
by D-Link
DBG-2000 . Ethermet 1 Ethemot 2 Tu.f'.TE Ethemol 4 WANT WANZ Console USB

DBG-2000

Nuclias Cloud SD-WAN Security Gateway
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DBG-X1000

Nuclias Cloud Business Gateways
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